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Police school of the University of Internal Affairs Mongolia : 44
Public, Computer Security Incident Response Team (CSIRT/CC) : 24
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Module 1. Cyber Paradigm
Module 2. Cyber ethics, norms, rules
Module 3. Cyber Law in Global Perspective
Module 4. Mongolian Law and Regulation on Cybersecurity
<2HH>
Module 5. E-commerce and IPR
Module 6. Personal data protection
Module 7. IT Policy Development
<3 HH>
- Mock Class
- Post-test
- Gethering feedback

Cybersecurity Law(s) and Regulation(s)F} H OTTTO#E %, UL N B#H T 5,

—= —

G H-4 Cybersecurity Law(s) and Regulation(s)F} H O TTTO k1

~ 12 -




(2) #FHiEFELH [Advanced Web and Operating System Security | (202341 H TTTZEE)

N RS AEETH HIPMACH~OEEFEIZL D, 20244E6  10H 2256 18HIZHIT T
Advanced Web and Operating System SecurityF} H OTTTA# 1T 572,

PITICTTTOMAZ £ L0 5,

-6 HHiHFEELH [Adcanced Web Security and Operating System Security | D FE#f

FEMEARE | 20244F 6 10 H~6 A 18 H (EHZFR< 7 AR
BNER | MUST %5 : 134
MDDIC 5 : 14
Cybersecurity Incident Response Team Coordination Center JiE : 24
University of Internal Affairs Mongolia (5 : 24
Nationla University of Mongolia (& : 24
ah20 4
2% Conference room, 5th Fl., Naran Residence,
NE - 7% (Web Security & O Operating System Security (224 3 A, &FF 6 HH)

BV a2 LT EIZENENTER - FET A N & FE
- BN L pEEEER (1 BHIED

- EEMREOED . SRR ESE LT IVETEL I LT SICT ~A TE,

[Advanced Web Security PY%¥]
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Module 1. Overview of Web Security
<2HH>
Module 2. Understanding Common Web Vulnerabilities
Module 3. Secure Coding Practices
<3 HH>
Module 4. Penetration Testing Methodologies
[Operating System Security NZ]
<1 HH>
Module 1. Practical Implementation of Linux Security Features
Module 2. SELinux Detailed Overview
Module 3. Common Vulnerabilities in Linux Operating Systems
<2HH>
Module 4. AppArmor Configuration and Use Cases
Module 5. Linux Vulnerability Analysis
<3 HH>
Module 6. Introduction to Windows OS Architecture and Security Features
Module 7. Typical Windows Vulnerable Service
Module 8. Advanced Security Configurations in Windows
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Module 1. Internal Control: Lines of Defense and Lines of Assurance
Module 2. Cybersecurity Governance
Exercise 01: Plan for the development of cybersecurity governance by
identifying needs and components for the development of
cybersecurity governance for a Plan for the development of
cybersecurity governance by identifying needs and components for
the development of cybersecurity governance for an organization.
<2HH>
Module 3. Risk Management
Module 4. Internal Control: Lines of Defense and Lines of Assurance
Exercise 02: Based on the output of Exercise 01, apply the risk management
process
Module 5. Policy Development
Exercise 03: Based on the objectives and output of Exercise 01 and Exercise
02, develop a cybersecurity policy for the governance of the
cybersecurity in Exercise 02.
<3 HH>
Module 6. Cybersecurity Auditing
Exercise 04: Based on the objectives and outputs of Exercises 01, 02, and 03,
develop a plan for the audit of the governance and cybersecurity
domains in Exercise 04.
Module 7. ISO/IEC 27001 Information Security Management System (ISMS) Audit
Exercise 05: Based on the provided scenario, perform ISMS audit
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NE Module 1: Introduction of CSIRT and CSIRT activities
1.1. Cybersecurity overview
1.2. Common TTP behind the incidents
1.3. The Computer Security Incident Response Team (CSIRT)
1.4. Establishment of an Incident Response Plan and Team (CSIRT)
1.5. Operation of a Computer Security Incident Response Team (CSIRT)
1.6. Security Assurance
Module 2: Scenario briefing and team arrangement coordination
2.1. Introducing Management Policies
2.2. Introducing Technical Policies
2.3. Exercise Scenarios
2.4. Participant Team Arrangement and Task Delegation
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Module 3: Scenario 1: Research Possible Attacks on the Constituencies and Give Report
3.1. Service Area 8: Situational Awareness
3.2. Data Acquisition Policy
3.3. Exercise - Data Acquisition of any possible attack
3.4. Communication to the Constituency
Module 4: SOC Introduction, Threat Visibility and Incident Handling Management
4.1. Service Area 5: Information Security Event Management
4.2. SOC Introduction
4.3. SOC Core Activities — FIRST CSIRT Service Framework 2.1
4.4. Threat Visibility
4.5. Incident Handling Management
4.6. Incident Classification — FIRST CSIRT Case Classification
4.7. Ticketing System — The Incident Management Process Control
Module 5: Scenario 2: Receive a Report of Attacks and Analyze the Incident, Then
Classify which Report Should be Handled by CSIRT
5.1. Service Area 6: Information Security Incident Management
5.2. How to Form Incident Response Plan
5.3. Analyze Artifacts and Forensic Evidence
5.4. Mitigation and Recovery
5.5. Information Security Coordination with Internal & External Organizations
5.6. Traffic Light Protocol
5.7. Exercise - Cybersecurity Incident Response Simulation
Module 6: Scenario 3: Discover Vulnerability on the Constituency System and Develop
an Advisory Report for Remediation
6.1. Service Area 7: Vulnerability Management
6.2. Exercise - Finding Vulnerabilities
Module 7: Scenario 4: Develop an Awareness Material and Plan of Activities
7.1. Service Area 9: Knowledge Transfer
7.2. Exercise - Improve Security Awareness
Module 8: CSIRT Maturity
8.1. Development Stages of a CSIRT
8.2. Exercise - CSIRT Maturity Assessment

Comprehensive Exercise: CSIRTFH OTTTORE 7%, LA NB#H T 5,

‘B E.-7 Comprehensive Exercise: CSIRTEH OTTT D4k 1
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NE Day 1:
Chapter 1: SOC Overview

1.1. Current Threats Landscape in Indonesia

1.2. What is SOC

1.3. Why we need a SOC

1.4. Regulations regarding SOC

1.5. Challenges in Operating a SOC
Chapter 2: SOC Planning

2.1. SOC Requirements

2.2. SOC-CMM Overview

2.3. SOC Business Considerations

2.4. SOC People Considerations

2.5. SOC Process Considerations

2.6. SOC Technology & Service Considerations

2.7. Exercise: Defining SOC Charter
Chapter 3: SOC Operational Model

3.1. Operational Model Overview

3.2. In-house SOC

3.3. MSSP

3.4. Hybrid SOC

3.5. Follow-the-sun

3.6. Fully remote SOC

3.7. Exercise: Defining SOC Operational Model
Chapter 4: SOC Services

4.1. SOC Services Overview

4.2. Command Center

4.3. Security Monitoring

4.4. Incident Response

4.5. Threat Hunting

4.6. Threat Intelligence

4.7. Other SOC Services

4.8. Exercise: Defining SOC Services
Chapter 5: SOC People

5.1. SOC People Overview

5.2. Roles and Hierarchy

5.3. People Management

5.4. Shifting Management

5.5. Training and Education

5.6. People Sizing and Allocation

5.7. Exercise: Defining SOC Analyst Knowledge Matrix
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Chapter 6: Building the SOC
6.1. Secure Architecture
6.2. SOC Facilities
6.3. Virtual SOC
6.4. Exercise: Building the SOC using Gantt Chart
Chapter 7:  SOC Operations
7.1. Operational Considerations
7.2. Reporting Management
7.3. SOC Metrics
7.4. Use Case Management
7.5. Detection Engineering
7.6. Exercise: Defining Shift Handover, SOC Regular Report
Day 2:
Chapter 8: Service & Technology: Security Command Center
8.1 Technology, People, and Process
8.2. Exercise: SIEM Hands-On: Wazuh
8.3. Exercise: Installing Wazuh and its Components
Chapter 9: Service & Technology: Security Monitoring & Threat Detections
9.1. Technology, People, and Process
9.2. Exercise: Log Collection and Monitoring: Syslog and API
9.3. Exercise: Other Log Collection Mechanisms
9.4. Exercise: Threat Detections on Endpoint
9.5. Exercise: Threat Detections on Network
9.6. Exercise: Threat Detections on Cloud
Chapter 10: Service & Technology: Security Monitoring & Threat Detections
10.1. Technology, People, and Process
10.2. Exercise: Hands-on Threat Hunting with Wazuh
Chapter 11: Service and Technology: Detection Engineering
11.1. Technology, People and Process
11.2. Exercise: Detection Engineering: Sysmon
11.3. Exercise: Detection Engineering: Auditd
11.4. Exercise: Detection Engineering: Sigma Rules
Chapter 12: Service and Technology: Incident Response
12.1. Technology, People and Process
12.2. Exercise: Alert Triage using Wazuh
12.3. Exercise: IR Automation on Wazuh
Chapter 13: Other SOC Services & Technology
13.1. Forensic
13.2. Vulnerability Management
13.3. Log Management
13.4. Security Awareness
13.5. Exercise: Dashboard Monitoring, Alerting and Response
Day 3.
Chapter 14: Security Monitoring: Phishing Emails
14.1. Techniques for monitoring & investigating phishing emails
14.2. Exercise: Investigate Email Threats (BEC)
Chapter 15: Security Monitoring: Endpoint Threats & Intrusions
15.1. Overview of endpoint security monitoring techniques
15.2. Exercise: Investigate Windows Intrusion - Long Tail Logs Analysis
15.3. Exercise: Investigate Windows Intrusion - Windows Event Logs
Chapter 16: Security Monitoring: Network Threats & Intrusions
16.1. Techniques for monitoring and investigating network threats
16.2. Exercise: Investigate Network Intrusion - Malicious DNS Traffics
16.3. Exercise: Investigate Network Intrusion - TLS Encrypted Traffic
16.4. Exercise: Investigate Network Intrusion - C2 Traffic
Chapter 17: Security Monitoring: Cloud Threats & Intrusions
17.1. Cloud security monitoring techniques
17.2. Exercise: Investigate Cloud Intrusion - Rogue VM
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17.3. Exercise: Investigate Cloud Intrusion - Data Exfiltration
Chapter 18: Security Monitoring: Linux Intrusions

18.1. Monitoring and investigating Linux threats

18.2. Exercise: Investigate Linux Intrusion - Auditd Logs

18.3. Exercise: Investigate Linux Intrusion - Bash History

18.4. Exercise: Investigate Linux Intrusion - Web App Attack
Chapter 19: Other Case Studies & Group Discussions

19.1. Review real-world case studies related to security monitoring

19.2. Group discussions on lessons learned and best practices

19.3. Exercise: IR Simulation (tabletop format)
Day 4:
Chapter 20: Threat Hunting and Intelligence Overview

20.1. Threat hunting and threat intelligence

20.2. Key concepts and objectives
Chapter 21: Other Case Studies & Group Discussions

21.1. Planning Threat Hunting (Defining Hypothesis, Scoping, Execution)

21.2. Maturity model in threat hunting

21.3. Discussion on methodologies

21.4. Exercise: Threat Hunting Methodology & Maturity Model
Chapter 22: MITRE ATT&CK Overview

22.1. The MITRE ATT&CK framework

22.2. Threat Attribution Mapping from Threat Intel Report

22.3. Exercise: Hands-on MITRE ATT&CK Navigator
Chapter 23: Threat Intelligence Process and Platform

23.1. Lifecycle and platforms of different TI models

23.2. Exercise: Hands-on MISP

23.3. Exercise: Hands-on Open CTI
Chapter 24: Hunting on the Cloud

24.1. Techniques & tools for threat hunting cloud-based

24.2. Exercise: Hunting for Lateral Movement in the Cloud
Chapter 25: Other Case Studies & Group Discussions

25.1. Review real-world case studies related to security monitoring

25.2. Group discussions on lessons learned and best practices

25.3. Exercise: Hunting on Endpoint: Persistence

25.4. Exercise: Hunting on Endpoint: Credential Dumping

25.5. Exercise: Hunting on Endpoint: Lateral Movement

25.6. Exercise: Hunting on Endpoint: C2 Beacon

Comprehensive Exercise: SOCF} H OTTTORE %, LA T Ha#iT %,
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AR Module 1. Basic Analysis Techniques
1. Definition Introduction
2. Malware analysis
3. Basic Analysis Techniques Lab
Module 2. Basic Static Techniques
1. Definition Introduction
Basic static analysis
Antivirus scanning
Malware hashing
Malware string
Detect malware packer/obfuscated
Inspect Portable Executable (PE) Header
Exploring Dynamic Link Library (DLL)
Basic Static Analysis Lab
dule 3. Basic Dynamic Analysis
Dynamic analysis
Sandboxing
Dynamic analysis tools
Running malware
Malware runtime analysis
Network Monitoring
Basic Dynamic Analysis Labs

A e A Gl

M

=

Nk v =
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Module 4. Advance Static Analysis
1. Core X86 assembly concept
2. Reverse engineering code analysis with IDA pro
3. Analyzing malicious code
4. Malware Behavior
5. Advance Static Analysis Labs
6. Code debugging
7. Malware debugging with OllyDbg
8. Loading DLL Kernel debugging with WinDbg
9. Advance Dynamic Analysis Labs
Module 5. Self-Defending Malware
1. Packer and unpacking
2. Bypassing analysis defenses
3. Malware Defense Analysis Labs
Module 6. Automating Analysis
1. In-Depth Code Analysis and Automation
2. Selective Exercises and Case Studies
3. Malware Handling Procedure and Lab Safety
4. De-obfuscating Code in Multi-Component Malware
5. Frida
Module 7. Data Sanitation
1. Data Sanitation: Preparing for Safe Analysist
2. Advanced Analysis Techniques
3. Converged Environment and Open-Source Tools
4. Ghirda

Malware Analysistt H OTTTORE %, LA THB#E4 5,

Midwig (rféction Ol

HE-9 Malware AnalysisFt H OTTTOHL T
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