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ARFRAIHE

J1v kU —Lih— MR MEE
B b —LAR— LR
T a7 T U NERK

T ar T URE
AHE F 4TS

%

Bl 7 + o —7 v THHE

|77 ar 7o wES
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1 ERIE, RSN R — LR — FORNEFERFEDOY A N—t X2 U T 4 3RO
MEELT, FEO=—XHETHEICHHED ) F 2T L E2RE L, KT, B0
HE DY A N— X2 VT 4 IZkT 20 MHARN R D Z 2l E 2, #7200 T
72 BRI 72 BB OB 2D AT Z &, BARORITR O T2 B M 2 H = &%,
e B DR A EET HDNEERD L IICHE LT,

2 ERCAREIT, RIEOWHE B OBRFEECH I BAR DR, 77— MEREZEE x| 5
FCHY 20 M, ROy ZFE L, R/ S— hOMEM EEK > Tholz,
BARMIZIE, EEEE CTHHEBICH > TH B 2 Y — /L O O ORI 2 0 LT
0. WIBEIN DR RD LB X2 T MERICER LZY Lz, F72, 3FKICIE
—HBD A AL BRHE DI 2 < L, G - EMATEM L7z OSINT #E 48 L
77

% LT, 34FRIT JPCERT/CC bl 2 & . EWN TOIEES° ASEAN (XL & T 2%
WS D = F /L CSIRT & O « IKEHZEI L CORMAEMHED U ¥ 2 7 ATBML
oo ZOHFEMEL T, 73 3 F /L CERT OXEICTEEINE ., Al [E EHEHE o B 4 51
fif Cx DAk & LT,

* 2-8 BBENE

HH N FE S
X VT o BT | B2 U T o BT A HEE. AR AR AR i i %
RN R 3 o e R
BATDOEBIERE D | A N—BEOHE & XPRITE D Dk~ 7k & O .
R WMEDREOBFE DT 7 a v EREET 5, -
X2 VT 44T | A N—KBIE/AEE TOWRAI & SERYLIF O 28 2 FRE -
v b EZORE L. AH 7225 SRR IS D BN 2 B 5
S BRI 7o R U I B D Tk s OO O TN 7 Pl
(%) FOER, BLOZORRIZOWTHEET 5,
JPCERT/CC {EEPIT | JPCERT/CC D HEHHERA o7 v MRS DRIET | 3 FIR
%, EER VA T OTREN 2 E OB A® U T, )
2V CERT O&H|, IHEMEE 2 BfE 5 5,

WMENEDOT XA FO—HELL FITRT,
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Overview of Security Technology

3 1ReND
Lecturer : Koji Ohta

<koji_ohta@trendmicro.co.jp>

Feb. 21 13:30~17:00

Trend Micro Inc.

Time Table

+ 13:30~14:30
The latest threats and technology of
Network/Gateway protection
— Break(15 min)
+ 14:45~15:45
Technology of Endpoint protection
— Break(15 min)
+ 16:00~16:45
Other recent technologies

— Q&A(15 min)
) mene
22 X2V T ¢ EREEE (—56)
| TRICORDER | | TRICORDER |

Cyber-Attackers Trend

Tricorder Co. Ltd.

Issues on Information Security

Cyber crime

il =
$XXX
D

Cyber attacks

o

Privacy Conservation and management

of information

(0= Y ¥

2-3 FOEBIERE ZOXIK (—HEB)

@) TRcORDER

Security Incidents and
Incident Handling
Countermeasures based on the methods

and behavior of cyber-attackers
Tricorder Co. Ltd.

% TRicoRoER

Behavior of Attackers

Footprinting, OSIN Enumeration (account,

Scanning (pinging. TCP.

(address range.
UDP, O)

file sharing,

namespace, etc.) applications, etc)

Obtaining access

Privilege escalation

permission (passwords, > Information theft
(passwords, exploits)

exploits)

Concealment of tracks
Leaving backdoors Repeat until the job is

“Obfuscation” (lo
. (account forgery, RAT) done

deletion, tool hiding)

24 EX2 VT4 AT P EFOMSER (—3)
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Background Factors of Targeted Attacks

\Orchestrating a brighter world NE‘

I Cyber Attack/Cyber Terrorism Aspect

®“Cyber Espionage” by nation states -
(Sabotage, Intelligence Activities) . 7

®Political Causes

Cyber Security Exercise
- Pre-Exercise Explanation -

| Business Aspect
®Theft of information necessary for stock price prediction
eIndirect profit from fluctuating stock prices intentionally and causing serious
damage to a company e

> -
eDirect profit from trading confidential information _“&:—,
- .
Pt

on the black market
‘ If business oriented

Attackers compare the cost of an attack to anticipated profit.
Bringing up costs of an attack may prevent the attack from happening.

+=|-Vulnerability _c|-Information
Information ‘O| gathering/
H;

analysis / sharing
-Internet Traffic.

Monitoring

> Nors | Advisories

JPCERT/CC Activities

Yukako Uchida
Global Coordination Division
JPCERT/CC

X 2-6 JPCERT/CC EEHEN &R (—E)

> HANRN—tFa VT 4 BHESEOHRLE WHEHKTT)

PAN—tX 2 VT ¢ PRICAD RSO A HE L, RSN TV D —E2A%
REFEREBEICONWTELEZEZHNE Lz, TBEICB T A N—tF 2 U7 15K
DFEEZ TS, FA =X 2 T ¢ [T L2V — B AR A1T 5 RIEEE, K
HIRL2 A N —JE BRIR 2 A 3 2 [ENCAFFEBR S E I ol E i 7erésE (LU T, NICT &
W) R, AN LU AT LD L LA S— AMBERRICET 20782175
T D ESZRFAE N AR B P KBRS (LLF, JAIST &0 9) & W o 72iff5E
FEEE 2 5H L7,

£ 2-9 AHHHEIZRB T HHEL

B2k
AARBLSHAESH NECA /_— a3 U—/L R %1ER, 2HEROK
[E SR FE N bR e im B A B i R B R (JAIST)
ENAAFFEBH I E NG HOB(E T 7o (NICT)
A&7 » 27 (LAC)

ISOC (Vx /"ot Xxa T4 —vartr¥—)
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EZBL, £V T v MR T O—HOFNEZEE L, TONREME
BT A2 ENTE B,

zlxiréwk
> H o (5EH)
%I®£%%F_%Lk4VV?Vkvxfyx%ﬁﬁ%%énéi5@%%ﬁoto
BOEIZER U CIRLL T O sUSlE > THE BRI OMEE, HE 7'n /7 Lo 2 £ L7,

v BEEIX HEE A 6 DOV NV—T0 T, RN 7 )V — 7 DN L CE i
TE5HDEL, EWZTH LWL IZT52 8, B~44TI1 7 L—)

v EEOFERICH T T, IHEEIZK L THHE 7n77A%%m¢5%<u
T, GEEG o), FERICRB W THHE B O8I0 S0 R B 1S
TLOEMAEITHIE LIF, [Fa—F—] L)), ZHHETIZ L,

v BT T AOEEIZOWTL, BBhEATHAE GEAl, Fa—%—) I
FOEERTLHZ L,

Vo GERIROT 2 — & —%, HEBEOEBRIIIG U8 E21TO 2 &,

WHEE D 7 N—T5731F 12> T, WHERR LD a I a=r—a AEEXRDK T L —T
B2 L~V DM A E L C OV — TR E e LT, 1 AERRIZ DWW T,
WMHEZ L ICTF— L a2 LEE 2R L2y, B EICSMARNRRD 2 &, fhEHE
WHDOBMNFE LFETRFM A L TUI LW AR EDOEE L H Y | 2FRUBFEIT—2DF— A
WIZA CEOBHE B REE NI B 720 K 5 I i s ®, FEOPHMERR LW L
THCEIZR TS 2% T 72, ZhIC kY, ZRENOEDE X 5 HECIEEINA O
HHZEETLENTX T,
HE 2T VIO T, 3ERICHTZICOSINT (A—TF v ) —AAf T U Pz R)
HHE 2B L BOEE DG RIE OB FZERITHE 5 Web A oY — L&/ Lz, [
RFlZ, WHEEDE Web VA ROV — LV AHETE OREAREEL, WBELLED LI
HHRENEL, EOX D RIEREZEITENZED TNDLDONERERTE DR E Lz,
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A
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=
nil

RERIBS
(58)

YA NR—HRICEHDLA T A R U TITo
W, BUMFERE ~ORE R RIS A JRE U 72 IS &
179, HERIIHE L Z T BRIk L, A>T
o R LS. RBEEFTORE & BREE. JRIKST &
AR DN, HEFRNOHEGREZAT I,

IEDETRE LA VT v MOWT, &EO
CERT #H##% & CERT ~ORIMEEZHHE L, A>T
¥ R U AR A D DGR O HaEEE 21T ),

1 IR
2 IR
3R

—RICABR SN ERATER Lict = U 7 1 EHIX
& ke S, £, FEE &l U THRA OfF
B~z B 5,

3 AR

HET XA bO—EEZLFITRT,

For participants only, Confidential

Cyber Security Exercise
- Pre-Exercise Orientation -

\Orchestrating a brighter world

NEC

| The attack has already occurred, and a report from
an employee (user of the machine) has triggered
investigation. Find evidence of the attack and handle
the incident.

| This exercise will be run on a “training system
(web).”

| Participants will handle the incident based on the
“text material (this book)” and “the training system.”

| Progress will be explained with the milestones in later
slides.

X 2-7 EEAPEEEER (—E)

How to Proceed

Material No.1
Objectives of the exercise

Global Cybersecurity Exercise
Operation Delta Strike
-- Briefing --

Keisuke Kamata
Cyber Defense Institute Japan
kamata@cyberdefense.jp

2019/Feb/26

different entities

= Understand benefit of information sharing among

= Understand recent high sophisticated APT attack

« Develop a skill to draw overall picture of specific
incident to design well considered countermeasures

2-8 TEHEHHEER (—¥#)
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_ Agenda
Open Source Intelligence
Hands-on for beginners 1.What is OSINT (Open Source Intelligence)

2.0SINT Investigation Introduction
19, Feb 2019 1.Web based Tools
2.CUI Base

PLANET 3.Automation )
WAY 3.Hands-on session

4.Wrap-Up

Guardians Senior Technology manager
Haruki Takeda

2-9 OSINT EHE &£ (—EF)

BT + v —7 v JIEE)
» 1/1.5 day seminar
1 /1.5 day seminar Ci%, AHAHETE B LIEAFNVOEELZKDLT-OI12, REVHEE N F
a—H—L L THIMLT,
1 /1.5 day seminar {23\ TlE, AFHHEIZ THME L 72 ZERAOBEHE 2 Kl Lz —27 >
2w T RFER LT, AFWHE TOIERAMIPMEIEE X, R, EEEE, J—7 T4 R
Nyyarpbind 25 H~3 HRICODEDHE TH L8, KU —7 v a v T TOR
AEZTHY) X2 T 2EHMR L, 1~1.5 B CRMETEDLXIMIE LT,

v O
KIWHED T o r— MEREZBE L, ANROEWN XA BB FLE D
K OFERNE LR L, BE FERRFLIE L 725 Y — L OB K O OBE R L
DR Z LTS M LT,

vy
AT A ANy a M ET 7 = HABENPLED 16 [HDO~A LA h—
fz YV— LW T 7 = VAR TR, AV A h— 71[317%%5}264:

CHEAFRE LT, 77, O DD~V A LA h—U b5 - N %

J\ﬁ’bé AT HEHIER L, 2EOESBEZEE LT,
DM, FEGEDENY A VA = AT DW TR, IRERIRERE 2R H L Cigai 2
1TV, BIROREE %2 8fE L7z, 723 1.5 day seminar O A& E & L TLR
— MOERL - FEFR A FEh L7z,

v I N—TTF 4 ATy g
EEOTOT 4 A0y v a VRIEICHAAT I L, N L7Z3— h & LTE
HIBR L7,

1/1.5 day seminar D ¥ A L7 — 7 )V % FEIIRT,
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7 2-11 1/1.5 day seminar O % A 57— )b

1day seminar 1.5day seminar

Day Time Contents Day Time Contents
09:30 - 10:00 |Self Introduction 09:30 - 10:00 [Self Introduction
10:00 - 12:00 |Tool explanation 10:00 - 12:00 |Tool explanation
12:00 - 13:00 |Lunch break 12:00 - 13:00 |Lunch break

Dayl - - Dayl -
13:00 - 13:15 |Orientation 13:00 - 14:00 |Tool explanation
13:15-16:00 |Hands-on 14:00 - 14:15 |Orientation
16:00 - 1630 [Wrap-up 14:15 - 1630 |Hands-on

Day2 09:30 - 11:30 |Hands-on & Presentation
1130 - 12:00 |Wrap-up & Closing

Fo. ART—T v a v T DA NA M= O E X 2-10 A VA b—2 DA% 12
Y,

1.5 day seminar Ti&, 1 day seminar & ¥ EEFEERFHRZ R OICT DL & bIT, FHEORHRHE
ICEEERAEN LR — AR LR T DM 253 T 7o, HERHZROICHERTHZ L
T, —HOZHENMARAROEEHELZED T LEDRVVEEE LT,

Flo. VR— FOERPOREEE TEFEmT L2 LT, ERHRNEIZO A EMGET,
TAART Yy a rREEHER - VB E WO kkx e b L —= U T O E ERIRItTE
Too ZEOTITITEM AT AR TH, Lal— MERR « BROY; THEMBAYIZRTIG
L. WEHET D2 ENTEDL DB, BT Linux X° Windows DO HIIF A F L& 5 72
FTIER< aIa =l —T g VRIOREN BIENE DERRMERIZT 5 2 & T, 2R
AXNEy NEROTZMED=—RIEA L LR TE, F— L ETHEICEY A1
ANTHEBIZENTEREEZD, FHUVR— FREEEZZT., REFHEESZINEIC
KLTarArbELTHHH LT, REMEERHDY) —F—L L TORRLET &
SMNTFITH o7z,

Detection of incident

Report of incident

Access to falsified website
Drive-by download
Obtaining sample and
identification of vulnerability
Detection of infiltration
Evidences of infiltration

Practical
Exercise

Lecture "‘*»‘ 4

tructure of exercise

Group work
(making the report)

Al

o

=

B 2-10 ~A VR b —2 DIERR
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@ HIrHAES
HENWCBWTA T b L ARV ACHLERMRE. e, £, FIE. Mm%
et L. HEOBFMAGRICHE - 2FTx 5,

WHEFRITE B
> bV —LAR— MERK
WHEBIX, AIWHEZ ST AN, FANCEAT L7 +—~ v MIESW T, S EEUTF
ORFRIREICT A N—t X2 VT 4 A T2 MZOWTHRI TWAFREE IOV T L
R— N ZAERL - 2 LT,

Contents of Country Report Presentation

No. J18-04211
Defense Practice against Cyber Attacks

1. Personal introduction & career history
2. Details about our organization
Country Report 3. Current situations regarding Cyber Security

4. Expectations for this program

1. Country:

2. Name:

3. Position :

4. Organization :

5. Department:

This material is format,
so please fill out this format with referring “Country Report sample”

X 2-11 > h)—LR—F DT —<v b (—E)

ARFRBHE
> Ay MU —UR— MR - BER GHER)
HANCIBH SN R — L R— MIOWTHEEZRITV., BHEE OFTE RO &
TEl, BEEOT A N—t X2 VT (IR OBE, AHE~OMFRFELZHIL, 2O
FHIZOWTHEM AT o700 3 FRITHHE B NBDEIN U7z T, JHE IR & i ) 25 < e
TH0, =0T N—TT3F = BT, V=T NTRELEmEFEHmL, (REFN
T N—T DRFEE BRICIEE T D4k & LT,
BAERIZB T DI B —LR— FREREORNEZ LLTFITRT,

1 #W

FEEBIZ, EX2 VT4 AT PPELABEINL TWAHICHEL LT, @MYL
THOOEX2 VT A AMPARELTWDEZ E, AMEERT2200EE (FL—
F—=) BDARELTWDHZE, BIORy N =7 R EZBEYNCERT D720 SOC 13
FINTW W ERRIEDORNREZZT T,

ZOM, RhFLA, Syre—iF, P4~ F 2 )T ICHETAEREORLEE . A
YRRYT . TAR, R TT R EIIERLEE (BHEBREE) O OME A
UNZEHEH I TWRWZ E 2 E LTIz,
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2 FEYR

ZENOHEINT-EREE (Fy 7 3) 1220 Tk, Malware (W RIT, XA, <
L—o 7, XhFA 74Uy TAR) | Intrusion (ZL—TT, XA TAHAH
YRYT) . Spam & Phishing (7 4 VB>, T4 A, RXEF A Ix~—) . Web
Defacement (7 4 VY, I x> ~—, NXhF L&) | Fraud (FL— 7, ZA) 72 EN
b TV,

Fo, FEOBEE LUL, X2V 74 AMORRE, VAT A, TRORE R LM
BMELTHITFHIHEEN L, \MBROLENZFZ L E LB, AHEEZBEL, A
YUT VU MANURY T TRE LR DY — VO GE, SRETFIER EOBGFITHROE
B AT,

3HEWR

BB, FEOEE LTI, X2V 7 A EZEBEDODAMALZ, VAT A, TEHOLRE
mEEMBELE LTHIFDWHEEN L. AMBROLEEEFHFZ D L L bic, KHEZ
WL, AT IR T TRELRLY — VO, BREFIEZ EOES
WZHRWEBRZ R~ T,

— i CAEWIZIMO ASEAN sEELSNDA Z 0 4T 7 PR TIZBLTL, Eid
I Z TFREO L 9 R E 2T Tz,

o [EHTEISTIUTSHESRHED o

o [ESh L IHEWMAH AT DG e

o HOHTHANICN DN H E D 22

o [HWNIZHEER - mEREE T 7S T L0 0

o FHEERSETRER SITZIEMND

o BUNHNOMME N S v Tnienyy (EFEISHEA R, X2 U7 ¢ HR O
72 < BIERET DAL L7/ 72 0)

o BUNDHA RTA DI TV,

(IT) A > 7 TN STV

Friz, 3 7 EIE LT TEANE OFWILE, HRSHOMEORE] EWnWH Z L zifEL
Zz Tz,

LAER, 2RI, FENSBIE~DIAE v g & LTWER, 3FERITEERZ =5
DI N—TIZHEL, TV—THNTRERELTHL I Z LT, 2RI H MO BB RS
HESZ BRI O > TOREREZIEFTEL LI L, ZHITEY ., 1R, 2FKkE
g LT, ZN—T7 W THEEINED D2 DIERIZE M SN TV DR BMR A7, £,

VIENSHHEERI L CEm T 2HE 252722 L C, AFBHED 2 R %28 L T b Hil4E
CH L CEHABA Al a=T — Bk ala=r—varBnEiohi,

> T Yal I UK - ¥E G
Trvar7Iuo0%, A b) —LAR— K EOEF 2 ) T R E RO . HE
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B2BEEFE L%, THEEFTBMEB LOWHEE RS DA 2T R L AR AHE
A EICHETTED L S RIGFEZFE M L TV D), FOREEZERTL DL LT,
AIFWHETIX, MHERFICHEE LI 74—~y ha_X—2 L L, BT, &EA
DIEELLCT 7 v a7 IOk EEKL, Fa—X—llidvta—%%7-
T, B BICRESZRIE L,

AH. AHEMBFTICHATEZ L 2L ERISICHRET D, W E2E L CRALHEIE
RO HALRROBRRE ICEMRT 5, HONPATENEEZ DAL A AL TEI T —%H
T 2%, HETHIAREXN—RIAEBOT 7 a T 02 E LKL,

Table of Contents

No. J18-04211
Defense Practice against Cyber Attacks
1. Review of your Initial plan

2. Findings during this program
Action Plan 3. Goals in the near future

Country :
Name :
Position :
Organization :
Department

OB W N =

This material is format, so please fill out this format

X 212 7r7varr7y (BREHFE) 7+—~<v b (—&)

FAE 1% S B2
> TUvar7TUELT
Ty ar77 rORELROIFATIRMOHBEIZOWT, IRER., WHEENNFET 5
MNTOT 72 a7 DLEa—fROEIVUIL U TIEITLET 7 a7 700
EHRDUCHI> T, 50 COEMA LT 7 v ar 77 gL rR—F CIF, T#EE
LAR—h] &) ZHEFLTCHHHEE L, #EHELFA— %23 » HMIZE->THIZ 1
FEHEH L TH DUV, 2O LR — M 2R L, EERWSCET LTV 2 3EICh - 72
BT, BEmETOT R AN T o T2, AFHHE THRATLEZ LB EHIR->THD
MATET 2HRIE L L TS O, PEENTRWHETHNRTELONEZTHH
IERIZT R 22000, RIS BIEHRO URL Y — A4 2 LG 2FRkIC LT,
G 1~3: 74— KRy 7 axr N5H)
EHLAR—TFO7+—~y MIELT, 1 HFRIZIETRE T 2-13 #EHELR—-TF07 %
—< v b (1K) | IRTHE@Y, =78V T 7 A NVER_R—2 L L CHEEEZHRT BT
Fh LT,
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Aclion Plan to Enhance the Abillies of Incident Handiing (Organization Plan)

ExestoCumone oo

e

un oo Ges Ot Mo Oec

e ——

[ p——

X 2-14 #EHBLR—FOT7xr—<v b (1ERK)

—FH T, 2RO 1 BIRICRE SN 7 0 U E L OWHEE DL AR — 23, 77 v a v
77 O BRI IR NACRRE, BAEEBLIC T oA IEFIC L S RBITE T\
e, BIXINEX—RE LT 74—~y FEEKL, ZIWEHL T 2 &L
7o TEHICY 2o T, AIWHE T CT T 0. HELBIROX v v 7 OVER LT
WA, S%OITE T EZIMEICHRET 5 X 0L 72,

3. Summary (Status of each action plan and Next steps) 4. Challenges for completing all action plan
Reported and showed to the Cybersecurity Bureau head about the action plan
created in Japan. Cha "Enges
Status: 100% acceptance - Due to the nature of work of a Cybersecurity Personnel, the lack of time spent

Next Step: None
in the creation of the training courses is the biggest challenge. This lead to

Asked permission for the implementation of the action plan. Some delays in the meeting of target dates placed on the action plan timeline.
Status: Approved
Next Step: |

b topics is the

d fast laptop

Creation of ; ) B
Please describe the challenges for completingall action

A. Incident
Status: 35%)
Next Step:

Please describe the detail progress status and next steps isnot yet a

for both Action Plan A and Action Plan B.

plan. (both Action Plan A and Action Plan B.

B. Introduction to Cybersecurity Tools :
Status: 100% completed
Next Step: Print for distribution during training

X 2-15 EHBLR—FDOT7+—<v b+ QEKRIUE)
c BT o —7 v SIEE

> TrvarrIrEhs
WHE S XBARE CHHEBMERK » FAT LT 7 2 a v 77 U ROV DERRIZ SN T,
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# 5-4 SREED GIEA (H5EmM)

No. Country Organization
1{Cambodia Ministry of Post and Telecommunications
2|Indonesia National Cyber & Crypt Agency
CyberSecurity Malaysia
Ministry of Science, Technology & Innovation
3|Malaysia Malaysian National Security Council
Malaysian Communications and Multimedia Commission
Ministry of Communications and Multimedia
Myanmar Computer Emergency Response Team (mmCERT),
Ministry of Transport and Communications
Communication Technology & Engineering,
4|Myanmar Min.istry of Transport .and Communications
National Cyber Security Center,
Information Technology and Cyber Security Department
e-Government Department,
Information Technology and Cyber Security Department
5|Philippines Department of Information and Communications Technology
Authority of Information Security
6| Vietnam Ministry of Information and Communications
Vietnam Computer Emergency Response Team
7|East Timor National Communications Authority
Bangladesh e-GOV CIRT
8|Bangladesh Bangladesh Computer Emergency Response Team
Ministry of Posts, Telecommunications and Information Technology
Information Security Response Team Nepal
9|Nepal .
Department of Information Technology
10[Palestine Ministry of Telecommunications and Information Technology
11 Zimbabwe Ministry of ICT and Courier Sewice '
e-Enabled & Cyber-based Services, Office of the President
12{Botswana Ministry of Transport and Communications
13|Lesotho Ministry of Communications, Science and Technology
. The State Service of Special Communications and Information Protection of
14|Ukraine Ukraine
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No E4 FrBMER. "o a v TEENEE BEHgE
S DIEHER X2 A R HA KTy RANT T I T 4 ARELSEBIILTNDEDZ ET, NISTRMUZ
Digital Forensic Analyst, Directorat of « HXRA L RSOCAE B BT EDBE R A NERBIT
1 . Information Security, Ministry of s BHEBNOA T FVARVARF2 A MO L |http://nvlpubs. nist. gov/nistpubs/SpecialPublications/NIST. SP. 800-61r2. pdf
Communication and Information Technology of |[E =— http://resources. sei. cmu. edu/asset_files/Handbook/2003_002_001_14102. pdf
Indonesia - A FIEE (Standard Operation Procedure) D3 E http://www. sei. cmu. edu/reports/04tr015. pdf
CECAMRBCE L0 s X ) KA<HBMCER Ve - EEFELE ) JEEEES L,
Data analyst staff, Directorate of ) . - CEEHA At F o YT RIEEEO T Y R TBN T, Kk s 7 — BRI T U< BRI A LT
Information Security, cEHFEYA N—X = YT ¢ K ORE R 2 S 52 T N R N
2 6 Ministry of Communication and Information « XA RSOCAL S B 4z NN s o P . 1B o e e 1 s e
Technology c ¥ o UF o HHEO M E K L%ﬁ(%i<ﬂﬁ?‘ékk%k%fﬁ7 SREERL T, RONEFHAEHTELLIWET A 22 E
Staff, Database Application Datacenter, N e s oy . . crerr | * 1d=-Sirt11/CCOMBBEMRMMBIITONTNWEHHF, VAT TEARXA L FOEE & BICARUHE I CTHKEZ S - 77
3 SO [-Sirt11/CC (Indonesia Security Incident é;ﬁg%ﬁ%ﬁ%ﬁ%%%%;xﬁ?ﬁx%/h@*mSM%mmowf\%%Km—wwﬁﬁuigb\v»ﬁ;?@ﬂ%ﬁ&é%%ﬁéhtoLﬁ%%ﬁ%ﬁ#é:
Response Team on Internet Infrastructure) = = EIWZED, KV EX2 T RBRENSEBITELLIT RS REZEHBLT,
Chief of Bureau of CamCERT,
4 Cambodia |[ICT Security Department, Ministry of Posts (LAR— MEHZ2L)
and Telecommunications
. " . - < PN — U 4 %I J—— S TOEBFEIC A 3
5 | Cambodia [cPuty Director, Dept. of E-government, - BBy — ORI ERUEX 2 U 7 0 N eg%gﬁﬁdg®§gléT$§%&§§£‘éé&é@%@ﬁ;efﬁgg%gggizgggggfL;
Ministry of Posts and Telecommunications LD D, X2 VT 4 Y — L OREE Ffﬁ/féiéggiﬁﬁL,}>n/ . N . B PHEIEZ . A N
Chief of Network, National Information
6 Cambodia |Infrastructure, (LAR— MR L)
Ministry of Posts and Telecommunications
0IC Training & Research, Info Tech Mgt.
7 | Philippine [Serv., (LAR— MEHZR L)
Philippine National Police

Officer, Division 1, Department of Cyber
Security,
Ministry of Public Security
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o BRREFEET . ARE TR T OFE 2 — A DVERR

s IR ERERT O R L—=2 77T URGE, W, E, IR Y OFFEATRS SHT2As, K0 BRE
RNAERFEZREST DL 97 M, 2% Ehi LTz,

Officer, Division 3, Department of Cyber
Security,
Ministry of Public Security

(LAR— MEHZR L)

Officer, Division 5, Department of Cyber
Security,
Ministry of Public Security
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Deputy Head, System Technology,
Vietnam Computer Emergency Response Teams,
Ministry of Information Communication
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No ESp Bk, x¥va v THENER R
Executive Engineer, Communication « [~ DG RILA S D Eii 44 T . . " . _ .
or, Comuneat A : g | ESRCOMEBE O EBSE IR Sh, O LR — M SR T
12 Myanmar |[Technology & Engineering, Ministry of CMPTRL—=0 7R Z—=TDH A N= b —= T E | o D s . e 5 > % e 1
pochnology & Engincering, Mints(n P, 58 AL AB TR ISEHEE D ) — 5 — & LTIRBI LTS K57 /5] 2 258 L7z,
+ Cyber Crime Investigation Department (CID) [A]iF (21
Software Engineer, Myanmar Computer VV?V}VX%VXE%%% CMAHMEBIZBWN TS HA R4 OEE «- EFIZOWTIE, B2 E L TWAZ & 2 4Lh,
13 Myanmar |Emergency Response Team cAVVT U R R =T AL NIA RTA L OFEH EEIE| - FEBEIZOWTIL, ARIORBRESZIZHIENT L EHIZ, A F—Fy METHREA RIEREZINET S Z
Ministry of Transport and Communications * Government Technological University GTU)FAE~D | ENTEDBD, IEHTALO 7T A REEE LT,
X J A O R E
Head of Technical Division,
14 Laos Lao Computer Emergency Response Team,
Ministry of Post and Telecommunications
Engineer, Lao Computer Emergency Response
15 Laos Team, - A\ME R
Ministry of Fosts and Telecommunications |- 1S, IPSHEAEY %70 O s  NHBRL VAT DI, b = T, RIS Y S A B A M CREIS L, RRORIE
A ST P B L TR R T S RREREIC e U< LR MR TR TV RE L h
Engineer, Lao Computer Emergency Response . 773/5F'7»4/L51*¢ﬁ§0)§§ﬁ§ e -e
16 Laos Team, A N—E X2 U T TEIEIEE
Ministry of Posts and Telecommunications
Engineer, Lao Computer Emergency Response
17 Laos Team,
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No E4 iRk, NPy av TEEEE fEEgE
Technical Engineer, CBEDBHBE LT 7 a T T DET AT AIIONWT, EhEOME (FENb D=3 A MNE) FEMGieEL. Lih—
| \vanmar Myanmar Computer Emergency IO ANBTCOA VT U RV AR AEEOFERK | P4 AHEMEVWEZ 2 X MiEfRT,
v Response Team (mmCERT) , Ministry |+ A TOY —/L O J75EEEIEHE CFHRRCHT I R AND A v H =y TEICK LT, FTa—F il LTHX AT CORREMfFT 250 A
of Transport and Communications vk Ef,
Engineer, Lao Computer Emergency
Response o 1 m
2 Laos Team (LaoCERT),Ministry of Post and (L= bR L)
Telecommunications
Engineer, Lao Computer Emergency P A e RN e 2 B e N .. e
. 1 > , fk . N ° N ﬂ{ﬁ@kﬂ&k—l\l/ %/7@Wﬁ7&$&mﬁ—’\%k7]\/\4’xé’%ﬁmo .
3 L1 %ﬁ%imeMmmm ﬁP%twd%13???%%5k1j74%%@t@®k s PRORMOMBENR S D &) LAR— MIX LT, BEO»L WA 0K, R 2200 IR itg 7
R v HAE—NAY — N RfEH R M LT RE LT P 2% E
Telecommunications
Lao Computer Emergency Response
Team o 1 m
4 Laos (LaoCERT), Ministry of Post and (L= bR L)
Telecommunications

Deputy Director General,
Information

Technology Department, Ministry of
Public

Security

(LaR— MR L)

Head of Division, Incident
Coordination and

Response, Vietnam Computer
Emergency

Response Teams (VNCERT)

(LAR—FEHZR L)

Official, Authority of Information
Security,

Ministry of Information and
Communications

D ANBTOA T N VAR AEE O EH
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Senior Analyst, Cyber Security
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8 Malaysia |Responsive, - AR~ RILE SR N >

Cyber Security Malaysia DLRNE A MR,

. . . « X-Maya L FEIIN D~ L —3 TN TOHF A N—EFX 2T 4 FL—=2 T2 DL ICEH LTS DN, HARATEALR

gosiotant Dixector, National Cyber | ipgeroyy — L o>t Jy s o P EITB BT L TR LB D= A bEf,
9 | Malaysia Aeznc yNational Security Council | o HETOXMBBY A =t X2 U7 A FEHOUE |- TAAEL TN, EAFEO LV B2 —&7 7 v a 77 2 BER L EIICB L CHER,

(sO) ’ fi 1 OEE EXAT L AN LHE L F L—= 2 Ve R TE 2 LITHT HFFED 2 A > | &k,

c SRITRRTIT TR EEA 7 TR EONEKE & O MFIEA L HRBFICED TUFLWWE O 3 2 > hikft,

Assistant Director, Network
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10 | Malaysia [/°P":@ »l&ttaL Surveiiiance Biv S — A O = 2 7 R L, B =2 T ABEOANY RT v 7 288 L Ao TR,

Malaysian
Communication & Multimedia
Commission
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No E4 iRk, NPy av TEBh & fEEgE
Head of Office, Software & Content, o R :Qﬁﬁ@?~AﬁWLk%5%LE%Tﬁ%5ﬁ\U&Ofo%%%ﬁ%b\?—Aéw@%ﬁm%%ﬁiﬁﬂfyk
11 Cambodia |Ministry of Posts and C A YT b VZﬁ/X{ﬁE@%ﬁm AT . .
Telecommunication © = L DN JT R S i CEPTIRFTI T METHVNDTRZE—F LTHTLEENEDT R 2% E S,
- Burp Suite=® OWASP ZAP7¢ ¥ OMHIMEZMTY — I HOW TN LEET B L9 a A P&
Official, ICT Security Department, |« [RIfE~O1FHRIA =366 11 - EBME T B A X 2 MZOWT, FEi L TWD EEFHME L, ZOFEFEIZONT, FElOHE 2 K55,
12 | Cambodia |Ministry of Posts and cHHBEN OB X 2 U T 4 TR A AL N & E - Angkor Warrior (CTF) %#&te b L —= 0 7V OERIFENZ OV TOEBKICHED > TVAHRIZONWTEE L, TONEgG%
Telecommunication s AN—X2 YT 4 arT A N EHEF BRBITEALCT v — a5 L., BB COREREZHAMICLTUELWVWE 2 A > b2k,
Chief Technical Support Office, . _ . . — I S _ . —_— . .
~ |National Institute of Posts, AT b LR R o o X2l T F NG EFEOIBOABERMT HIZHY | EAREORBLLELRDAND, EFREOH
1| MR Helecoms & ICT, Ministry of Posts |+ %2 ) 7 1 F— A EiTH D @gf%;iZ?élﬁgﬁggiéizi;ii?%gﬁ%@%féﬁ%:xy%%%H
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