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ACAD-CSIRT | Indonesia Academic Computer Security | f > K 7 4t CSIRT
Incident Response Team
APCERT Asia Pacific Computer Emergency T YT R = o 2 — 2 B S
Response Team F— LI
APJII Asosiasi Penyelenggara Jasa Internet A4 > R 7 O ISP # A HIK
Indonesia
ASEAN Association of Southeast Asian Nations | BFd 7 2 7 36 [E# A&
BCP Business Continuity Planning HEMk T
CA Certification Authority FoRIE Ry
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Cisco Systems #hiZ X 2 i &k D
O eED
CERT Computer Emergency Response Team A2 —FBENET—L (EFX 2 U T
A BT D WMOIE - 20, 17—
v N ETCRET 78 RAE2Z T 580
WG T 70 & 24T 9 EERIHAR D —
i H 7240 )
clo Chief Information Officer A EHRETE
CISO Chief Information Security Officer KEfEREx =2V 7 0 BEHE
CISSP Certified Information Systems Security | [EFEAICRO /@R xX 2V 7 1 -7
Professional 07 x v g FILVIRIEEAE
CLM Cambodia, Lao PDR, and Myanmar TR T, TAHA, Ixr~v—
c/p Counterpart 7B —X— |k
CSIRT Computer Security Incident Response arta—HEX2V T 44T b
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DoS Denial of Services H— b 21{g 1. (Denial of Service attack &
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e-KTP Kartu Tanda Penduduk Elektronik AR R
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FIRST Forum of Incident Response and CSIRT DEFRR2 7 +— T L
Security Team
ICT Information Communication Technology | i @15 Hffr
ID-CERT Indonesia Computer Emergency A2 RAXVTEz Y 2—XBEEAKNT
Response Team — A
ID-SIRTII/CC | Indonesia Security Incident Response AV RRVTEA F—Fy MR X
Team on Internet Infrastructure / 2T 4 AT b — A
Coordination Center
IEC International Electrotechnical [EI B e SR B i
Commission
IPA Information-technology Promotion MNTATBOE NG HALBHE R A
Agency, Japan
ISMS Information Security Management BREF 2T AR AL N AT A
System
ISO International Organization for ] B M LB
Standardization
ISP Internet Service Provider AUE—=Fy b =X TS HF—
IT Information Technology 15 RN
JP-CERT Japan Computer Emergency Response AAREZ V2 —FBERET — A
Team (%, AAGETH JP-CERT LFEEINT
W5)
KOICA Korea International Cooperation Agency | ##[E[EFE /)
MCIT Ministry of Communication and T HuBEA
Information Technology
MM Man Month AH
MOU Memorandum of Understanding o
NAP National Access Point FraFn TR KA (EITEK
FohicA v Z—Fy NERO T D DHE
foe R0
NGO Non-Governmental Organization FEBUR A
nicter Network Incident analysis Center for MNIATEOE N E 7o (NICT)
Tactical Emergency Response DGR A HED TNAAL LT v MY
Mro AT A
NICT-HRD National Information and [ESZ ICT AMERcE 2 —

Communication Technology-Human
Resourced Development




OIC-CERT Organisation of Islamic Conference - A AT Lk E A CERT
Computer Emergency Response Team
PANDI Pengelola Nama Domain Internet lid) ovox b7
Indonesia
PDSI Pusat Data dan Sarana Informatika BT — 22—
PRACTICE Proactive Response Against EFREEEIC LD A N —E T - QST
Cyber-attacks Through International ERVE N
Collaborative Exchange
SMS Short Message Service vVa— Ay E—UH—ER
SNS Social Networking Service V=T xRy RU—F T e —E R
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MCIT Director General for Informatics Applications

Bambang Heru Tjahjono

MCIT Director of Information Security

Yudhistira MCIT Head of Risk Management Section, Directorate of Information
Security
Yan Rianto MCIT Head of Data Center (PDSI)

Rudi Lumanto

Senior Advisor to Minister on Information Systems #f
Chairman of ID-SIRTII/CC

M. Nur Gunawan

Vice Head of NICT-HRD Management Unit

Imam M.Shofi

Vice Head of NICT-HRD Management Unit

Aries Susanto HT.

Ministry of Regional Affairs
Syarif Hidayatullah Sate Islamic University, Faculty of Science and
Technology, Assistant Professor

Muhammad Salahuddien

ID-SIRTII/CC Vice Chairman of Operation & Network Security

Muhammad Salman

ID-SIRTII/CC Vice Chairman of External Collaboration

Bisyron Wahyudi

ID-SIRTII/CC Vice Chairman of Data Center, Application & Database

Adri Gautama

PT. Cisco Systems Indonesia Area Academy Manager

Sihmirmo Adi

PT. Telkom Indonesia Information System Center, Deputy Senior Manager
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ILRERD FIEICMA CTENO EER A VX —Fy b« —E R« 7,31 X — (Internet Service
Provider : ISP) 72 i@ lek B TA 2 —Fy b EOBFBOBIAZ1T> T 5, MCIT I3,
BUFMRHCBE T 255t 2> T an, FEFRE LTV D,

ID-CERT TITMIEHFEHCISP LHE L, LAR— F2IE LR EMEHEHRE LTRELT
Wh, VIR—RMIXY NT—=T AT b AL HPHEORE, ~ VU7, T4y
7 FERIZ T WD, Z0H L T UT REF M T v 2 — & AT ST — 4 (Asia Pacific
Computer Emergency Response Team : APCERT) Annual Report 2011 TABI S 7= FHIIX 2 — 1 @
E20 Xy MU= I AT NEEDMDA VT U MIHGFEEN TV D, 2011 F1X3 2D
BURFEER, Tid) oL YA 5 Z @ PANDI, = =2 —AHR—% /L% A ~® DETIK.NET, 5 DDi#E(FF
EH. KO, 6oDFvaF e T/ ER KA (National Access Point : NAP) . 25 @ ISP 7¢
EMDIEREMHZZ T THEZIT> TRV, MEELSOHEHEHRP A EFMAICEHDL L LAR— |
DUEE2 L) 100 TEDOA > T > MIBET AL A— FERE L ERELTWD, £/, Ak
ILMCIT, £ > R 7 D ISP OFIfATH % Asosiasi Penyelenggara Jasa Internet Indonesia (APJII)
S OVPANDI 6 O&E &I EZZ 1T TV 5,

M2 —1ICRE#HESINTNWDERY NU—=T AT MZiE, DOSHE, A—7 vV Lb—, 4—
Torunxy R—hA¥xyr K— b7 ra—7 (HTTP/HTTPS, FTP, TELNET. TCP. SSH,
CGIl. RPC. Netbhios, VNC Portscan) ¥ OXSQL A > Y =7 v a v NaFEnd, TOM, A/RA,
HMHEDRE, ~Vvo =7 74 v 7 GEREVS AT 2011 F DA > 7 o FFEANR
DIARIN TN D,

2011 £ L W bAERBEOEEY A N—71n v =7 b (BIfED PRACTICE Yua v =7 k) @
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ISP 7 b LdEEL, Xy NU—7 Rtk %&
HELIEREINE LTS, NEDOHBIZA v
B —F v b EOTREATHIC & o THAT 5 KB
N7 4y 7 BERL, RHEHEIGRA 2
ETCEHIEA 7T (BRIT. AR, ZmEE,. B
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- National Information Security Index for Government Institutions (BJFFHEBIDTE R X = U 7 ¢ $550)

MCIT (X, A~ FX T 7 OFRETF RO BIFOEF = U7 1 %fI&s L% ISO/IEC 27001
=X (Tt =2V 7 ¢ BUEED) [2EES %k L T\ % (National Information Security Index
for Government Institutions (BUFHEBIDOEFEHR X2V 7 45T, 4 v KX T7TEETiX. Tindex
KAMIJ) EFR&E5), 2010 AERE I, FRBURF 21 BEBIIC DWW C3EME L, 2012 4R8I, M7 BOURFIC
b L 62 BEBIIC B S o, 4%, EEAECRMMEEICOEMAT 28R TH S, FHEHEH 1T,
UZZREER B, 77— U= R EOBAT, FhtXa VT ¢ FHITET 5 EMIRDL, KL
RIEZ 4 LV TIMEL T 5,

ISO/IEC 27001 > U — XD AIZRS L TlE, Ministry Recommendation & L T, B RO 4HMkIC
% L. Index KAMI % L < 1% ISMS @ X 9 72 Management System Z3 A94- 2% K 5 HLE L TV 5,

BT AH R E (e-KTP)

BIEOH 3t EZ IC Ty e L, EROH iEAELZ 2EILELCT2MVEATH D, A
EhEGAET, B, MRl L, —mICERT L0 TH D, 2010 FE N HHEEZ BILE L T 5 08,
FE.HEVER LT, BERERIZE LT HITEELZLEGSHMZET L2 HBLTH D,

2—5 EHREeF2)TBHHET. X, B

2—5—1 4k

AV RRITICBTA1EREX =2V 7T HYAT, ¥, HEOWIMXIZLL T LB Th
Do A2 KRR TIXKFAER O F THRBUF & O BOF (NBUFSE) IC X 21TBUREZ b 5
KEEIMEMT HEED S H MCIT (K2 — 29Tk H@EE ITA)) Z2H0LE LT, EEA.
WMEENEREX 2V T 4 ICHD MV MAZED TV D, FTREFEEATOERES=2Y T
SRR ULIE MCIT- X2 U 7 4 B ISMS O% 7% v k& LTEI% L7z Index KAMI
ERHWCHHEISATEY , #iABF~OEHA OB b ED LTS,
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H2—-—2 AVFRITOELEEREFU T EEHABOBR

ERMBOMEIZILL TO LB ThH D,

JrHE | RLRRA R FeiEE) (&E., NB. THEEE
BT | Kementerian A2 B3RV T O HEE DB OERKE & 21T O BUS %
#HA% | Komunikasi dan BY., BE - BRIEE - X oEREB <. BRSO
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(1§ #H @
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B OBy & HHAEOREFELIT O BMEEIR - HBIFHRR

( Direktrat Jenderal Sumber Daya dan Perangkat Pos dan
Informatika) . HFEFH O BLH EEE 217 5 HEE R

(Direktorat Jenderal Penyelenggaraan Pos dan Informatika) . &
W, 77V =y a U EERRET LEREBET 7Y r—v
=2 )5 (Direktorat Jenderal Aplikasi Informatika, #3E4 1%
Directorate General of Information Applications) . A 4 7 %%
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V7 4 2T 20FEREET 7V r—va VRETH
D, ZDOFINETHEREF =Y T 1 /7 (Direktorat Keaman
Informasi. ¥:3E4, 1 Directorate of Information Security) 73 52 i
WRTH D, 2005 4EIC ICT ICBT 5 ATEE 725 MCIT (2 —
fEEfhiTnbg
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2006 FFICRE N I LA v R 7 o EHESE# CSIRT
(Computer Security Incident Response Team; =2 > B = — & & %
2 VT 4 AT v bRGTF— L) T, [HFHREBEEEESHE

# 155 (Directorate of Telecommunication) OFFE FiZdh 5

ST L7 BRREIHIA T 5, APCERT, CSIRT OEEEMR 7 4 —
7 & (FIRST), A A7 LskE#HMAE (OIC-CERT) (ZM# L
TWo, ROE D RIEHZIT> TN D,

X2 VT AR VA NI YU FEE~DOHE

- NI T 4 v VOB, A>T v ORI, ISP 5o B EE
ik~ > AT H OB
CVEBITHEBEICH T A YR — REEHNE LT T s A LD
AR, . RAEROE

AU A =Xy X2 U T A ICEATOHRZA RS v
VA SR

Y al—varyIARKEO RN == X — DAL

c HIRHT RS 2R3 YT 7

- [E BT E) o FE i

AT BTz > TIX MCIT BEFBRRR ., A &~ R T8,
EBE., A v R T HRERIT, AP (A R T D ISP
[H{&) . Asosiasi Warung Internet Indonesia (f > % —>x v h %
7ol ZETARER) AV R T LYy b — R,
MASTEL (&EBHEOMRZENIER) BHI Lz, 4 Fx
TEANOXy N =7 ICERMEFEREL., T T o
v JEMREITH) L L HIZ, JP-CERT DT> TWH A 4 —
Xy NESBN e Y =7 F TSUBAME IZ&IL T\ 5,

WH5E

% B

ID-CERT

1998 HF\ZHN. INTZA V RRVT DA T b« N R
YT AT o TV HIEETH 5, RFEF 13 Budi Rahardjo i+ &
Andika Triwidada X CH 0, 7 U7 K Mg O CSIRT I2 X 5
EBS 7 +—F & APCERT DN AL N—DUOEDTH D,
ID-SIRTII/CC NEDEBI TH 5 DIkt LT, ID-CERT I&A
REATENOBEANDORZ 7 4 TIZE > TN L TV D4
WThs, EREFEEHHELUX, A>T b AR
Nz, A7 v bOFEHEROREE, 710 vy 7% A
RRANDRA—=NVEDA 2 H—F v hOREMAIZET %
&, Mo CSIRT LDa—F 4 x—va R ExE{THoTWVD,
2011 R ICHE BT A T MEEITR 100 B TH Y |




TS DO A L T 5, 2010 4ELARE, ID-CERT @ Ahmad
Alkazimy FK2NVE#EES. PANDI (/> Ry 7o lid) K
AAVEBETOME) WML, A F—%y FOREF]
MIZEAT2MEAZITT> T\ D, 2010 FEidA > R T7TEND
3ODMIFHEEE. 25D NAP, 6 D ISP DI 1D FIZHHAE
24TV, 2011 4R1E 3 SO BUNHEBI. PANDI, =2 — AR —%
/4 b DETIK.NET, 5 DOEHEHE. 6 2D NAP, 25D
ISP ENOIFEHRBULZZ T THELIT>TWVD, TOMODIE
LT, vy =TT AR EERLTREY "=—R
v MR EERHWEFEREIT> T 5D,

A > R 7 2%l CSIRT (ACAD-CSIRT) (. 2011 4 4 A
BN SN EAS R, N KRF IR ED 40 RO S D
CSIRT Th 5, 14 #& 1% IGN Mantra (ABFII-CSIRT) T&» v |
ID-SIRTI/CC MFENLIZRH- LT\ 5D,

1996 HIZFX N SN2 ISP OFEATH D . 4> RRU T IZBlT
5 ISP O k4 %2 ED TV 5, [RIEWNO ID-SIRTI/CC 23T
STWAEUVYREREDOWH I EIT-oTWNAS,

AV RATVT OEX= U T 1% Xecurel T O A HHETH A
HhEZroTH b, £V RRUT OmEGEHREME
(Cl10)., mElE#HEx =V 7 ¢ BEH (CISO)., IT HMEMT
H.EREF 2V T oarY Ly b, xR T g BEA,
X a7 0 BRENE., X2 7T EEARTOERE
XFa2lT4a232=2T74ThV, FIZHKBIOBERZHBRAEIT-
TWo, AI2=27 4 ~OBINIITA N —D KRB LET
b, L7 ala=T s OFTHERZHBERTOIL TV,
2012 4 12 A BF&AC LinkedIn = 2 = =7 « [Z1X 757 &4 3500,

ICT. [EHREX 2V T 4 PHOWHEHE 72 EH1T-> TV DHIEE
KAk (NGO) Tdh 5, WHEIX., MCIT. ID-SIRTH/CC 4%
LTCTwW5ah,

HF2E | Indonesia Academic

RS | Computer Security
Incident Response
Team
(ACAD-CSIRT)

K | APJII

EiELN

B[] | Information Security

1A | Professional Network
(ISPN)

BRI | ICT-Watch

AR

2—5—2 I

TEamEAE

REEEERESF =2V T 48
WHWET TV r—a rBEEREX=2Y 7 148 (Directorate of Information

Security) IZFLAT D LY 5 DOMMOIERIND, (FTEA X v 781X 2013 4 7 H W)
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e

Information Security
Governance

X2 VT A~ RX A N EE R > TED ., ISO/EC 27001 ~ U —
REDEBEAREICE S LAY > — (Index KAMI) 72 PRt % =
UT 4R D HETA ROERE S R EZHY, TR AY v 7 64,
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1. Minutes of Meeting

MINUTES OF MEETING
BETWEEN
THE REPUBLIC OF INDONESIA
AND
JAPAN INTERNATIONAL COOPERATION AGENCY
ON
JAPANESE TECHNICAL COOPERATION

FOR
PROJECT FOR STRENGTHENING INFORMATION SECURITY MEASURES

In response to the request submitted by the Government of the Republic of Indonesia
(hereinafter referred to as “Indonesia™), Japan International Cooperation Agency (hereinafter
referred to as “JICA™) has dispatched the Detail Planning Survey Team (hereinafter referred to
as “the Team™) headed by Mr. Hiroyuki IDE (Senior Advisor, JICA HQ) from the 14th July to
23rd July, 2013 for the purpose of discussion on the technical cooperation project on “Project
for Strengthening Information Security Measures™ (hereinafter referred to as “the Project”).

During its stay in Indonesia, the Team exchanged views and had a series of discussions
for the purpose of working out the framework and contents of the Project with the authorities
concerned of the Government of Indonesia.

As a result of the discussions, both sides agreed on the matters referred to in the

documents attached hereto.

Jakarta, 23 July, 2013

o H — -

Mr. I—ﬁroyuki IDE Mr. Bambang Heru Tjahjono
Team Leader Director of Information Security
Senior Advisor, : Directorate General of ICT Applications

Japan International Cooperation Agency (JICA)  Ministry of Communication and Information
Technology, Republic of Indonesia



THE ATTACHED DOCUMENT

I Outline of the Project

1. Framework of the Project
Both sides agreed, in principle, on the framework and implementation plan of the Project
that is given as Draft Record of Discussions (R/D) (Annex I).

After going through the JICA’s internal approval, the R/D will be formally signed by the
Chief Representative of JICA Indonesia Office and the Representative of the Ministry of
Communication and Information Technology, Government of Indonesia as the official
document that defines the framework and implementation plan of the Project.

The PO (Plan of Operations) and the PDM (Project Design Matrix) will be used as
management tools of the Project, which will be periodically reviewed and revised as
necessity arises. The first Joint Coordination Committee (hereinafter referred to as “JCC”)
shall be convened within 6(six) months after the commencement of the Project to approve
the first version of PDM and PO.

2. Project Title
Reflecting the design of the Project, it is suggested to change the title of the Project from
“Project for Strengthening Information Security Measures™ at the time of the request into
“Project on Capacity Building for Information Security”.

3. Term of the Cooperation
The duration of the Project was supposed to be two year at the time of the request.
However, reflecting the design of the Project, Indonesia side requested to extend the
Project duration to be two and half year. JICA will inform the decision regarding the
Project duration thought tentatively the Project duration on the draft version of R/D
(Annex I) is two years from the date of first dispatch of JICA expert to Indonesia. (From
December 2013 to December 2015)

4. Responsible & Implementing Agency of the Project
Responsible Ministry: Ministry of Communication and Information Technology
(hereinafter referred to as “MCIT™)
Implementing Agencies: MCIT
MCIT shall be responsible for 1) the Project implementation activities, 2) coordination
among related organizations, and 3) support for human resource development of staffs.

II Principles of the Project implementation

It was discussed and confirmed that the main objective of this project will be to improve the
capacity on information security incidents and prevention and mitigation from cybercrimes in
Indonesia. Nowadays, cyber security is no longer a matter of one country because there is no
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boundary on the Internet. Therefore, the information security level should be secured through

establishing the regional network for information sharing on cyber threats. In consideration of

this aspect, the Project will involve the other ASEAN countries to establish such a regional

foundation. For example, the Project activity is planning to include;

v involving the related authorities and personnel from ASEAN countries to several
trainings,

v' visiting ASEAN countries for the purpose of information sharing and study, and

v conducting conferences and seminars inviting related stakeholders from ASEAN
countries.

Furthermore, the Project will collaborate with several projects which have been already
commenced and implemented by MCIT and ID-SIRTII/CC in Indonesia together with the
Ministry of Internal Affairs and Communications, the Ministry of Economy, Trade and
Industry, and National Information Security Center, in Japan.

[II Provisional Schedule

The following schedule is suggested for the preparation of the Project thought the
commencement of the Project will be decided according to the request from MCIT.

(1) Signing of R/D: by the middle of August, 2013

(2) Commencement of the Project: December, 2013 or January, 2014

IV Other Issues Discussed

(1) Status of ID-SIRTTI/CC in the Project
ID-SIRTII/CC will be treated as a subdivision under Information Security Department of
MCIT in the Project though ID-SIRTII/CC is not under the Information Security
Department according to the official structure of MCIT. It is because that ID-SIRTII/CC is
one of the main functions for information security management in Indonesia.

(2) Cost sharing for the Project activities
Both sides agreed that the budget for the Project activities in Indonesia, such as per diem
and travel allowance for domestic training for Counterpart, will be shared by MCIT and
JICA.

(3) Cost for cooperation to ASEAN countries
Both sides agreed that the budget for involving related stakeholders from ASEAN
countries will be covered by JICA. Indonesian side will cooperate with JICA to support the
other ASEAN countries. JICA will bear the cost for such support. For example, when
trainings/seminars/conferences for ASEAN countries are conducted in Indonesia, JICA
will cover followings;
- per diem and travel allowance for participants from ASEAN countries
- rewards for lecturers even if the counterparts become lectures
- facilities and equipment even if the counterparts provide facilities and equipment
- other necessary cost

(4) Office space for Japanese experts



JICA explained to MCIT that MCIT is responsible for providing necessary office space for
Japanese experts. MCIT understood it.

Annex I Draft Record of Discussions (R/D)
Annex II Draft Outline of the Project
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Annex I
(Draft)

RECORD OF DISCUSSIONS
ON

PROJECT ON CAPACITY BUILDING FOR INFORMATION
SECURITY

AGREED UPON BETWEEN

MINISTRY OF COMMUNICATION AND INFORMATION
TECHNOLOGY,

AND

JAPAN INTERNATIONAL COOPERATION AGENCY

Jakarta, XX of August, 2013



Mzx. Atsushi SASAKI Dr. Ashwin Sasongko

Chief Representative Director General of ICT Applications
Indonesia Office, Ministry of Communication and
Japan International Cooperation Information Technology,
Agency Republic of Indonesia
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With regard to the Project on Capacity Building for Information Security
(hereinafter referred to as “the Project”), the Japan International Cooperation
Agency (hereinafter referred to as “JICA”) held a series of discussions with the
Ministry of Communication and Information Technology, Republic of Indonesia
(hereinafter referred to as “MCIT”) and relevant organizations to develop a
detailed plan of the Project.

JICA and MCIT (hereinafter referred to as “both parties”) agreed the details of
the Project and the main points discussed as described in the Appendix I and the
Appendix II respectively.

Both parties also agreed that MCIT, the counterpart to JICA, will be responsible
for the implementation of the Project in cooperation with JICA, coordinate with
other relevant organizations and ensure that the self-reliant operation of the
Project is sustained during and after the implementation period in order to
contribute toward social, economic and technological development of the
Republic of Indonesia.

The Project will be implemented within the framework of the Colombo Plan on
Technical Cooperation Scheme and the Note Verbales to be exchanged between
the Government of Japan (hereinafter referred to as “GOJ”) and the Government
of Indonesia (hereinafter referred to as “GOI”).

Appendix I: Project Description
Appendix II: Main Points Discussed



Appendix I

PROJECT DESCRIPTION

I. BACKGROUND

Network security is a global issue. Recently, some threats such as DDoS
attacks through bot virus and spam mails are serious problems to be taken
care urgently.

In Indonesia as well, those information security threats become bigger with
development of ICT. Indonesia ranked tenth in Symantec’s global list as the
country accounted for 2.4% of the world’s cybercrimes in 2011. Data from
Indonesia Security Incident Response Team / Coordinating Center
(ID-SIRTII/CC) shows that there were about 39 million attacks in 2012, and
of those, 35% originated from outside the country while 65% came from
within. According to the report from DAKA advisory on the meeting of the
cyber security challenge in Indonesia in 2012, approximately 86% of Internet
users in Indonesia are victims of cybercrimes and it is also reported that
Indonesia is more prone to cybercrimes than most other countries.

If effective measures are not introduced, malicious Internet users who try to
spread the threats would gather in Indonesia. It will result in deterioration of
trust in both economic and social activities. The threats might cause not only
an obstruction factor of economic growth of Indonesia, but also give damage
to all over the world through networks.

Therefore, it is essential to implement information security measures as the
network infrastructure develops and utilization of ICT is prevailed.

II. OUTLINE OF THE PROJECT
Details of the Project are described in the Logical Framework (Project Design

Matrix: PDM) (Annex I) and the tentative Plan of Operations (Annex IT)

1. Implementation Structure
The Project Implementation Structure is given in the Annex III. The roles
and assignments of relevant organizations are as follows:

(1) MCIT
(a) Project Director:
Director General of ICT Applications will be responsible for overall
administration and implementation of the Project.

(b) Project Manager:
Director of Information Security will be responsible for regular-basis
management of the Project.

(2) ID-SIRTII/CC
ID-SIRTII/CC will be treated as a subdivision under Information

1
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Security Directorate of MCIT in the Project implementation structure
though ID-SIRTII/CC is not wunder the Information Security
Directorate according to the official structure of MCIT. It is because
that ID-SIRTII/CC is one of the main functions for information security
management in Indonesia.

(3) JICA Experts
The JICA experts will give necessary technical guidance, advice and
recommendations to MCIT on any matters pertaining to the
implementation of the Project.

(4) Joint Coordination Committee

Joint Coordination Committee (hereinafter referred to as “JCC”) chaired
by the Project Director will be established in order to monitor the
Project at high level and facilitate inter-organizational coordination.
JCC will be held at least once in six months and whenever deems it
necessary. JCC will approve an annual work plan, review overall
progress, conduct monitoring and evaluation of the Project, and
exchange opinions on major issues that arise during the implementation
of the Project. If necessary, working level
committees/groups/Implementation Committee under “JCC” shall be
organized to facilitate better coordination and communication among
stakeholders.

2. Target Areas and Beneficiaries

Expected direct beneficiaries are to be MCIT and government officers related
to information security measures. Expected potential beneficiaries are all
Internet users in Indonesia.

3. Duration
Two years from December 2013 to December 2015

4, Reports

MCIT and JICA experts will jointly prepare the following reports in English.
(1) Progress Report on semiannual basis until the project completion

(2} Project Completion Report at the end of the project

III. RESPONSIBILITIES OF MCIT
1. MCIT will take necessary measures to:

(1) ensure that the technologies and knowledge acquired by the nationals
of Indonesia as a result of Japanese technical cooperation contributes to
the economic and social development of Indomesia, and that the
knowledge and experience acquired by the personnel of Indonesia from
technical training as well as the equipment provided by JICA will be
utilized effectively in the implementation of the Project; and
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(2) grant privileges, exemptions and benefits to the JICA experts referred
to in II-1 (3) above and their families, which are no less favorable than
those granted to experts and members of the missions and their
families of third countries or international organizations performing
similar missions in Indonesia under the Colombo Plan Technical
Cooperation Scheme.

2. MCIT will take necessary measures to:
(1) provide security-related information as well as measures to ensure
the safety of the JICA experts; and
(2) permit the JICA experts to enter, leave and sojourn in Indonesia for
the duration of their assignments therein and exempt them from
foreign registration requirements and consular fees.

3. MCIT will bear claims, if any arises, against the JICA experts resulting
from, occurring in the course of, or otherwise connected with, the
discharge of their duties in the implementation of the Project, except
when such claims arise from gross negligence or willful misconduct on the
part of the JICA experts.

IV. EVALUATION
1. MCIT and JICA will jointly conduct the following evaluations and
reviews.

(1) Mid-term review at the middle of the cooperation term
(2) Terminal evaluation during the last six (6) months of the cooperation
term

2. JICA will conduct the following evaluations and surveys to mainly verify
sustainability and impact of the Project and draw lessons. MCIT is
required to provide necessary support for them.

(1) Ex-post evaluation three (3) years after the project completion, in
principle
(2) Follow-up surveys on necessity basis

V. PROMOTION OF PUBLIC SUPPORT

For the purpose of promoting support for the Project, MCIT will take
appropriate measures to make the Project widely known to the people of
Indonesia.

VI. MUTUAL CONSULTATION
MCIT and JICA will consult each other whenever any major issues arise in
the course of Project implementation.
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VII. AMENDMENTS
The record of discussions may be amended by the minutes of meetings among

MCIT and JICA.
The minutes of meetings will be signed by authorized persons of each side
who may be different from the signers of the record of discussions.

Annex I Logical Framework (Project Design Matrix: PDM) (draft)
Annex II Plan of Operations (draft)

Annex IIT Project Organization Chart (draft)

Annex IV Joint Coordination Committee (draft)
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Project Design Matrix (Draft: as of 23% July, 2013) (Version 0.9)
Project Title : Project on Capacity building for Information Security
Implementing Organization in Japan : JICA

Implementing Agency in Indenesia : Ministry of Communication and Information Technology in Indonesia (MCIT)

Target area : All Indonesia

Target people : Direct beneficiaries
Indirect beneficiaries

Annex 1

Cooperation timeline : December 2013~December 2013

: MCIT and ID-SIRTII/CC staffs, People working on information security in the other ASEAN countries
Allinternet users and all organizations using the intemet in Indonesia and the other ASEAN countries

Narrative Summary

Objectively Verifiable Indicators

Means of Verification

Important Assumptions

Overall Goal

[nformation security measures in Indonesia are improved

FThe number of government offices which
introduced Index KAMI in Indonesia is
increased.

FThe number of govemnment offices which
established CSIRT in Indonesia is increased.

tReport from Index KAMI internal/extemnal
-Report from CSIRT managers

ASSCSS0rs

Project Purpose

Operational capacity for information security measures in MCIT is improved.

Findex KAMI is introduced in government
offices in pilot projects sites.

FCSIRT is established in govemment offices in
pilot projects sites

+ The Index KAMI internal/external assessors
and CSIRT managers are satisfied with support
of MCIT.

25SESSOIS
+Report from CSIRT managers

tReport from Index KAMI intermal/externalFindonesia’s

FMajority of the trained staffs of MCIT and

HBudget for project operation is secured by
MCIT

povernment  policy  on|
information security is strengthened

ID-SIRTIVCC/CC will keep working with|
the same organization after the completion|
of the project

‘Outputs

1. Function of Information Security Department is Strengthen
2. Mechanism to support governmental offices is established

13. Awareness raising is improved

1-1. Draft of ideal stucture and finction of
Information  Secwity Department  is
developed.

1-2. Job performance skill is increased.

1-3. Network for information sharing with
ASEAN (including Japan) is established.
2-1. Index KAMI is Improved.

Training for new Index KAMI is
conducted.

Trainees are satisfied with the training.

2-2. Training for CSIRT manager is conducted.
Trainees are satisfied with the training.

B3-1. The number of facilitators and participants
for awareness raising activities is increased.
3-2. Coverage of created materials for awareness
raising is expanded.

function of Information Security
Department
1-2. Performance evaluation reports, and)
interview to counterparts

1-3. Report of studied conducted
2-1. Document of improved Index KAMI|

training  curriculum, and  rainin
irnplermentation reports j

R-2. Training cumiculum, and trainin
implementation repotts

3-1. Reports on awareness activities
3-2. Reports orn awareness activities and
created materials

1-1. Documented Draft of ideal structure and-Budget for project operation is secured by
MCIT

&



Annex I

|Activities
Output 1 (Function of Information Security Department is Strengthen Inputs
1-1. Create a plan of ideal structure and function of Information Security Department [Japanese Side] [Indonesia Side] +Counterparts allocate sufficient time for the
- Study otganizational structure and fimetion of similar organization in Japan and ASEAN X i Project
countries Dispatch of Experts Assignment of Personnel ) o
- Develop a draft plan of ideal structure and function based on other countries’ organizational L"“,g(‘fh?;}ﬁ’épgr . grrgjz: Edlzi‘;gr -Blﬂ%:e[t.Tfor 2 OB R S e Ry
structure o MCIT . . L . + Project coordinator/Training Planning + Counterparts
1-2, Tmprove fechnical skill of staffs (Malware analysis, Reverse engineeting, data mining, etc.) Short term Expert
- Conduct basic level trainings (ISMS, etc.) <ISMs Facilities
- Conduct middle level trainings (NICTER monitoring, CONA, etc.) . (c)gﬂa{lTiZ&mn reinforcement - Office )Spaoe (including  officg
- Conduct high level trainings (Malware analysis, Data mining, etc.) : anagement cquipment
- Conduct practical exercise for incident handling : Igg_it\g[:rk Security/(ex. NICTER) + Training venue
1-3. Establish a network with Japan and ASEAN countries for studying future trends Local Cost
- Study an operation procedure for incident handling  in Japan and ASEAN countiies Equipment - Utility costs
- Study a guideline for companies dealing with critical infrastructure in Japan and ASEAN « Training equipment
countries (e.g, @ardwam,_soﬁwam) Others )
- Study on a standard for data center (server room) for government organization in Japan and - Training material i * Administrative and operational cost
ASEAN countries (including multimedia material)
* Others
[Output 2 (Mechanism to support governmental offices is established Training [Prerequisite
2-1. Create a method to introduce Index KAMI to government offices + In Japan / third country .
- Assess and improve Index KAMI rNecessary counterparis are assigned for the
- Create a training course for KAMI local intemal/extemal assessors Others Project
- Conduct the training for local govemment staffs from pilot project sites * Conference
- Support to introduce KAMI to government offices in pilot project sites » Operational expense

[2-2. Create a method to establish CSIRT in government offices

- Create a training course for government staffs to be a CSIRT manager
- Conduct the training for local government staffs from pilot project sites
- Conduct the training for CERT staffs from ASEAN countries

- Support to establish CSIRT in government offices in pilot project sites
- Share the good practice with ASEAN countries

Output 3 (Human resource, which has technical and management skills for ensuring

information security, is developed in Indonesia and the other ASEAN countries.
B3-1. Create a method (channel) for awareness raising

- Study best practices of  Japan and ASEAN countries for awareness raising

- Make connections to related stakeholders (Govemment offices)
3-2, Create materials for awareness raising

-+ Study materials for awareness raising in Japan

- Adapt and customize {translate) and/or develop the materials to Indonesia

- Conduct awareness raising

- Involve ASEAN countries to share materials for awareness raising

= o



Plan of Operations (Draft) Annex [1
Proiect Name : Proiect on Capacitv buildina for Information Security
Target Areas: All Indonesia
Duration : December 2013 — December 2015
Activities 1st year (2013-2014} 2nd year (2014-2015)
12 3:4:65:i6:7:819:110:11]12¢1 3i4:5:6:7i8:9:i10i11
Outputs 1: Strengthen function of Information Security Department
1-1 Create a plan of ideal structure and function of Information Security Department SH
1-2 Improve technical skill of staffs {(Malware analysis, Reverse engineering, data mining, etc.) , RN
| L — L | — L - —— S
1-3 Establish a network with Japan and ASEAN countries for studying future trends {(operational
procedure, guideline for critical infrastructure, data center standard) e - R ) e ol HE N i e el L
Outputs 2: Establish mechanism to support governmental offices
2-1 Create a methed to introduce Index KAMI to government offices A S | P S e e mew s e Cmem
2-2 Create a methed to establish CSIRT in government offices I el R o imme maw emw o
{Infrooduce Index KAMI and CSIRT to the Pilot site})
Outputs 3: Improve awareness raising
3-1 Create a method (channel) for awareness raising | e [ o s | mmmh m mmm i
3-2 Create materials for awareness raising
—t —_— — _— —_— — L —_— L ] | |




Annex Il

Project Organization Chart (Draft)

——-l '_ _______________________________________ -_—
P MCIT | r w <
;. T - Project Director S

7 Director General of ICT Applications Y
[ . \ J \
| ]

| et LA COUNTRIPAIT e 1 R l
: :_ ' Project Manager : l
[ Director of Information Security [
| |
| |
| ( ID-SIRTII/CC |
| L |
| |
| |_ L |
: Information 1~ " Information PR (T T TN . :
| _ . Securit 1 ittty ; Forensicand Law 1 Information |
: Security - ehcur: Y I mi;’;é‘:‘it;:;;::se | Enforcement : Security Culture :

Governance ecnnoiogy | fici i
o I Division Division

: SRvTter l\ L in_isign_ L )\ Division (Gov-CSIRT) N ] :
| Fo
I 7 i
| .

|l { Cooperation ;ﬁ ,I
\ : : f NICT .
N Technical Assistance ! [ Data Center [ - co )

. A= {Training Center) ) ;.

Input by JICA

......................................

Japanese Experts

Local Consultants

Activities are mainly taken with three divisions
(Information Security Governance Division,

Monitoring, Evaluation and Incident Response Division,

and Information Security Culture Division )




Annex IV

Joint Coordination Committee

1. Functions
The Joint Coordination Committee will meet at least once a six months and
whenever necessary arises. Its functions are as follows.
(1) To formulate the annual work plan of the Project
(2) To review the progress of the Project
(3) To review and exchange opinions on major issues that may arise during the
implementation of the Project, with involvement of private sectors
2. Composition
(1) Chairperson of JCC
- Project Director
(2) Members
<Indonesian members>
- Project Manager
- Representative(s) from ID-SIRTII/CC
- Representative(s) from IT industries
- Representative(s) from critical infrastructure companies
<Japanese members>
- Representative from Embassy of Japan in Indonesia
- Representative from JICA Indonesia Office
- JICA Expert Team
<Others>
- Other personnel/expert appointed by the Chairperson of the JCC
3. Others
If necessary, working level committees/groups under “JCC” shall be organized
to facilitate better coordination and communication among stakeholders.

End



Appendix II

MAIN POINTS DISCUSSED

1. Cooperation to ASEAN countries
MCIT and JICA (hereinafter referred to as “both sides”) agreed that the
Project will involve the other ASEAN countries to establish a network for
knowledge sharing on information security. For example, the Project activity
is planning to include;
- involving the related authorities and personnel from ASEAN
countries to several trainings,
visiting ASEAN countries for the purpose of information sharing
and study, and
conducting conferences and seminars iInviting related
stakeholders from ASEAN countries.

2. Cost sharing for the Project activities
Both sides agreed that the budget for the Project activities in Indonesia,

such as per diem and travel allowance for domestic training for Counterpart,
will be shared by MCIT and JICA.

3. Cost for cooperation to ASEAN countries
Both sides agreed that the budget for involving related stakeholders from

ASEAN countries will be covered by JICA. Indonesian side will cooperate
with JICA to support the other ASEAN countries. JICA will bear the cost for
such support. For example, when trainings/seminars/conferences for ASEAN
countries are conducted in Indonesia, JICA will cover followings;

- per diem and travel allowance for participants from ASEAN countries

- rewards for lecturers even if the counterparts become lectures

- facilities and equipment even if the counterparts provide facilities and

equipment
- other necessary cost

End
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