In this way, a new sub-system (host, network or terminal related sub-system) can be
- added without changing the software for the message switching system.

10-2 Prellmmary Desngn of Software
10-2-1 Prehmmary Desngns of Appllcatlons Systems
10-2--1  Functional Requirements_fpr Applications Systems

“The preceding section discussed the overall stfuctures of applications systems, as an
extension of 9-2 "Plan on Improvement of the Computerized Network System for the -
Payment System." While keepidg ‘the results in mind, this section breaks down the
functions that each sub- system should provide or the functions that need to be developed
under Phase 1 and Phase II..

(1) 'PhaseI
1)  Terminal Sub-system

The Termmal Sub-system consists of (a) the ded:cated transfer system (b)
the RCC data entry system, and (c) the Operauon Day mterface ‘The system
functions of systems (a) and (b) are basically the same. Systems (a) and (c)
are generally called the "Office System,": 3

(a) Functions of dedicated transfer and RCC data entry systems

The dedlcated transfer system would be newly |mplemented under the
new payment system at the headquarters and branch offices of

- commercial banks. In response to payment. orders from customers,
these systems offer transfer-related services such as transfer data entry,
input data verification, authorization and transmission, and recelvmg_
messages dealing with fund transfers ' '

The RCC data entry system is lmplemented at regional cleanng centers
and provndes the services of dedlcated transfer systems based on the

payment order slips for those banks that cannot afford_ the system.

The two systems offer the following major functions:
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Ent'ry of transfer data for customer-remittance transactions and fund
transactions ' |

* Verification, change and canceliation of input data

. Authonzanon of input data and transmlssmn of transfer messages

| Pnntmg recelved messages such as transfer data and responses to

_ inquiries. to message printer.

- Transmnttmg notifications of receipt of fund transfers to the sending
bank upon reception of transfer messages
Transmitting messages to related sub-systems (broadcast function)

(b) Functions of Operation Day interface

The Operation Day interface allows existing Operations Day (fund
transfer related functions) to use the functions of the new payment
“system. However, since existing Operﬁtions Day vary from bank to
bank, interface software must be developed for each Operation Day.
Thus the scope of services that the new payment system provides will
be limited to converting the transmission files so that the new payment
system can accept and forward the files to the new payment system.

Banks that have Operation Day but no dedicated transfer system must
either use the RCC data entry system or develop an interface between
their Operation Day and the new payment system.

The Operation Day interface wouid have such functions as:
- Converting transmission files from the format of Operation Day to
-~ that of the new payment system

Forwarding transmission files to the new networked payment

system
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Host Computer Sub-system

@

'Fund;Transfer Processing System o

_ Thrs system forms the central part of appI:catlon functions of the new
payment system. All the data relating to fund-transfer _operations

would be centr_ally processed in this syst_em for both inter-bank and
intra-bank settlements. This system would also be responsible for the

~overall operations of the new payment system such as start-up and

shutdown. ' - The (mter- and intra- bank) Fund Transfer Processing
System offers the following major functions:

a) Fund transfer common functions

- Checking the contents of messages (1nter~bank and intra-bank

' .'settlement) ' '
Updating common files such as Journals _
Requestmg message transmissions such as requests for

forwarding fund-transfer messages to destmatlon bank offices
Error handling '

b)  Inter-bank settlement functions

Account management such as number and amount of inter-
bank transfers and fund transactions o

Requests for transfers among NBK current deposit accounts
for inter-bank fund settlements - L |
Transmitting notification of NBK current deposrt account

transfers to sending banks in the case of fund transactions.

¢)  Intra-bank settlement functions

Account management such as number and amount of intra-
bank transfers _ -
Sorting the inter-office accounts upon transmission and

receipt of intra-bank fund-transfer messages
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-d)  Inquiry-answering and document-return functions

- Inquiry on _Remitt_énce/Récei_pt List: Answer inquiries for
outgoing and incoming _trans'niission lists, providing detailed
summaries, and the total number and total amount of fund
transfers for each fund-transfer message going out of and
coming into the inquiring headquarters/branch
Inquiry on Summary of Remittance and Receipt: Answer
inquiries for outgoing and incoming transmission summaries,
providing the total number and total amount of fund transfers
for each fund-transfer message going out of and coming into
each heédquarters/branch, and the total number and total
amount of fund transfers for all fund-transfer messages going
out of and coming into all headquarters/branches of the

. inqﬁlidng .bank (these inquiries normally come from bank

' '.headquarters)' '

Other inquiry- answenng functions
Preparmg and returning fund transfer documents in batches

| € Sy#tem operation functions:

Forward 'summary of Remittance and Receipt outgoing and
incoming transmission summaries to each bank headquarters
~ upon closing of on-line communication hours

Create transmission files upon closing of on-line operation
‘hours that are carried forward to the next operating day

Start up and shut down the system and reject inputs of
transfers

Security management functions

Registration m'anagement for files and databases

Man_agément for the R_ecov_er of failures

(b) NBK-Net System

ThlS is the on-line system for NBK current deposn accounts and has
two major functions. '
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- In response to instructions from the current deposit account

terminals connected to NBK—Net executes deposits, w1thdrawals :

| '_'and transfers on funds i ln NBK current deposn accounts for inter-
' bank fund settiement ' '

. :Accept the_transmission da_td of inter-bank find-transfer transaction
data from the Fund-Tfan_sfer Processing System and transfer funds
-between the NBK current deposit accounts for inter-bank settlement
as immediate gross settlements with finality

The major functions of this system are as follows:
a)  NBK current deposit aéégunt fun‘ctibhs_

.."Provides interfaces with the current deposit account terminals

* and pro'v'id'es such features as input screens and printouts
Provides interfaces with the Fund-Transfer Processing System
such as input and output of fund-transfer transaction data

+ Checks the contents of incoming‘ transaction data such as
inputs from the current deposit account terminals and fund-
transfer transaction data from’ Fund-Transfer—Processmg

~ System o

* Provides daily deficit-limit management
Updates current deposit account balances at the time of
deposit, withdrawal or transfer operation
Efro_r hand!.ingr

b)  Inquiry answering and document-return functions

* Inquiry on 'Post_-settlement “balance . of current deposit
account : Answers inquiries on balances after each deposit and
withdrawal in the cu;rént deposit accounts (the preceding -
“business day's balance in the NBK current deposit account,
changes in the balance thereaﬂer by transaction type, and
current balance) . - oo
Inquiry on balance of current dep051l account by bank:

Answers inquiries on current depos:t account balances in for
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3)

%)

~each bank (the preceding business day's balance in the NBK
~current deposit account for a bank, changes in the balance
thereafter by transaction type, and current balance)
Answers other inquiries
+- Prepares and returns transfer documents in batches

¢) - System operation functions

* . Starts up and shti_ts down the system and rejects illegal inputs
Provides registration management for files and databases
*Management for the régovery of failures

Autématic Pay_rc_)_ll service (gross settlement)

This is offered as an extension of the RCC data entry service. Bank offices
would collect payroll data stored on floppy discs from firms and deliver them

~ to the nearest regional clearing center. The payroll data will be converted

into transfer messages by the RCC data entry system and forwarded to the
Fund-Transfer Processing System through the Network Sub-system during
on-line communication hours. After the Fund-Transfer Processing System

receives. the messages, the payroll messages will be treated as ordinary
transfer messages. Inter-bank transfers are settled using the immediate gross

settlement method. Large-scale data processing such as data exchanges
between bank offices within a region and netting processes will be

g ~implemented in Phase II. The following functions will be developed:

* Accept payroll data on floppy discs, and create related messages (Payroll
transfer messages)
Transmit payroll transfer messages

- Automatic transfer service (gross settlement)

“This is also offered as_an extension of the RCC data entry service.

Automatic transfer service is essentially fund collection when, normally,

_ 'collecting banks transmit'messages to the banks from which funds are to be

deducted from designated accounts (so-called "backward procedure"). In
Phase 1, however we would use f'orward procedures as in the case of
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| ‘scheduled transfers currently practiced in Kyrgyz in order to conscrve-time

spent on: development : work and to improve prospects for early
1mpiementat|on

~ Asin the case of automatic payroll service, banks deliver fund-transfer data

on floppy discs to the nearest regional cleanng centers for conversion into

transfer messages and forwarding to the Fund-Transfer Processing System

through the Network Sub—system dun‘ng on-line communication “hours.

- Large-scale data processmg ‘such as data exchanges between bank offices

within a region and netting processes will be 1mplemented in Phase Il The
following functions will be developed to provide automatic transfer service:

- Accept transfer data on floppy discs, and create related messages (funds
~ transfer messages) ' '
*. Transmit finds transfer messages

(2) PhaselI

1

Netting system

In principle, the new payment system for Kyrgyz would immediately gross
settle accounts using the NBK-Net taking into consideration such factors as
assuring the finality of settlements and paym_ent- risks and the volume of
transactions. In anticipation of future increases in the volume of small-lot
fund transfers , however, the CD/ATM services to be developed in Phase I
would. incorporate a netting mechanism in the Fund-Transfer Processing
System (centralized netting process).” '

For payroll services and automatic transfers which would be handled by the
RCC data-entry service systems, Transfer messages will be exchanged
between banks and the net balances will be transmitted to the F'und—’l‘ransfer
Processing System as remittance messages to transter ﬁmds between NBK
current deposit accounts (local netting procedures)
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Linking remittances and depo_sits

Linking remittances and deposits means that the system confirms the balance

in the deposit account spemﬁed for settlement by the remitting customer and

the specified amount is deducted from the customer's account only if there is

sufficient balance in the account and also deposit the amount of the funds to
the destination deposit account of the receiver upon receiving the transfer
message.

In order to do this, the new payment system must be able to directly or
indirectly access the deposit ledgers of both the sending and receiving
customers. If. 'not, for example, if branch offices maintain paper deposit |
ledgers or if the dedicated transfer system cannot share the deposit ledgers
under the new payment system even if branch offices handle deposits under

Operation Day, remittances and deposits cannot be linked in a strict sense |
under the above definitions, The new payment system would not support

"these-cases except that it could output dépbsit_ and withdrawal data on paper
or floppy disc or it could accept the balance of the deposit ledgers of the
_preceding day off-line to create the file and return the results after accounting

for incoming and outgoing transfers to the banks upon closing of operations
for the day although this is not synchronous with actual fund transfer.

(2) Ifabank keeps a central deposit ledger in its internal processing system,
the new payment system would provide a mechanism for the bank's
internal processing system to receive transfer messages.

(b). If a bank maintains its deposit lodger under Operation Day (if the
- dedicated transfer sy'stem can share the Operation Day deposit ledger),
the new payment system would provide a mechanism for a dedicated
transfer system to confirm balances with the deposit ledger when it
issues -transfer messages, to handle errors when balances are not
sufficient, and to update the 0peratlon Day dep051t ledger when it

" receives lransfer messages
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4)

5)

Connecting bank computers to the network -

In order to enable banks (headquarters and branches) .operating under the

‘new payment system to transfer funds to those (headquarters and branches)

that rely on their own internal. system for their intra-bank settlements, the

: '-system would provrde a link-to deliver the ﬁmd-transfer messages from the
. new payment system to banks' mtemal systems.,

On the other hand, the system would also provide a link to delwer fund-

- transfer messages from bank. headquarters and branches that rely on their
own internal system for their intra-bank settlements to the new payment

system to enable them to transfer funds to those (headquarters and branches)
operatmg under the new payment system.- S

CD/ATM services under a centrai,nettirig process

The new payment systems Network Sub system would offer a link among

cash dlspensers and automatic teller machines to pr0v1de not oniy intra-office,

‘but also intra-bank and inter-bank deposit and wlthdrawal se_r_vlces‘

The CD/ATM services other than those that are"conﬁned within a branch,
would use the communication function of the Network Sub- -system. In

settling the inter-bank debits and credits generated by inter-bank deposit and

withdrawal services, the Fund-Transfer, Processmg System would undertake -
netting operation using the deposit and withdrawal messages for a day and

issue a request to the NBK-Net system to transfer the balances among banks

after on-line op'eration hours.” All these. deposits and withdrawals themselves

would be handled by the internal processmg systems or Operahon Day of

each bank.

Account information service

The new payment system's network sub-system would provide account
information service in which the dedicated trarrst‘er system of a bank oflice
could forward such account data as office balances tolthe internal_ processirig
system or other offices (specifically to the dedieated transfer syste'm. of the
other offices) of the bank. |
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6) |

7

This service would be offered using the broadcast function of the dedicated
transfer system. The system would only support a free-format screen
interface because message contents and formats would vary from bank to
bank. Thus, ea:c_h' bank would need to establish its m_essage rules and use of
the free format. S |

Transfer service for foreign exchange Som-clearing messages

" The new payxhent system's Network Sub-system would offer a mechanism to

send the messages of foreign exchange Som clearing from the dedicated

. transfer system to the internal processing system or other offices (specifically

to the dedicated transfer system of the other offices) of the bank. This
service would ‘also support a formatted input screen and remittance
processing as well as check and correct, and authorize and transmit input
data as in the case of the fund-transfer Processing.

Extension of payroll service offered after on-line operation hours of a day

In Phase 11, a large-scale system would be required to accommodate a large
quantity of data. ‘In order to meet this requirement, the payroll service
developed for Phase I would be replaced with a new service that offers
addition_al payroll pl;oéessing_ after business hours. In order to offer this new
service, the following functions need to be developed:

. Ekchéngé data among banks in a region at both headquarters and branch
offices .on_' what "customer remittance transaction transactions can be
handled within the region for any payroll data that is brought to an RCC
Calculate net positions for all payroll data that are brought in to RCCs

. Forward net position transfer messages to the Fund-Transfer Processing

System to clear the netting results

F_or,_:pajy_i*ol! data that requires inter-region transmission, fund-transfer
. messages would be created and forwarded to the communications center's
~ Fund-Transfer Processing System (unlike normal fund transfers, this fund-

transfér-l_’rocessing does not involve immediate inter-bank settlement of
debits and credits),
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8)

Extension. of automatic transfer service (Addmonal process after business

‘hours)

As in the case of payroll services, automatrc transfer services developed for

'Phase I would be extended to funher process fund transfers after business -
: hours and to accommodate backward messaging to increase the capacity of

this semce Specrﬁcally, such new ﬁmctlons as data exchange among banks
in a region at both headquarters and “branch office levels backward-

- messaging, ‘and netting procedures, would be: developed and implemented.

For backward messaging and netting pr’Ocedures,' arrlong others, the new
system would need to develop a backward ﬁ_.md-transfer mechanism by
calculating the net positions ‘after data exchange in the RCC Data-Entry
Service System. It would also need to consider an operating mechanism to

confirm that, as a result of transmitting a fund-transfer (collection) message

to the payer's bank/branch, the specified amount of funds have actually been
deducted from the specified account.

10212 Key Factors of Applications Systems

(0

Types of system control number and numbering methods

In order to check redundancies and drop-outs from messages, assure data security,
recover from failure, and facilitate message re-transmission, the follo\?ving control
number would be used by various sub-systems of the new payrﬁent system. Note
that these number are exclusively used by the system, Optional number such as

customer's transaction reference number for payment orders may be used as
particular applications require, '

1)

Reference number (slip humber)

* The reference number is a serial number that the Terminal Sub-system would

allocate to each data entry for a fund-transfer transaction for each bank office.
The reference number would not be allocated to inquiry transactions or
communication message transmissions.  The reference numbeér is used as one

of the keys together with the bank and office codes to refer the sub- system
to a transaction. ' R
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3)

NNNNN o
(A five-digit serial number up to 99999 that re-starts at 00001 every
morning. )

Message reception number

‘The message reception number is a serial number that the Fund-Transfer

Processing System would allocate to every message when the system records
it in the receiver's journal. This code is used by the system as a key for the
file of received messages. - '

NNNNNN
(A six-digit serial number up to 999999 that re-starts at 000001 every

morning.)

Current deposit account transaction number

- The current deposit account transaction number is a serial number that the
 NBK crrent deposit account system would allocate to every transaction

including a deposit, withdrawal or transfer transaction in an NBK current
deposit account when the system receives'a transaction input from the NBK
current deposit account terminal or fund-transfer message for the account.

'NNNNNN'
(A six-digit serial number up to 999999 that re-starts at 000001 every

morning.)

For the system number that the Host Computer sub-systems allocate such as
the message reception number and the current deposit account transaction
num_ber; the respective sub-systems would create an index file for cach
number that cross-refers the référence_ code toeither the message reception

- code or the current deposit account transaction code.
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(2) Message types and formats
1) 'Messa_ge types

' The types of messages exchanged by various sub systems of the new
payment system include:

Fund transfer messages
Customer remittance transactlons (urgent and ordmary) .
- Fund transactions (urgent only) |
- Inquiry messages
- Inquiry response messages (in print-out format)
- General communication messages
- Broadcast messages _
- Error-notification messages

(a) Fund transfer messages for customer . remittance transaction
transactions and fund transactions ' .

Fund transfer messages would be input from the Termlnal Sub- systems
in bank offices or regional cleanng centers accordmg to payment

_ orders. The input data would then be venﬁed authonzed and
forwarded to the. Fund- 'I‘r_ansfer Processing  System through the

" Network Sub-system. The Fund-Transfer Processing System. would
receive fund-transfer messages one by one from the Network Sub-
system and process them internally one by one after converting the
messages in a format that the'.applications system c_a_n handle easily.
The Fund-Transfer Processing System would transmit the fund-transfer
message through the network sub-system to the receiving bank office
when the process tenminates normally. - o

For inter-bank customer-remittance trans.actions and fund__ transactions,
the Fund-Transfer Processing System would request the NBK-Net
System to transfer funds between the current' deposit_aecounts in the
NBK. The interface for such direct data exchanges between sub-
systems that do not go through the Network Sub-system would

10-36



(b)

©

forward the fund-transfer transaction data that have been converted
from fund-transfer messages. '

Inquiry messages

When a user enters inquiry transactions for Remittance/Receipts list,
post settlement balance of current deposit account etc. in the Terminal
Sub-system of a bank office or an RCC, the system would forward an
inquiry message to the Fund-Transfer Processing System through the
Network Sub-system.

Inquiry messages may require the Fund-Transfer Processing System to
further forward the messages on to other sub-systems such as the
NBK-Net System depending on the nature of the inquiries. For these
inquiry messages, the Fund-Transfer Processing Systém’ would expand
and convert the original inquiry message because the data contents and
sizes used by the system would be different from those of the original
messages. o |

Inquiry response messages (in print out format)

In response to the above inquiries, the Fund-Transfer Processing

System would collect and edit the requested data in the specified print-

- out formats, and return them as inquiry response messages to the
~ Terminal ‘Sub-system from which the inquiries have been submitted.
At the end of daily operations, the Fund-Transfer Processing System
~would .fomard'su_m_mary of remittance and receipt to the dedicated

trahs__fer syst'em, of all bank's head offices without an explicit request
from them. These one-way messages are also a kind of inquiry

- Tesponse message,

- Inquiry response fnessages would be temporally stored in the file of

received. messages of the Terminal Sub-system and then edited and
printed out. by the Terminal = Sub-system's -print task which
intermittently monitors the file, '
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~ Note:

" The system would -allow users to review messages in the file of

received messages on the monitors of the Terminal Sub-system if the.
messages have not been output to the message p'rinter.'

' "Pnnt-oul formats" are data streams that mclude the followmg funcuon symbols s0 that
the data items are pnnted in the des:red formal

s ('sm in)
SO (shift out)
CR (carriage return)
LF or NL (line feed or new line)

" FF (form feed)

SP (spaz_:e)
HT (horizontal tabulation)

Blc.

@

©

General communication messages

The general communication message service would allow a terminal of
any sub-system (the terminal, host computer or Network. Sub-system)

- to send messages in a free format with a certain limitation of message

length to one, several or all other sub- -systems.  Receiver sub- systems
would output messages to their momtors or message printers.

As an extension to the general communisatioh message service, the
system would offer a transmission service for account data such as
daily trial balances by defining a new message type by specifying the
use of free format messages among related sub-systems.

Broadcasting messages

The Fund-Transfer Processing System would generate a message such
as operation start, operation end, failu're and reéovery notices as the
need arises and forward the message s1multaneously to multlpie office
systems. '
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Error-notification messages

- If the Fund-Transfer Processing System finds an error while it verifies a

fund-transfer message or finds it impossible to continue a process
because of insufficient funds in a current deposit account, the system
would forward a message to the respective office system to provide
notification of the error. The network sub-system would give a higher
priority to error-notification messages. |

2)  Message format

(a)

Basic message structure

The message data stream used by the interface between sub-systems

~ would basically comply with the SWIFT II format of SWIFT (the
~ Society for Worldwide Interbank Financial Telecommunications). All
~messages would have the following essential components:

a) Message heade.r block

The message header would carry such basic data items as
message ID, receiver information and sender information.

b)' .. Text block (message body) -

The message bbdy, mainly used by the Tem:x_inal Subsystem and
 applications Syste_ms_ (the Host Coniputer Subsystem) such as the
Fund-Transfer, Processing System and the NBK-Net System,
* would have variable contents and formats depending on message
types and appli_ca_tion." Applications systems would normally use
the transaction data which is made up of the data items of the
messz'ige.bo'dy in combination with the basic data items of the
. header block (i.e. by converting the message into a transaction

data). . _‘
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) ”T"railer block

The mcssagc trailer, mamly used by the nctwork sub-system,
‘would carry such items as a sccunty check code and ond mark
“code. (Sec Figure 10-2.).

(Figure 10-2)

Basic message structure

Text block {message body)
Header block _ " (variable length) ' Trailer block
(fixed length} - The format and contents vary depending . - . . (fixed length)

on the message and application types. - )

Note: Although the length of the Text block would be variable, its _rhai_cinium length could be
" limited by communication software or hardware, In such a case, one logical message
would have to be divided into two or moré physical messages. This factor will be taken

into account in designiﬁg the details of messages.

(b) Contents of text block and transaction data |
- Textblock

Since the fext block would have variable conténts_- and formats
depending on message types and application, the details of specific
message bodies would cventually be determined when we design
individual applications systems. However, the data stream of text
blocks would comply with the SWIFT II format which specifies that:

The data stream is compriscd ofa rhandatdry ficld that is required
of any message type, and an optional field that depends on the
_ transaction type. :

* Fields are divided by specific delimiters.

» Each field is identificd by tags which are either two numbcrs ora '

combination of two numbers and one letter..

* One ficld may have one or more subfields,

ete.
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[An exampl.e of a si.mple fund-transfer message)
“See Table 10-1.

(Table 10-1)

~ [An example of a simple fund transfer message]

Mo | Tag | Description [ Format
Header block - : -
M | = | Sending bank - OELBATWW.
M - Message 1D - 100
M .- Receiving bank ' - | ABNANLZA
Text block S '
M 20 | Transaction number : 120:494931/DEV
Mo 32A | Value date/currencyfamount :32A:910627NLG1958 47
M " 59 | Customar ' : 5O:H.F. JANSSEN
' o LEDEBOERSTRAAT 27
o ‘| AMSTERDAM
Traller block

Note:  “M" stands for “mandatory” and “O" for “optional.”
- Transaction data

‘As already mentioned, messages would be converted into transaction
data in applications systems to improve efficiency. The transaction

data for fund-transfer messages would use a fixed, common format that

would contain the maximum conceivable number of data items
including a data transfer area. '

Table 10-2 shows the mandatory data items for fund-transfer

transaction data (customer-remittance transactions and fund

 transaction) which are most important in the new payment system.
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Now:

Remarks:

'(Table 10-2)

Data Items of Fund Transfer Transaction Data
for customer transfers and fund transactlons

ttem Attribute Remarks
(digits)

Message ID N (3) Wenification of a message
Message length H (2) Length of the text block _
ID of the transmisston authorizer X4 Sdentification of ‘lhe penonnei who authsrized to transmit this message
Password . X® Password attached to the lrnnsmnssoon authorizer .
Transml.ss'io.n lime N (ﬂ _Tm in HHMM fwmal when the Termmal Subsys!em forwardad this message
Curren! date N Current date In YYMMDD format
Value date . 'N {&) Vaiue date in YYM_MD_D format )
Transacl‘roh raIare.nce number X (18) Adhﬁinistrativé numboi used by lha customer who subrhingd the on:iei
Sarvice ty.pe N {2) Service Iypowdi as urgenl or’ ordmary
Amotint transferred. - N {15) Total nmount lnnsferrad with the, lowase two digits md:catmg decimal position
Ordering bankib.mnch : X {7 The codos of ord«ing bank (A (_4)) and branch_ (X (3)}_
drdering clienl’s account numbsar. X {10} Account type (X (1)) + acoount number x .(9))
Orderiﬁg client’s information X [35) Name, address, telephone number of ordering client -
Sending bank/branch X The codes of bank!brénch or the RCC transmitting mis message {or a'_nélher
Bank/branch with i)eneiiciary_‘s account XN The codes of bank (X (3)) and branch (X {Si) wilh beneficiaw‘s dccounl
Beneliciary's account number X {10) Acoounl type (X {1)} and locounl number (X (B)) '
Benaliciary X {35) Name, address, telephine number o'I the raoewar
Receiving bankibranch X (T) The bank/branch receiving this mecsage for another
Remarks X (70} Free formal communication maessage S
Systam relerence numbar {slip number) N {5) Serial system number that 1h.e Tenninal Subsystem allocates
Check code H (@) Check code used to assure securily o
Time pnocessed N {4} " Time (HHMM) when the Fund TransierjOperaiion System received this message
Balance in currant depasit account (1) N {18) ﬁalaﬁce after transfer In the NBK current deposit accbunt_ ol Iransmitting bank
Balance in currant deposil account (2) NB) Balance atter iransfer in the NBK cuirent deposit account ol meceiving bank
Process resull . N{3) Ermor ﬁode detected (blank if normally executed)

Although the message 1D and current date are also header data items, apphcanons svstems would also

use this data.

The lewers and the numbers in parentheses in the column uader Auubules indicate the

foliowing data attributes and the number of digits, réspectively.

N: numbers

Al letters

X:  alpha-numerics
H:

b

hexa-decimal numbers

blank




1).

(3) Useofdata codes

There are two major reasons for using data codes. One is to "maintain
uniqueness.” Some of the data used by the new payment system would
- become confusing if they were described in natural language. For
Z e.xamplé, we can refer to the same entity in various ways such as
abbreviations, initia}s, nicknames and aliases. By contrast, data codes
Unambigudusly identify objects. |

- The other objective is to "facilitate data eniry.” Data codes can greatly
alleviate the burden of entering extremely long names.

In addition to the above two major objectives, data codes can “"encrypt
“data" or convert plain text into unintelligible form, "facilitate sorting"
by linking a data code to an attribute of the object, and "compress
data"

For the above reasons the new payment system for Kyrgyz should
make full use of data codes. In this section, we would like to comment
on repres'entative'data items that best conform to data codes and on
qu_estiohable data codes that the current Kyrgyzstani system uses.

‘Bank éqde

The current Kyrgyzi payment system employs a 9-digit "bank code" based on
the former Soviet Union's banking system. However, the code is not a bank
code in a strict sense because the compound code is designed essentially to
identify branches and cannot identify banks under the new regime afier
independence. Because of this inability, Chui temporarily replaced the two
dlg;ts for the NBK branch code with a bank code. '

XX XX XX X XX

- (A nine-digit serial n_u_mbé_r).

1, Repu’blic code (33 for Kyrgyz)

. 2.Area code (01 for Chui)
3. NBK branch code (Chm used thls asa bank code)
4, Check digit
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2)

5. Branch'c_ode

 On the other hand, the SWIFT address (SWIFT BIC) of an international
" SWIFT system was developed taking the advice of a variety of international

organizations such’ as the International Organization for Standardization
(ISO) and the International Chamber of Commerce (ICC) and the structure is
as follows; ' T o .

XXXX XX XX XXX
XAy |
1. Bank code

2. Country code

3. Area code

4. Branch code

The'computer'centers and Rashot'onaya Parata currently use a three-digit
code to identify banks as a temporary measure and the code size seems to be

 sufficient to cover new bank openings in Kyrgyz,

But, the new payment system for Kyrgyz is a completely new system and the
code system it would use should comply with international standards, if any,
and if possible for future expandability. We recommend using the SO bank
code because, as far as the bank code is concerned, there seems fo be no
constraints over its use. |

XX XX
(A four-letter code)

Branch code

Under the current payment system, the above "bank code" serves as a branch
code. However, as mentioned above, the current "bank code" systerh does
not meet the needs of the new situation after independence. Although,_: as a
basic principle, a branch code should be designed to give banks freedom to
adapt it to their internal systems, it also needs to be consistent throughout all
banks under the new payment system which would be sharéd'_t_iy all banks.
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Some computer centers and Rashotonaya Parata are temporarily using a two-
digit code to iden'tify' branches but the code size does not appear to be

" sufficient to accommodate new branches and savings banks that are expected
to emerge in Kyrgyz. Thus, a three-digit code system should be established
as a bank code and we recommend the ISO branch code system.

XXX
. (Three alphanumerics)

3 Acpount.number

As a basic principle, an account code should also be designed to provide
flexibility to banks that use it. The current payment system uses a nine-digit
account number which appears adequate for the new payment systeni.

4)  Other codes

There may be other data items that should be codified. We would like to
~leave the specific designs of these data codes up to the subsequent work on
" - this pr_oj.ect. The work should take into account the objectives for using

' ‘che system we discussed in the introductory paragraphs of this section. We
would like to recommend that for future expandability, the new payment
system should incorporate such established international codes as the
cutrency and country codes if possible, '

 (4) Time zones for system operation

Based on the Fund-Transfer Processing System, the standard operating hours of
the new payment system are shown in Figure 10-3 of the next page. The NBK-Net
and Terminal Sub-systems would be operated during the same hours as the Fund-
Transfer Processing System except that these sub-systems must be operative
before the operation start message is broadcast. |
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(Figure 10-3)

Time Zon_eé of Systeh Operation

g8 9 10 o 12 13 W 1518 1T

| o1 { L |_ N | i | 1. | C
E 3 ' 7 : X For'wa(at:l‘.eé : _ .
iTransmltfund tran?!er messages A _FE’:;“::::;LS: o

; T : T-e-a-- -E :

! ! E Lo '

E Fund transactionsiahd tund transfers of preceding date ! 4 " Continuablé

; : —— : S B

+ Transmit inquiry rripssages E E . E

:' ; . | ' Transmit automatic
: v Transmit automatic transfer and . 1. transier and |
' , payroll messages in batches 1 " payroll messages
! ' - {Phasel) v i in batches

) a0 : © ! (Phase |}

E Off-iine processing time zone

Operation start and opefétion end would be advanced or postponed by the system
operator. '

(5) Failure management

In principle, even if there is a failure, the new payment system must guarantee the
completion of transactions updating the database files in the Host Computer Sub-
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systems (the Fund-Transfer Processing System, the NBK-Net System and the
internal systems of individual banks) which are entered into the Terminal Sub-
systémé and transmitted to the network system. In the worst case, if some
transactions are incomplete, the system should be able to identify them and prompt
* the Terminal Sub-systém opéi'ators to re-enter the data. |

In order to do so, the system must be able to identify the transaction process in
which a sub-system failed, remove the cause of failure, and recover anomalies in
the system resources including database files. '

There are niany points in the process flow for general fund transfers at which

failures can occur as shown in Figure 10-4. The following discussion provides

conventional knowledge about the séope within which applications systems such as

_t_he Terminal Sub-system, the Fund-Transfer Processing System and the NBK-Net
- System, guarantee complete transactions or recovery.

(Figure 10-4)

' - Fuhd - NBK- : Failure sites
Transter [ @ D

Operation net

System |- :

Message
printer

Terminal .| Terminal
Subsystem Subsystemn
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' Recording rnessages.in on-li_ne joumal-ﬁles :

In order to guarantee the completlon of transact:ons by appllcatlons systems

x such as the Terminal Sub- -system, the Fund-Transfer Processmg System and
the NBK-Net System, the sub-systems mvolved must at least keep records of -

messages they receive. Each sub-system has on-line joumal files to keep

_ records of incoming and outgoing messages to determine whether or not to
~ undertake recovery procedures. : o

~ The basic approaches toward diaghosing the transaction process status and

recovering from failure in each sub-system would be as follows:

(&) Timing for recording messages in on-line journal files

- Incomlng messages would be recorded in an lncommg journal file -
once they are verified '

-Outgoing messages would be recorded in an outgomg journal file
just before they are forwarded '

(b) Diagnosing the transaction process status

The transaction process status in the relevant srrb-system would be
diagnosed using the records in its on-line journal file. When there is a
failure, incoming and outgoing messages will be handled in the
following way:

- Messages not recorded in the incoming journal of the on-line journal
file during a failure, would be diagnosed as "transmission failed"
requiring either re-entry of the message or re-transmission of the |
message from the precedi'ng. sub-system.

~ Messages recorded in the incoming journal but not in the cutgoing |

~ journal of the on-line journal file during a failure, would be.

diagnosed as "transaction in process” and recovery procedures (re-

activation of the same transaction) would be tnggered by the
mcommg joumal ' ‘
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3)

- Messages recorded in the outgoing journal of the on-line journal file

during a failure, would be diagnosed as "transmission complete."

. The system should be able to re-transmit such messages when
subsequent sub-systems demand them,

Updating system resources upon commitment (completion of a transaction)

When there is a failure and a message has been recorded in the incoming
journal but not in the outgoing joumai of the on-line journal file, the
transaction is in process and may have produced anomalies in system
resources such as database files. | |

One way to minimize anomalies in the system resources, is to update system

‘resources upon commitment (completion of a transaction). That is, whereas

a logical demand to ‘update system resources is issued by each sub-system

' -along the transaction process stream, system resources -are physically

updated only after completion of a transaction. This assures transaction
consistency. Today, such a function is often offered by the database
management function of the operating system sofiware. In selecting
operating system software, this function should be taken into account as an
important - criteria, in addition to basic functions such as backward and
forward recovery functions.

Confirmation of the process statuses of individual transactions from
applications systems -

In principle, completion of transactions entered from Terminal Sub-systems
should be guaranteed even if there is a failure in the Host computer sub-

_system or network systems. There are limitations, however, depending on
-the nature of the failure. ' '

Also the new payment system would consist of several independent sub-
systems and the.network system would have a queueing function which
would allocate different priorities dep:en_ding on message types. Thus,

transactions may not be processed in the order of entry which makes it

. extremely difficult for system users to know the process statuses of

individual transactions in sub-systems.
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Thus, .if a failure occurs in the Hdst-.computer sub-system, applications

. systems would need to issue an "inquiry on Remittance/Receipt List" or an

"inquiry on Summary of Remittance and Receipt" to cross-check the data

‘input at a branch and process status ‘at the center aﬂer the system has

recovered from failure and entered stable operatlon

(6) Con_cébi_qf.Security.Man_agement

1)

Scope and level of security measures’

The new payments system in Kyrgyz is a shared computer system with

- external connection, which requires the assurance -of computer security in
terms of operational safety to address various hazards in data input/output

and transmission, including unauthorized access to the system, the browsing

of transmitted or received data, incorrect data input, and data falsification.

Notably, the new payments system consists of various individual systems. In
particular, the fund transfer operation system that handle data processing
related to transfer of funds through the new payments system, and the NBK-

- Net system to manage current deposit accounts at the central bank play an

Note:

essential role in serving public interests, The interruption of their services due -
to system failure would affect operation of the system seriously. Thus, these
systems must be guarded by reinforced security measures, including the
recovery function (software and systems operation) for improved reliability,
and a variety of backup measures including. the . duplexing of system
components such as communication lines, CPUs, and peripherals.

It is important to determine a proper level of actual secunty measures to be
implemented for the entire system. Given the current size of pay_ment
transactions in Kyrgyz (in terms of amounf and the number of transactions)
and its economic and social situations, the SWIFT level of security measures
is apparently overladen from the standpoint of cost impacts. The realistic
solution is, however, to obtain its creditability to the electronic payment
system in Kyrgyz to maintain the minimum- requlred level of sccunty for
sound operation of the new payment system '

The concept of safety to be mainfained by security. n_icasﬁfés__ contams threc elements, a) -
confidentiality, b) integrity), and c) availability. (Picase réfer to "Security Management
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in Annex 12.) Key security measures fo be implemented for the new payments system in
Kyrgyz can be classified into these elements, as shown below.” Note that the items in
“"availability" are described in "(5) - Failure Management", and "Preliminary Design of

Network," and "Preliminary Design of Hardware."

a) - Confidentiality
- = Unauthorized access to the system
- Confiscation of transmitted and received data
b) Integrity ' N
- Unauthorized access to the system
- Falsification of data
- TIncorrect data entry
¢)  Availability _ ' _ _
- 'Improvement of the recovery function
- - Backup measures including the duplexing of individual
- systems and equipment

2) Con_t_erits of security measures

(é) Maintenance of confidentiality ‘on retwork (Encryption of data
transmitted on communication lines)”

To prevent confiscation of data transmitted or received, encryption of
data transmitted on.  communication lines. within the network
- subsystems is widely adopted measures.
Encryption technology has been a subject of research and development
from military-and national security interests from early days, regarded
as effective measures for "data profection.“
~ "Data protection” - consists of two - elements, “protection of
- conﬁdentiality"; and "protection- of integrity." Encryption technology
can serve the both purposes by allowing identification of a person who
can operate conversion procedures between encrypted data and plain
d'ata, thereby to allowing identification' of who has transmitted the
encrypted data, thus warranting integrity of data. :
‘Generally speaking, there are two methods for encryption. The first
method is to use a cipher system that is connected to each terminal for
data encryption and decryption. This obviously requires the purchase
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of additional equipment to result in increése_ hardware costs. Another
method is to create an encryption/decryption program and bundle it
with other applications.running on the system. The second method has

_'an'advantagg in allowing the development cost for type encryption

program to be-absorbed in the entire software development process.
Thus, the report assumes that the two approaches will be evaluated at

~ the product implementation stage by estimating initial and running

costs on the basis further defined system designs.

Verification of data integrity - .

a)

Prevention of unaut_ho_ri'zed use of terminal equipment

The most commonly | adopted method fof pfeservatioﬁ of
integrity of data entry is to testrict terminal operation to an-
authorized person. '

The simplest way to achieve it physically is to make a pro.tec':tion
key, without which a terminal cannot be turned on. However, it’
presents various problems refated to physical control of the key,
including uncertainty and complexity, Instead, a more system-
oriented .sqlutibn, i.é.,_ registration of operator's ID and a
password assigned to him on the system (t'erminal subsystem)
side, which must be checked at each sigﬁ-on entry, is considered

- to be more reliable and thus desirable.

In the terminal subsystem, 3 steps of operation take place before
a fund transfer message -is transit:itt#d to the host computer
subsystem, namely data entry (input), checking of entered data
(verification), and approval of data transmission (authorization}).
From the viewpoint of prevention of unauthorized use of the

‘terminal, therefore, it is important to clearly define the type of

operation authorized to each operator and ID, in particular
assigning different operators for  input/verification  and
authorization. '
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_d)

Verification of authority of person transmitting data

Another eﬂ‘ectwe way to secure mtegrlty of data entry is to

_check if a ﬁ.md ‘transfer message is transmitted to the host

computer su_bsystem upon verification of data integrity by an

. authonzed person. Under this procedure, the terminal operator's

ID and password of a person who has effectuated authorization
(transmission) are inserted.into the transfer message on the

~ terminal subsystem side, which is transmitted to the host
_ computer subsystem (the fund. transfer operation system). The

fund transfer operation system collates the authorized person's
ID and password registered by each bank against those contained
in the message to check integrity of entered data. Note that the
procedure can be combined with "Verification of Data Credibility
by Authen_tieetion Means" discussed below to provide more
reliable verification as to whether particular data of accurate
contents are sent by an authorized person.'

Prevention of Incorrect Data Entry

As discussed earlier, the terminal subsystem executes the three-
step operations consisting of input of fund transfer data,

verification of data ‘contents, and authorization of data

transmission.  The system design giving two verification
opporturlities (at least by a different person for authorization),
rather than input and transmission, can reduce incorrect data

) entry and transmission. '

Verification of Data Credibility by Authentication Means

Data credibility can be checked by verification procedures called
"message authentication." The message authentication process
represents a series of operations executed by a message recipient

" under a security agreement with a message sender to check

mtegnty of the recelved message

~ More precrsely, by using a constant agreed by the transmitter and

 the rectplen_t (authenttcator_key)_ and' a  message, the
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Note:

'aut'hentieation‘ means . (authenticaier result) i s calculated
- aceordmg toa predeterm,lned specific algonthm The recnplent
collates the authent1eator result agalnst the result of ca!culatxon
 from the authenucator key and the recelved message, using the
same aIgonthm i they are matched the received data are
~ deemed ot to contain f'a]s1ﬁed or unmte!llglble data. If not, the .
 received data lack : mtegnty '
" As discussed earher the new payments system does not require
" the SWIFT- level secunty function,  Nevertheless, = by
mcorporatmg a more sunphﬁed and similar function into the
terminal subsystem and the fund transfer system data credibility
" can be venﬁed at apphcatlon levels

: Adopuon of message authenucatlon code (MAC) as the aulhentlcatlon means.

' MAC can be used in pIace of the authenueator result, It consnsls of a cemprcssed and
encrypled st'tlemenl (code) aftached to an un-encrypted mcssagc to assurc integrity of lhe_

" Inessage. o
As mentioned in "Encryption of Data Traesmittcd on Line," encryplion serves two
purposes, "pretcctien of conﬂdehl_i'a!'ity" and "prelecﬁbn of ihleg_'rity." For the purpose of
“profection of integrity,” the_cnerypled-;t_atemehl‘ (code) is not given in ful} iex_t, and it
can be "compressed” by an app.ruprialc method. A primary cxample of "cmnprcssioﬂ" is
to divide the encrypted text into ce.r(ain' length _and_.delcr'mine e.\'elusi\'e-OR for all the -
blocks. [n this case, | 1he' encrypted statement ceases ‘to be meaningless after
"compression” and is treated as a simple "code." | _ ' :
Note that, whlle MAC is a simple code, lt is essenually dlﬂ‘erent from password or ID
No." in the sense that it is “created by compressmg a plain statement. Thus MAC is
considered to offer a relatively high capability fo prntect data integrity." Standard
procedures for creation of MAC are set forth by _In'lerﬁagienal Standardization
Organization (1S0). o |

(¢} Creation and Contiol of the Key by Using A Security System

Under the security measures using encr_yption technology, the identical
"crypt-key" data,‘_k_ept 'se_cr_et, me_s:t be ‘sha'_re:d_ by the sender and the
recipient. Since the new payments system is considered as a N-to-N
network system operated through the fund 't_rens_f'er operation system,

10-5_4



the following issues must be addressed: 1) where the key should be

created; 2) how the created key should be made known to the

recipient; and 3) how secrecy of the key data should be preserved and

maintained. At the same time, the issue of where and how the creation

- of encrypted statement and MAC and message authentication should
_bé made needs to be addressed as d:etermi_nant factors for the above

three issues, from the viewpoint of CPU load, although decisions on

the three issues would lead to solution of the latter. In this connection,
-the following two alternatives are proposed.

- (Alternative 1) The fund transfer operation system maintains and
controls the key for each bank and branch. Under this arrangement,
the fund transfer operation system holds the key for each bank's branch,
which. in -fum_maintains only one key to the fund transfer operation
system, thus offering ease of maintenance. On the other hand, the fund
transfer operation system must bear higher workload as it has to
. recreate encrypted statement and MAC for each branch that receives
" funds after message authentication. |

- Fund Transfer Operation System

Key for branch A: a
Key for branch B: b
Key for branch C: ¢

_ (Alternative 2) Each branch controls the key

* While this arrangement has advantages in diversion of workload from
- the fund transfer operation system and processing efficiency since each
branch holds diﬂ‘ereht keys for all the branches it transacts with, it
presents uncertainties in terms of maintenance and safety when
branches grow in number.
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- Fund Transfer Operation System

Key for branch B
""|Key for branch C

Kéy for branch C
<" [Key for branch C

‘The two alternatives hdve different advantages and disadvantages. In

' light of current situation in Kyrgyz; the system to control the keys at
“one place seems to offer ease of operation. Thus, the fund transfer
operation system for the new payments system: should be designed on

the basis of Alternative 1, with a security system being added in
consideration” to minimization of workload on the fund transfer
operation system and ease of maintaining the key's secrecy. The key
created by the security syst_Em"is notified to each branch by using an IC
card that has excellent confidentiality..

(Conceptual image)

The above discussions and results are summarized into the following
conceptual diagram,
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Fund {ransfer

operation system

- Transaction
| _{ processing system |

- Transaction

{back up)

processing system

o Security .
¢ |isystem
: (Back up)

Access control area

S T >

. Dedicated transfer

IC
Card

mailed to authorized
branch personnel

R/W:ICcard -

reader/writer

.(Principal Funct'ions of M_ajbr Systems)

'é) Security System

- Creation of the crypt- key and wntmg, to the IC cald

system
bank branch .
A —RW .
bank branch .
X —{rew k- g

- Message authentication and - decryption of encrypted code

{(upon reception of fund transfer message)

- Creation of encrypted code and MAC (upon transfer of fund
transfer message)

b)  Dedicated Transfer System
R - Readmg the crypt-key from the IC card (deleted when power
is turned off; not readable without the operator's ID)

- Creation of encrypted code and MAC (upon transmission of
- fund transfer message) ' '

- Message authentication and decryption of encrypted code

(upon reception of fund transfer message)
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¢}’ Message Switching System : :
' - Decryption of encrypted code (upon receptlon of fund transfer
message
- Creation of encrypted code (upon transfer of fund transfer
message

d)  Regional Node System -
’ - Decryption of encrypted code (upon receptlon of fund transfer
message

- Creation of encrypted code (upon transfer of fund transfer
 * message -

(Operatlon of the key's secrecy control).

- The access control area where the security system is mstailed
should be located in a separate room from other systems for ;
ease of strict control access.

- The IC card should be smctly controlled by authorized
personnel at each branch. -

10-21-3 Ouﬂihe of Functions Offered by Individual Systems in Phase i

This section will describe the function offered by individual systems to be developed
in Phase I in terms of the process, important I/O screens and documents, as well as the
contents of major files. |

(1) Terminal Sub-system
1) - Dedicated f"u_nd—transfer system and RCC data-entry service. system
(5) Process outline of main functions

| (Processes from entry of fund-transfer data-up to transmission of fund-
transfer message]

a)  Entering fund-transfer -data including customer-remittance
transactions and fund transactions -

[1] Receive data entered on the basis of a payme'nt order

:10-58



b)

[2]

- Check each input item for its format and consistency

(If an error is found in any item, it would be highlighted to

Bl
NOR

- incoming journal files

o)
18]

[7]

: prompt re-entry.)

- Allocate the system reference number

Record the journal information in the (on-line and off-fine)

R_e_cqrd the input data (fund-transfer message) in the entry
Q _

Record the journal information in the (on-line and off-line)

outgoing jouma] files

Print out the backup copy of input fund-transfer data (a

- hard copy of the input screen)

(1
2]

(3]

(4]

ol

)

ul

Checking, changing and cancelling (verifying) input data

'Diép.fay input data from the entry Q on the screen

Check the input data on the screen and make changes and

“cancellations if necessary

When making changes, check the changed item for format
and consistency with other input data

Record the journal information in the (on-line and off-line)

_ incoming journal files

Replace the input data in the entry Q with changed data, or
add a cancellation flag to the respective input data in the

entry Q

Record the journal information in the (on-line and off-line)
outgoing journal files

Print out the backup copy of fund-transfer data change or
' cancellati_on (a hard copy of the input screen)
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9

Authorizing input data ‘and .transmittin_g the data as a fund-

w
21

B

o

151

(6]

[7]

transfer message
Display input data from the entry Q on the screen

" Record the journal irifqnnation in the (on-line and off-line)

incoming journal files if the input data is authorized and
approved for transmission (if not, cancel the transaction)

Record the - fund-transfer méssage in the transmission
message file and update the transmission management file

Record the input ‘data (fund-transfer message) in the
authorize Q and transmit the fund-transfer message to the
Network Sub-system™ '

Record the ﬁmd-tiran'sfer_message in the sending Q when

‘the Network Sub-system provides notification that it

received the message

Record the journal information in the (on-li.ne and off-line)
outgoing journal files = '

Print out the backup copy of transmission document (a
hard copy of the input screen)

(See Figure 10-5.)
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 (Figure 10-5)
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Note: The above processes are for serial authonmuom’transnussmn prooedures at-cvery mput

data. The authorization/transmission prooedures with the dcmgnatmn of lhc reference

_number range would also be developed.

[Output incoming messages such as fund~tr:.ms_fer' data and

inquiry responses to the message printer]

1]

[

(3]

(4]

5]

The message-receiver task receives a message coming in

: through the Network Sub -system

The message-receiver task determines the type of 1ncommg
message, _updatgs the reception management file, and
stores the message in the incoming message file.

The pﬁnter task which intermittently mohit’ors the
incoming message file, activates after a certain period and -
read the reception management file- and the incbming
message file.

If the printer task finds a new unprinted incoming message
in the incoming message file, it _wbuld edit and output the

‘message to the message printer, and add a flag to the

message in the file to indicate that the m'eésage has 'already

~been printed, and repeats this process until there are no

unprinted messages in the incoming message file.

When the printer task finds no unprinted message in the
incoming message file, it would specify the time when it
would re-activate and enter the wait mode.

[Transmitting a reception-notification message to the bank that
- has transmitted a fund-transfer message]

(1]

(2]

Receive reception-notification data which has been entered
on the basis of a backup copy to be printed out upon
receiving a fund-transfer message ' '

Check each input item for its format and consistency
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(If an error is found in any item, it would be highlighted to
prompt re-entry.)

[3] Record the journal information in the (on-line and offlme)
' mcommg journal files

- {4] Record the input data (reception-notification message) in

the transmission message file and update the transmission
management file

[5] - Transmit the reception-notification message to the’
Network Sub-system

[6] Record the Journal information in the (on-line and off-line)

outgoing journal files

[7] Print the backup copy of transmission document (a hard
copy of the input screen) '

[Transmitting - optional communication messages to all sub-

- - systems (broadcasting function)]

Apart from providing a screen that accepts any communication

message, the processes of the broadcasting function are the same
as those of "I'ransmitting a reception-notification message to the
bank that has transmitted a fund-transfer message."

Important input/output screens and documents

* Important input/output screens and documents for the dedicated fund-
 transfer system and RCC data entry service system are as follows:

Screen for entermg transmlsszon data (or backup copy of the
screen) -- a case of mter—bank customer remittance transaction
(See Figure 10-6). - '
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- '(F'igurc.rlf}-ﬁ) R

~ Screen for Entering Transmission Data

o -C:urreht'date“’
i S : Bank/branch®
Recelving bank/branch®
Service t}.'pe“'. L
20 : frénsac’tﬁon reference number
32 Value date™ _______ (Currency cc.:de-_e) - Amount
50 ; Qrdering client . | | | Accountnumber"’._
52 . Orderin.é'l'a._anklbranchm
57 : Banldbranch .wit_h beneﬁ_cia.ry's account_“’
59 . Benéﬁciary : . : A.ccoun.l number®
72 Remarks
Referenca nu.mber"‘ ___ Time procéssed"’ _____ Operafbr"" '
Note 1; The systc.m would aulomatically'dis;aiay the current date. )

Note 2:
Note 3:'

Note 4:
Note 5:

Note 6:
Note 7:
Nuote 8:

The system would antomatically display the names of the bank and branch.

Input name of reccivihg banks and branches of which transmission data on the network.
Th system automatically displays bank énd _branch names in rccciving memoes. .

The service type such as urgent transfer would be ehlcred in a code.

Input only case of. previous day transaction reference are_handled. If no eniry, the
system would automaticaliy display the date which is the same as the trans.:aciion.
processed, _ | -

Account type is entercd in a code followed by the accouni number.

Input code only case of input reception service is to be done.

Not necessary to input in case of input reception service
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Note 9: Data items for which the system would awiomatically display the information.

'b)  Screen for checking, changing and cancelling input data (or
. backup copy of 'thc'scrc‘cn) _

¢)  Screen for authorizing input data and transmitting fund-transfer
- message for serial processing

The above two screens are not shown because these screens are

essentially the same as the “screen for entering transmission data”
except for the screen titles. ' '

d)  Backup document for incoming message -— a casc of inter—

. bank customer remittance transaction transaction transaction

“This is automatically output to the message printer:

* keepitasa backup for incoming fund-transfer data, and . .
* use it as a payment instruction.

(See Figure 10-7.)
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(Figure 10-7). .

Backup document for an Incoming Message

Current d_at'e. _____. Bank/branch®

Value date —" ' Sem o o Amount ______ s Transaction reference number L
Beneﬁt_:iary

Orden'_né banwbrﬁn=ch ' -. - _ EA_OE’:OUN nﬁmber *

Ordering client

Sending bank/branch

Remarks

Reference number Time processed

Notc I: The names of the bank and branch that actually received the message {for another
bank/branch) under the data item "Bank/branch” ' '

e) Screen for transmitting reception notification ‘message (or
backup copy of the screen) '

This screen is not shown because it is essentially the same as the
"backup document for incoming message" except for the
~screen/document titles. '

f)  Screen for entering communication message

(Please refer to Figure 10-8.)
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(Figure 10-8)

Screen for Entering Communication Message

_ Current date" Sender®

Destinations™

Cormmunication message - -

Time bfocessed"’ : __,Opera_tofﬁ '

Note 1: The_system-ﬁould éul_orhaticgﬂly i_iispiay the currcnt date. _
Note 2: The system would automaticaliy display the names of the bank and branch transmitting
“ the data, or the.narne of the sub-system in which the message is being entered.
Note 3; An operator can specnfy up" to five destinations by entering the bank cbde foilowed by one
o SPaQQ and the braﬁéh code If the destindtion is a sub-system, enter the identity of the
suEsystem. If the message is being transmitted fo all sub-systems, enter "ALL,"
Note 4: In a free format, enter character strings that the system can handle.

Note 5: Data items for which the systém would aulomaliéa]ly display the information.

(c) Descnptlon of major files

) Major ﬁles used in the dedlcated ﬁmd-transfer system and RCC data
entry servnce system are as follows o
' (See Table 10-3.)
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(Table 10-3)

Major files used in the dedicated transfer system and the RCC data entry service s}stém' o

File names

Description

A_phticat_iéhé-

Entry Q

A file used to store entered fund transfer data. Cré'a:tﬂed .
by enitering fund transfer data and used by such-

functions as venﬁcahon authorization and transmission.

Fund transfer
{data entry and
transmission)

Authorizatian '

'A file used to store fund transfer data which have been
verified and authorized for transmlssnon The data in this -

file would be transmitted within a day.

ibid -

Sending Q

| A file used to store fund transfer data which have been

transmitted and confirmed as recewed by the Network
Subsystem, :

ibid

Outgoing message file

A file used to store the details of all messages (e.g. fund -

transfer, inquiry and communication) that the Terminal
Subsystem has transmltted

Common

Transmission manage-
ment file {counter)

A file used to store necessary management data items
(number and amount) by message type and by desti-
nation and for the total of all messages transmltted from

the Termmal Subsystem.

ibid

Incoming message file

Atile used to store the details of all mes's=ages (é' g. fund
transfer, inquiry and communication) that the Termmai
Subsystem has received.

ibid -

Reception management
file (counter}

A file used to store necessary management data items
(number and amount) by message type and by origi-
nator and for the total ot all messages recewed by the
Terminal Subsystem. . . .

ibid

Bank/branch infor-
mation file

A file used to store data on banks and branches. Thisis
a master file used in checking the destination banks and_
branches and origin banks and branches, and in
converting bank and branch codes into bank and branch
names. _

.~ ibid

Calender file

A file that maintains busmess days and other lmporiant
dates

tbid

On-line journal file

A file that maintans data such as incoming and outgoirig'
messages and file update information which is used in. -
recovering system fallures. .

ibid

Oft-line journal file

A file used to store data for each transacuon to create a
variety of return management documents.

ibid
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2)  Operation Day interfaces for fund-transfer applications
.'(a) - Process outline of major functions

[Creating outgoing message file and transmitting messége to the Network
Sub-systems]

[1] Read the fund-transfer message file of Operation Day, convert each
message into the format of the new payment system, and group
multiple messages into an Operation Day interface file for batch

- processing - ' | |

Note: The format of the C}pera'libn Day interface file is as follows:

a) Header record
Each Operation Day interface file has one header record which holds control data such

as the number of message records in the file necessary to forward the file.

b) Message records
Each Operation Day interface file has more than one message records, The format of
one message record is the same as that of the fund-transfer message for the new payment

system. -

Q) Trailei‘ record o _
Each Operation Day interface file has one trailer record indicating the end of the file.
The trailer record also has a check code for sccurity management and a control data
needed to forward the file.

‘[2] Activate the file transfer function between the terminal and Network

Sub-systems and forward the fund-transfer messages as an
‘Operation Day interface file to the Network Sub-system in batches

Note:  Even if an cxisting package software should be used lo'_fo'rward the file; we would offer an

exit routine fpr security chcclq‘ng..
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_ (b) Contents of major files

The major file used by the OpeﬁitionDay interface ﬁ.mcti_o_ri is as follows: |
(See Table 10-4.) '

(Table 10-4)

Major files used by-the Operation D interface function

Flle names -

Description. - .. ..~ | Applications

file

Cperation Day interface | A file used by the Operation Day interface to forward a -

batch file. The interface converts Operation Day

messages into the New Payment System messages, - Operation Day
grouip multiple messages in a batch file to foward it to the | = = interlace
network subsystem. _ '

(2} Host Compﬁter Sub-systems

1) Fund-Transfer Processing System

{(a) Process outline of major functions.

[Fund transfer common functions]

The fund-transfer common functions and their process outlines are as

follows:
a)  Check the contents of inter-bank and intra-bank messages
b)  Update common files such as joumals
c) Demand transm_i:ssic.)n of: bqtgozing messége_s such as ﬁnd—tfansfer
messages to receiving bank branches ' '
d) _.Error handiing:
[1] Receive a message from the Network Sub-system
[2] Check the data items of the meséage for format and consistencies
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"Note 1: When the Fund-Transfer Processing System finds the first error in a message, it would
immediately abort checking and forward an error notification message to the originating
bank/branch through the Network Sub-system.

Note 2. Major check items include:

* System reference number

g
[4]

(5] |

[6]

[7]

[8}

~ The system would check each message for mandatory data items

The. Fund-Transfer Processing System would check each message
for duplications in the number for each headquarters/branch (The
order of reception may not agree with that of transmission from a

- Terminal Sub-system.)

. Formﬁt

The syStem would check each message for its bompliance with the

specified format.

+ Contents

B

format, registration of the bank/branch in the bank/branch file.

Allocate serial message reception number

Record the journal information in the (on-line and off-line) incoming
journal files

Record the received data in the reception message file and update

_'the reception management file

Request processing by the inter-bank settlement function, intra-bank
settlement function or inquiry function depending on the message
type '

Upon completion of processing by other functions, the fund-transfer

- "Processing function regains the control over the message.

If there is any transmission message (e.g., inter-office transmission

of the fund-transfer message within the receiving bank, inquiry

" response and error notification), the system would record it in the -
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transmission message file, _ﬁp_date the transmission ‘management file,

- and request the Network. Sub-system to transmit the message.

Record the journal information in the (on-linie and off-line) outgoing

journal files -

fInter-bank settlement fun.ction]

a 'The inter-bank scttlement functions and thelr process outlines are as

foilows
a) Manage'ac'counting (the number and amount) for inter-bank fund
 transfers including fund transactions :

b} Request transfer between the NBK current deposn accounts for_
inter-bank fund settlement

¢) - Transmit notification of a transfer between the NBK current deposat _
accounts to settle a fund transaction :

[1} Reeeive control from the fund-transfer Processing function

[2] Request a fund transfer between the NBK current deposit accounts

for inter-bank fund settlement due to fund transfer or fund
transaction to the NBK-Net System dependmg on the contents of
the fund-transfer message

- Note: - The settlement function would transmit unchanged inler—bank transfer transaction data to

the NBK-Net System, and receive inter-bank !ransfer transaction data to which the NBK-

Net Syslcm would add information such as the rcsults of fund-transfer and any errers.

(3]

If the NBK-Net System successfully executes its processes, the
inter-bank settlement function would calculate the accounts (number
and amount) at every combination of ‘sending bank/branch and
receiving bank/branch for the infer—ba’nk transfers including fund
transaction, and record the results in the inter-bank seftlement

- management file.

Note:  The calculation would be conducted in the following manner (an cxample of the amounis for

three banks; this also applies {o the number of messages)
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" (See Table 10-5.)

' (Table 10-5)

eception ' ' : ' ' Total
| ota
A A B Byt Bs e C G| yransmission

Transmission

A | - Lo | 2 30

7Y A | 5 5 20 30

B, ' 30 ' | | 10 40

C 20 40 — . 60

o 10 i0 7 27

C 10 g8 15 ' 33

Tolal

recaption 50. 50 ' | 5.0 : 23 27 30 30, 130

Net posi.tion 20 | | 10 _ _ 1 =30

Note: Larger upper-case letters indicate banks and subscript numbers indicate branches of the

. respective banks.
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(4] If ‘the NBK-Net System process in the case of fund transaction, .
: completes normally,. the inter-bank - settlement ﬁ.mctlon ‘would
generate and forward a message to the bank/branch that transrmtted :

the fund-transfer message through the Network Sub-gystem to

inform that the fund has successfully been transferred between NBK ER

current dep0s1t accounts.

5] If the NBK.-Net System process completes abnormally, the inter-

: bank settlement function would forward, according to the_error-‘ﬂ

hotiﬁcation code set in the process results, an error notification

o message to the bank/branch that transmitted the fund-transfer
message through the Network Sub- -system.

[6] Return-control to the fund-transfer common function
[Intra-bank settlement function]

The intra-bank settlement functions and their process outlines would be as
follows: o

a) Manage accounting {the number and amount) for intra-bank fund
transfers : . '
b) Addupall the 1ntra-bank fund transfers in the inter- ofﬁce accounts

[1] Receive control fr’om the fund-transf‘er common function

[2] The intra-bank settlement function would calculate the accounts.
(number and amount) for the intra-bank transfers for each .
combination of transmitting and receiving headquarter/branches, and
record the results in the intra-bank sett_lement management file.

Note: The calculatlon would be conducted in the following manner (an e\ample of the amounts for
four branchcs this also applics to {he number of mcssages)
(Sce Table 10-6,)
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(Table 10-6)

Reception :
o . o Total
Ay Ay A Ay transmission
Transmission ™ ' : o
Ay e 5 4 7 16
As 4 — 2 2 8
Ay 3 6 — 2 11
Ay 6 1 8 — 15
“Total '
reception 13 12 14. 1t 50
Inter-branch : '
position -3 4 3 —4
Npie: ' Ubﬁer—case Ie(tai’s with subséﬁpt_numﬁérs indicate branches of a bank.
[3] Return controf to the fund-transfer common function
Note: * Urgent and ordinary customer remittance lra_nsaction transaction services and urgent fund

* - transaction services which would be offered under the new payment system, require the

- following functions:
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. | Customer rcmiuhnoe transactions

- Urgent services

* Allocate higher priority to {ransfer messages (the nctwork sub-system detects the -
message types and allocated the priority)

*  Notify transxmning banks that the terminals of receiving banks have reoclved their

transfer messages (upon recemng acknowledgements of message reception from thc -

ferminals of receiving banks, the Network Sub~sysiem returns unchanged transfcr
. messages (o the sending banks) : .
= Notify lransmlmng panks that the funds have been deposited in the destmatlon
gcoounts (receiving banks input lhe message that they received the funds .
- Ordinary services
«  Allocate lower priority to transfer messages (mcssage t}pcs are detected in the
Network Sub-system)

. Fund tmnsacuons (urgent service only)
+ Allocate hlghcr priority to transfer mcssages (message Lypcs are delected in the
- Network Sub-system)

*  Notify sending banks that the funds were transferred between NBK cugrent deposit
accounts (Fund-Transfer Processing System g,enerales message 1nfornung, the sending
bank that the transfer has been complcted)

*  Notify transmitting banks that the terminals of receiving banks have rccelvcd their -
transfer messages (upon receiving acknowledgements of message reception from the
terminals of recciving banks, the Network Sub-system returns unchanged - fund-

transfer messages to the sending banks)

[Inquiry-answering and document-return functions]

The inquiry-answering and document-return functions would offer the
following functions. Because individual processes vary greatly among
different functions, they are not outlined here. The formats of major
documents are given, however under (b) "Formats of important
input/output screens and documents" below.

a) - Answer inquiries (which are .divided into inter-and intra-bank

settlements) for Remittance/Receipt List_, providi_ng the sumrﬁary
details, and the total number and total amount of fund transfers for
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b)

~each fund-transfer message going out of and coming into the

inquiring headquarters/branch

Answer inquiries (divided into inter-and intra-bank settlements) for

Summary of Remittance and Receipt, providing the total number
and amount of fund transfers for each fund-transfer message going
out of and coming into each headquarters/branch, and the total
number and amount of fund transfers for all fund-transfer messages

‘going ‘out of and coming into all headquarters/branches of the

inquiring. bank (these - inquiries normally come from bank
headquarters)

Other inquiry-answering functions

Other in‘quiry-.answering functions would provide:

Fund transfer details (The details of a fund-transfer message
inquired of by specifying the system reference number for the
- message)
- Fund transfer process status (The process status of a fund-
transfer message) ' ' '
Bank/branch information (Registered information about other
banks/branches) o

d)  Prepare and send back documents in batches

Documents to be returned should include:

+ Lists of outgoing and incoming fund transfers by
destination/origin (the daily and monthly lists of the total number
and amount of both outgoing and incoming fund transfers for
each major service type)

« Lists of fund transfers by service type (for each bank, the daily
and -monthly lists of the total number, amount and charge for
both outgoihg and incoming fund transfers for each major service
type, and':the gr.owt'htove'r previous year for each iterﬁ)
Transmission errlo‘r_'status list (a monthly list of transmission error
status by causes for each bank) '
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C'aﬁ'y-ovef list (a daily list of fund-transfer details carried over to

the next operating day) _ o
. List of cost asmgnment by bank (monthly and annual lists of cost
| asmgnments to partlclpatmg banks under the new payment
i system) ' : '

_ [System oberation ﬁmct'iéns] o

The system operatxon functlon would prowde the following functions.
Because we have already described the approaches concerning items a), c),.
d), e), and f), we are only describing the process for item b),

a) Forward Summary of Remittance and Receipt to each bank
headquarters upon closing of on- -line communication hours

b) Create transmission files upon closing of on- ine operatlon hours that

are carried over to the next operating day

c} Start up and shut down the system and reject illegal mputs

d) .Secur:ty management functions -

¢) . Registration management for files and databases

f) Failure management such as recovery

Process outline for creating transmission files upon closing of on-line
operation hours that are carried over to the next operating day

[1] For the fu'nd~transfer'messages that are left untransmitted in the
Fund-Transfer Processing System after on-line communication
hours for some reason, move them from the i incoming message file
to the carry-over Q file -

[2] Create a carry-over transmission file after on-line communication
“hours of a day, sorting and editing the carry-over Q file by receiving
bank/branch on a batch basis

[3] Forward, at the start of operatiOn on the next operating day, the
fund-transfer messages carried over from the previous operatmg day
stored | in the carry-over transmlssxon ﬁle
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(b) Formats of important I/O screens and documents

The formats of i'mportah't I/O screens and documents are as follows:

a) Hard copy response to inter-bank fund-transfer inquiries for
Remittance/Receipt List inquiries would be entered at branch offices.

- This service would print out the outgoing and incoming
transmission lists as of the day and time of inquiry for the
inquiring branch. o

» For both outgoing and incoming transmissions, this service

would provide a one-line summary of each transmission by inter-
bank fund transfer (and fund transaction) and add up the number
and amount of fund transfers. :
The response to inquiries for Remittance/Reeipt List would be
printed out at the end of operation for a day. They would then
he'compared with the number and amount of payment orders, the
resuit of which would be reported to the headquarters.

- (See Figure 10-9.)
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(Figure 10-9)

Inquiry on Remittance/Receipt List
~ (inter-bank fund transfer)

Currentdate® - . . .- Baink[branch”.-

List of O_utgoing Messages

Value date _
- .. .Bank with bene- TP PR _
Time Service type ficiary's account®  Branch®" Amount Reference number
_ Number of outgoing messages : i Amount
Total by value date -Number of outgoing messages Amount
Value date
Total by value date Number of outgoing messages | Amount
Totai number of outgoing messages Amount
List of Incoming Messages
Value date _
Time Service type Ordering bank" Branch Amount Reference number
Number of incoming messages Amount
Total by value date Number of incoming messages Amount
Value date
Total by value date * Number of incorming messages Amount
Total number of ihcoming messages Amount
Time processed Operator
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“Note 1: This figure shows a standard format in which fund transfers are printed in the order of
' processing. As an option, they could be sorted by service type and by sending/receiving
bank/branch.
Note 2: The sy'st;:m would automatically print the current date.
Note 3: The system would automatically print the names of the bank and branch entering the data.
Note 4: The systein imuld use abbreviations for sending/receiving banks.
Note 5: The system would print branch codes.

b) Hard copy response to inter-bank . fund-transfer inquiries for
Summary of Remittance and Receipt as a principle, inquiries would
be entered at headquarters. '

This service would print the subtotals of the number amount for
fund transfer for each branch of the inquiring bank by outgoing
or incoming transfer and by inter-bank transfers (and fund
transactions) and add up the number and amount of fund
transfers as of the day and time of inquiry for the inquiring
branch. '

+ The response to inquiries for Summary of Remittance and
| Receipt would be printed out at the end of operation for a day.
They would then be compared with the total number and amount -
of transfers reported by branch.

(See Figure 10-10.)

1081



. (Figure _10‘10) .

Inqulry on Summary of Remlttances and Recepts S

(inter-bank fund transfer)
Currentdate - .= Bank/branch®
Value date _ . -
Number of Amountof Numberof =~ - Amount of

Branch® outgoing messages cutgoing fun_d _Inc'oming messages incoming fund

Total

Total by value date -

Value date

Total by value date
Total :

Time processed Operator

Note 1: The system would automaticall)" print the current date. . _
Note 2: The systemn would automatically print the names of the bank and branch entering the data.
Note 3: The system would use the branch code and abbreviations for sending/receiving banks.
Note 4: the format for Summary of Remittance and Receipt which would be transmitted by the
Fund-Transfer Processing System to bank hmdquaners at the end of operauon (aﬁcr on-line
* communication hours) for a day, is the same as this one.

- 10-82




¢) Hard copy response to intra-bank fund-transfer inquiries for
Remittance/Receipt List inquiries would be entered at branch offices.

- This service would print out the outgoing and incoming
transmission lists as of the day and time of inguiry for the
inquiring branch,

+ For both -outgoing and incoming transmissions, this service
would provide a one-line summary of each transmission by intra-
bank fund transfer and add up the number and amount of fund

© transfers. _ ‘ o
The resp:onse to inquiries for Remittance/Receipt List would be
printed out at the end of operation for a day. They would then
be compafed with the number and amount of payment orders, the
result of which would be reported to the headquarters.

- (See Figure 10-11.)
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(Figure 10-11)

' Inquiry on Remittance/Receipt List

* (intra-bank fund transfer) -

Currentdate® - Bank/branch®

List of Outgoing Messages

Value date .
Time Serﬂfi_ce type Receiving branch®* ' Amouht_ B Reference number
' Number of outgoing messages -Amount
Total by value date Number of outgoing messages - Amount
Value date |
Total by value date Number of outgoing messages Amount
Total number of outgoing messages - Amount
List of Incoming Messages
Value date
Time Service type Sending branch* Amount Reference number
Number of incoming messages Amount
Total by value date Number of incoming messages Amount
Value date '
" Total by value date  Number of incoming messages Amount
Total number of incoming messages Amount
Time processed Operator |
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N Note 1:

Note 2:
Note 3:
Note 4.

This figure sﬁows a standard format in which fund transfers are printed in the order of
processing. As an option, they could be sonc& by service type and by sending/receiving
bank/branch.

The system would éut'orria::t.icaliy brinl the current date.

The system would automaﬁcaliy print the nahes of the bank and branch entering the data.

The system would print both branch codes and names,

d) Hard copy response to intra-bank fund-transfer inquiries for '
Summary of Remittance and Recelpt as a principle, 1nqu1r1es would
be entered at headquarters

This service would print the subtotals of the number amount for

fund transfer for each branch of the inquiring'bank by outgoing

or incoming transfer and by intra-bank transfers (and fund -

transactions) and add up the number and amount of fund:
transfers as of the day and time of inquiry for the inquiring
branch. '

The response to inquiries for Remittance/Receipt List would be
printed out at the end of operation for a day. They would then
be compared with the total number and amount of transfers
reported by branch. '

(See Figure 10-12)
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(Figure 10-12)

Inguiry on Summary of Remittances and Recepts o

(mtra-bank fund transfer)
Currentdate® __ ~  Bank/branch® _
Value date _ _ _ _ _
' Number of Amountof - Numberof - Amount of

Branch®  outgoing messages  outgoing fund mcoming rnessages ~ incoming fund

Total

Total by value date

Value date

Total by vaiue date
Total

Time processed Operator

Note I: The system would automatically print the current dala, _

Note 2 The system would automatically print the names of the bank and branch entering the data.

Nole 3. The system would print both branch codes and names.

Note 4; The format for Summary of Remittance and Receipt which would be transmitted by the
Fund-Transfer Proccssing System to bank headquarters at the end of operation (after on-line

communication hours) for a day, is the same as this one.

For the formats of the following documents are not shown because they
seem to be seif-evident: '

¢}  Notification of NBK current deposi't account transfers
d)  Fund transfer details

{c} Contents of major files |

Major files used in the Fund-Transfer Processmg System are as follows:
(See Table 10-7.)
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(Table 10-7)

Major files used in the Fund-Transfer Operation System

‘File names

{counter)

Fund-Transfer Operation System transmits by message
type and by origin as well as total counts.

Description Appllcations
incoming message file . -| A file used to store the details of all messages {e.g..
: | tund-transters, inquiries and communications) that the Common

Fund-Transfer Operation Syst‘gm receives.

Incoming message A file used to store necessary management data items

management file {e.g., number of messages) for alt messages that the ibid

" (counter). Fund-Transfer Operation System receives by message 1ol

type and by origin as well as total counts.

Outgoing rneséage file { A file used to store the details of all messages (e.g.,
fund-transfers, reception-notification, inquiries and com- ibid
munications) that the Fund-Transfer Operation System ot
transmits.

Outgoing message A file used to store necessary management data itemns

management file {e.g., the number of messages) for all messages that the ibid

Inter-bank settiement _
management file

A file Use_d to store the counts {e.g.. number of
messages and amounts) for inter-bank fund transters by
combination of the sending and recelving

Fund transactions
and other inter-

banks/branches. bank transfers
Intra-bank settlement A file used to store the counts‘(e.g._, number of
messages and amounts) for intra-bank fund transfers by intra-bank

managament file

combifiation of the sending and receiving head-
quarters/branches..

fund transfers

Carry-over Q ile :

- A fite used to store the fund-transfer messages that have

not been transmitted during the on-line operating hours
of a day that the system extracts from the Incoming
message file.

fFund transfers

Carry-over transmission
filtes

Files uséd to store fund-transfer messages from the
carry-over Q file grouped by receiving bank/branch on a

‘batch basis. These files would be used as on-line inputs

for the next operating day.

Fund transfers

‘Serial number index file

Afile used to store data which cross-reter the reference

numbers and the message reception numbers, as well
as record addresses of incoming messages.

Fund transfers

‘Bank/branch infor-
mation file

A file used to store data on banks and branches. This is
a master file used in checking the destination banks and
branches and origin banks and branches,-and in
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(Table 10-7)

~ Flie names " pescription Applications

| Calender file

A file that mamtains busmess days and other mportant

dates. T Cbmff}b:n :

~On-line journal file

1 Afile that maintans data such as incoming and ou;lgcing _
- messages and fils-update information which is used in - ibid
recovermg system failures.. : '

Off-ine journal file

Alfile used to store data for each transaction to createa . _ _
| variety of return management documents o . ibid

Note:

NBK-Net System

(a) Process outlines of major tunctions

- [NBK current deposit account functions] -

NBK current dcposit account functions and their process outlines as

~follows:

a)

b)

Intcrfdcc with current dcposn account lcnmnals (1nput screcns. and
output documents) : '
Interface with the Fund-Transfer Pmccssmg Systcm (fund lransfcr

transaction data input and output)

Check the contents of messages (inputs from current deposit account

-terminals and incoming fund-transfer transachon data)
‘Daily deficit limit management

Update the balances in current deposnt accounts (upon transfcrs, -

' dcposns and w:thdrawais)

Error handling

For items a). b), and ¢), common process would be fully explmted by use of comm(m work

arcas because the data items arc ‘basically the same for current deposit accouni transfem, :

deposits and withdrawals rcgardlm% lhc mpuls are from currcnl deposn accounl terminals or

the Fund-Transfer Prmessmg Syslcm.

(1]

Receive one mcss%c (or tranqacnon data) from a current dcposn
“account terminal or from the Fund- Transfcr Proccssmg Sybtcm .
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[2]  Check the data items in the message (or transaction data) for their
formats and consistencies

Note: When the NBK-Net System finds the first crror in a message, it would immediately abort
' " checking.: If the input is from a current deposit account terminal, the system would then
highlight the erroneous data item on the input screen or display an error message to the
terminal to promp( re-entry. If the input is from the Fund-Transfer Processing System, the
 NBK-Net Sysiein wouid set an error code in the process results for the traﬁsaction data

return them 1o the Fund-Transfer Processing System.

[3] “If the message (or transaction data) requests a transfer or a
- withdrawal from a current deposit account, the system would read
-the current deposit account balance managemerit file, calculate the

" balance after withdrawal from the current deposit account, and
_ check: it with the warning and limit levels in the daily deficit limit
* table.

Noie:  If the deficit exceeds the wamning level bul not the limit level, the sysiem would continue the
process. . If the deficit exceeds the limit, the system would abort the process. In cither cases,

the system would take the following actions to inform the fact to the uscr.

a) - Iftheinput is from a current deposit account terminal;

The system would print a warning on the current deposit account
payment or transfer slip which would be printed out upon
completion of the process.

-b)  Ifthe input is from the Fund-Transfer Processing System:

The system would insert the over-limit code in the results for the
~‘transaction data and return them upon completion of the process.

[4] Allocate -_t'he serial current deposit account transaction number to the
current deposit account in which a fund is deposited or from which
- a fund is withdrawn (both accounts in the case of a transfer)

[51 Record the journal information in the (on—lirr'le-and off-line) incoming
journal files '
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6]

(1

.[8]

 Update the balance of the current deposit account in the current

deposit account balance management file, and add the transaction

_ record to' the current deposit account transaction fite .

.Record the-journal 1nformatlon in the (on-lme and off ime) outgomg- |
E ]oumal ﬂles '

_' Prmt out the current deposnt account payment or transfer slip 1f‘ the
_'mput is from a current deposxt accoum terminal, or add necessary
information to the transaction data and return it if the input is from .
. the Fund~Transfer Processmg System ,

j [Inqunry answermg and document send back functlons]

The inquiry-answering and document send back ﬁmcttons prowde the
- following functions. - The process outlines are not described here. The '

formats of major documents are given, however, under (b) "Formats of
lmportant mput/output screens and documents below.

a)

b)

" Answering mquxrtes on the balances aﬁer each deposrt and

w:thdrawai in current deposit accounts |

Answering inquiries on the balances in current deposit accounts for
individual banks

Other inquiries
Other inquiry-answering functions would provide:

* Answering inquiries on current deposit account information (The
information about individual accounts such as the balance and
reserve is given by specifying the account humber.) ‘ _
Answering inquiries on daily deficit limit status (The information

~ about the daily deficit fiemit 'stat:us for individual accounts is given

.. by specifying the account number. ).

Answering inquiries on reqwred reserves (Gwen by specntymg
the account number) '
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d)  Prepare and send back documents in batches

Retumed documents should include:

. List of daily deficit status (a ménthly list of daily deficit status for
individual current deposit accounts)
List of allocated daily deficit limits (a monthly list that shows the
warning and freezing levels for permissible daily deficits for
individual current deposit accounts) | '

[System Processing functions]

The system operation function would provide the following functions.

The process outlines are not shown here.

a)  Start up and shut down the system and reject illegal inputs

'b) Registration management for files and databases

¢) - Failure management such as recovery
Formats of important input/output screens and documents

The formats of important input/output screens and documents for the
NBK-Net System are as follows:

a) Input screen format for current deposit' account transfers (entered
from the NBK current deposit account terminals)

(See Figure 10-13.)
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(Figure 10-13)

Screen for Entering NBK Current Deposit Account Transfer Data

. Currentdate™ - Section® . . N _+ Terminal number™

Value date® © Amount _ “Tranisaction type®™

Bank requesting the fund transfer®

m

Bank receiving the transferred fund®-

i7

Remarks

Time processed™ _ Operator®

b)  Print-out format for current deposit account transfers (printed out
by the NBK current deposit account printers)

(See Fiure 10-14.)
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{Figurc 10-14)

NBK Current Dep_oéit Account Trausfer Slip

Current date _ Section : Terminal number

Vaiue date  _ : Amount Transaction type®

Bank.requesting the fund transfer

Current deposit account " Balance

transacfion number® Account No ™ . after transfer™

Current deposit account Balance

transaction number™ -+ AccountNo."™ | . after transfer'® _
Remarks

Time processed Operator

Note l The system would automatically print the current date
. Note 2: the name of the section entering the data
“Note 3 the number of the terminal enfering the data and -
"Note 4: The value date is entered oniy ‘when the fund transfer is reserved for a future date. 11 there
~ isnoentry, the system would automatically print the current date as the value date.
Note 5: The transaction 1ype (the purpose of the transfer transaction) would be entered in 4 code.
. Note 6: The transferring: and ‘receiving banks/branches would be entered using the NBK user
“(bank/branch ) registration codes.
. Note7: The attributes of transferring and receiving banks/branches could be entered in a free
O fermat | | o
" Note 8: Data items for which the sysicm would automatic&l}y print the information.
‘Note 9: Transaction type would be enlercd'us:ir_lg a code and the system would print the registercd
R code name. o | R
Note 10: .Thc-s'ysl'em:w'ou]d. automaticatly allocate serial current deposit account transaction

* numbers for both depositing and';v'fithdrawi'ng accounts.
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Note 11:
Note 12:.

Note:

~The number of the current deposit accounts maintained by banks in the NBK. -

The balances in the deposiling and withdrawing accounts afier transfer.

The formats for items c), d), c) and f) below are not given bccauSc they

are the ; same as either the mput screen format for current deposit account

transfers (screen) or the print—out format for current deposit account
- transfers (print-out): '

c) Input screen format for current d’cpos’it aCC.Ount‘dcp()sitS (scrccn)

d) Print-out format for current deposit account dcposn SllpS (print-
out)

¢} Input screen format for current dcposn account w;thdrawals
- (screen)

f)  Print-out format fer current deposnt account w1thdrawal shps
(prmtnout)

Also, for the input screens and documents used 1o cancel and correct the

: cntry for the transfers, deposits and wrthdrawals the same format of
either the input screen format for current deposit account transfcrs or the
print-out format for current deposit account transfers is used.

Users cannot cancel or correct the transactions that have already been transferred, deposited
or withdrawn. Cancellation and correction are. possible only -with reserved transactions
which are not updated although users-can cancel or correct executed transactions by making

a reverse (ransaclion.

g)  Answecring inquiries on the balances in current deposit accounts for
individual banks |

* Asa prmcrplc inquiries would be cntcrcd at NBK hcadquarlcrs
and branches . .

* This service would prmt the preceding days balancc 1n the

 current dcposnt account of a bank, and the changes thereafter

and current balance by transaction typc in the account due to
transactions durmg the pcnod (Scc Flgurc 10-15. )
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(Figure 10-15)

Inquiry on the Balance of
Current Deposit Accounts by Bank

Curr_ent dater Section- . " Terminal number

Balance at the end of

Bank AccountNo. " the preceding day
Transaction Number of Amounts of N'umber of Amounts of
type withdrawals withdrawals deposits ~deposits

Total for the bank

Current balance

Balance at the end of

Bank ' Account No. . the preceding day
Transaction Number of Amounts of Number of Amounts of
type withdrawals withdrawals deposits deposits

— ee—— e—

Total for the bank

Current balance

. © Total .

Time processed ..~ - Operator
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h)  Answering inquiries on thie balances after each deposit and
- withdrawal in current deposit accounts (document)

» In principle, 'inquil‘ies are éntered at ‘the headquartei‘s of
commercial banks. :

- This function would print out the precedmg day's balance in the
current deposit account of a bank in the NBK and the changes
thereafter as well as the current balance by transaction type.

(See Flgure 10 16.) Ve
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(Figure 10-16)

o Inguiry on Post-Settlement Balance of a Current Déposit Account

Curentdate®™ ___ Bank/branch®
Balance at the end of
Account No, the preceding day
Transaction typs
Correspondent Number of Amounts of ' Number of Amounts of
- bank™ ~ withdrawals withdrawals © deposits deposits
“Total
Tr_ansactio’n type '
Correspondent Number of ~ Amounts of -~ Numberof Amounts of
bank® - withdrawals " withdrawals . deposits deposits
Tolal :
Current balance
“Time prodessed Operator

Note 1: The system would automatically print the current date.

‘Note 2: The system would automatically print the names of the bank/branch entering the data.
Note 3: The system would usé both the bank code and name.
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(c) Contents of major files

The major ﬁles that the NBK~Net Systern would use. are as foilows
(See Table 10-8.) ' o

(Table 10-8)

* Major files used by the NBK:Net System

| Applications

File names Description

Current dep_os‘rf account | A file used to store management data ftems such as the _ o

balance management | balance at the end of the preceding day, and the Current deposit

file numbers and amounts of deposits and withdrawais, by - account -
current deposit account and by date. :

Current deposit account | A file used to store the details of transachons in current -

transaction detall files . | deposit accounts by date. ibid

Dally deficit imit man- | A file used to store the daily deficit warning levels and

-agement file fimits alocated to the current deposit accounts of c
individual banks, The system would read this file at the ibid
start of operation and keeps the data in its main rnemory :
dunng operatlon as a daily deficit Ilmlt table o iook up.

Serial number index file | A file used to store data which cross-refer the reference o .

" | numbers and the current deposit account transaction . Fund transfers
number, as well as record addresses of checking und rans
account transaction detall files. '

Bank/branch infor- A file used to store data on banks and branches. This is
mation file a master file used in checking the destination banks and _
branches and origin banks and branches, and in " Common
converting bank and branch codes into bank and branch
names. B
Calender file A file that maintains business days and other lmportant .
: dates. : " ibid
On-line journal file A file that maintans data such as incoming and outgoing
messages and file-update mforrnahon which is used in ibid
recovering system tailures. S -
Cti-line journal file | A file used to store data for each transaction to create a L
A variety of return management documents. ibid
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(2)  Other functions to be developed

1)  Payroll service function (gross settlement)

" (a) Process outline of major functions

(b}

The payroll service (gross settlement) would be offered as an extension of
the RCC data entry service. system and the outline of the processes
undertaken at regional clearing centers are as follows:

_ N

b)

[

- [2]

;3]

._[4].__

..Rea:_d payroll data 'stbred in floppy discs. and create. fund-transfer

(payroll) messages
Transmit fund-transfer (payroll) messages

Receive payroll data stored in floppy discs from corporate

customers through commercial banks/branches

- Read in payroll data from floppy discs, convert them into fund-
- transfer {payroll) messages, and create payroll distribution files in a
~ batch process ' -

The R_CC data entry. service system which would be connected on-

line to the new payment system would read the payroll distribution
files and forward them through the Network Sub-system to the
Fund-Transfer Processing System during on-line operation hours

The subsequent processes would be the same as those for normal
fund-transfer messages (immediate. gross settlement for inter-bank
settlements)

Contents of major files

- The major file used by the payroll service function would be:

(See Table 10-9.)
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(Table 10-9)

Major fite used by the payroll service funétio_n

Flle narnes

Descrlptlon

Applications

Payrolt data d|stnbutlon
files .

Files used by the payroll service function to store the
fund-transter messages converted from the payroll data

_collected from business and other organizations. The .

RCC Entry Service Systems of regional clearing centers
would read the file and forward the fund-transier {payroll)

messages to the Fund-Trans!er Operation System.

Payroll sérvice

2)

Automatic transfer service functions (gross settlement)

(a).. Process outline of major functions

As in the case of payroll service functions, the automatic transfer service
would be offered as an extension of the RCC data eéntry service system.

The process outline is not given here because Phase | would not offer

backward processing and the processes undertaken at regional clearing

centers would be the same as the payroll service functions.

2)

b)

transfer (automatic transfer) messages

Transmit fund-transfer (automatic transfer) messages

(b) Contents of major files . -

The automatic transfer service would use the following file:

(See Table 10-10.)
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(Table 10-10)

Major file used by the automatic transfer function

File names - Description . Applications

Automatic transfer data | Files used by the automatic transfer function to store the
distribution files fund-transfer messages converied from the automatic

= transter data collected from business and other organi-
| zations. The RCC Entry Service Systems of regional
.| ‘clearing centers would read the file and forward the
fund-transter (automatic transfer) messages to the
Fund-Transfer Operation Systern,

Automatic transfer

10-2-1-4 Outlines of Functions to Be Developed in Phase Il

Almost all basic function used in the new payment system would have been developed
in Phase I and all new'ﬁinCtidns to be developed in Phase II are expansions of those
developed in Phase I This section will review the outline of newly added functions in Phase
IT without mentioning the processes of individual functions,

(1) Linking Remittances and Deposits
) Linki_hg remittances and deposits means that:

a)  the system confirms the balance in the deposit account specified for
payment by the remitting customer and the specified amount is deducted
from the customer's account only if there is sufficient balance in the
“account, and

'b) déposit the émount of the funds to the destination deposit account of the
 receiver upon receiving the transfer message.

2)  Outline of developments -

New developments needed to provide these functions are as follows:

‘(@)  Ifabank keeps a central deposit ledger in its internal system:

" ‘a) the new payment system would transmit fund-transfer messages to
banks' internal systems to have them check the balance in the
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(b).

2

specnﬁed accounts and wnhdraw specrﬁed amount of ﬁmds ﬁ'om the
accounts

the system would transmxt fund transfer messages to banks mtemal

" systems to have them deposrt the specrﬁed amount of funds in the

speclﬁed accounts

'The above two functions are oﬂ‘ered by the Network Sub- systems by _

registering message routes’ to pass’ the fund-transfer messages to banks'

‘internal systems. - -

If a bank maintains deposit operations ‘on Opératioh_ Day (i.e. if the
dedicated fund-transfer system can share the b_apk's_ d_eppsﬁt_ ledger):

3

b)

. The dedicated traﬁsfér system would share the Operation. Day

deposrt ledger to conﬁrm balances with the deposrt ledger when it
issues transfer messages (if the balance is insufficient to execute the.
transfer, the system would abort the process and conduct error
processing), and '

In a similar manner, thc, system would update the Operatron Day-
deposit ledger when it receives transfer messages.

(2) Connecting Bank Computers to the Network

1)

Outline of functions

In order to cross transfer funds between banks that operate_on- their. own
internal system (self-sufﬁcient for intra-bank settlements) and those that rely on

the new payment system, the new system would connect bank computers to the
network usm& the following two processes:

a)

b)

When banks that rely on the new payment system transfer funds to those
that rely on their own systems, this function would transmit fund-transfer
messages to those using internal systems.

When banks that rely on their own systems transfer funds to those that
rely on the new payment system, this function would pass the fund-
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transfer messages from 'those using internal systems to the new payment

system.
2)  Outline of developments
a)  Setting up (registering) routes to pass fund-transfer messages to internal
' - systems of banks (offered by the Network Sub-systems)
(See Figure 10-17.)
(Figure 10-17)
- New. Payment SyStem
““““““““““““““““““““““““““““““ Internal
' Dcdlcatedl | Network : 'Fund Transfer: | Network ! -~~~ | Progcessing
| Transfer |C% Subsystem{“ Operation = £} Subsystcm */ Systems of
S Systcm [ v 1 System = | Individual
bt bommem e e e b e ! Banks
b) Setting up (registering)_ routes to receive fund-transfer messages from

internal systems of banks {(offered by the Network Sub-systems)

(See Figure 10-18.)

(Figure 10-18)

Intcmal R |

Processing ~ ., Network '
Systems of i »): Subsystcm o
Individual |* !

!

——— New Payment Systcm

Fund Transfcrn
Operation
ystem .

| Nch\ork | 1 Dedicated |
% Subsystem [ Transfer |
! .1 System

Banks
3) CD/ATM Sewices {Central Netting Process)

)

Outline of functions

CD/ATM ser_\_ficeé. would provide the following functions:

)
' " from any CD/ATM in any branch

)

Intra-office, intra-bank and inter-bank deposit and withdrawal services

_Inter-bahk debits and cred_its produced by CD/ATM services wouid be

“settled by transferring the - total balance through the Fund-Transfer
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" Processing System between the current deposit accounts maintained by

the relevant banks in the NBK _aﬁéf calcuiating th_é-nét positions among

banks after on-line operation hours of the day.

2) Outlihe of dévelopments

Apaﬂ from intra-office deposits and withdrawals, these ﬁ.mctlons are offered

through the Network Sub-system

Especially for inter-bank transfers, the Network Sub-sys’tem would need to offer

the following functions depending on the nature of their banking systems (i.e.

- banks' own internal systems or the Operation Day. system):

a) Ability of the 'Netw‘ork'Sub-sys'tém‘ to access the computers of banks

b)  Setting up (registeriﬁg) routes to pass fund-transfer niessages to the Fund-

Transfer .Processir_lg System, banks' internal Systems, and Terminal Sub- -

' Systems

(See Figure 10-19.)

(Figure 10-19)

(NBK -Net - J

R -
. I:_O_pcl'alio“D‘ﬁﬂ : : T [Opcratton Day!

! g Y ,,,V.W.*f*i‘ f \
]
v | Fund-Transfer ,\/
‘s QOperation N
ystem _
JR— 1,5\7. O,
Internal | ! /1 AN Internat
T Processing P ! \ "4 Processing
{,PCP‘?S“ Systemsof | - Systems of fn
Terminals | Individual _ | Individual
' - Banks B N ' ‘Banks

o

Deposit
Tcn‘ninalAsj

For both functions, deposnt and mthdrawal semces wnll be provnded by banks'

own internal systems or Operatlon Day

The following is an outline of applications systems to.be _d_évcloped:

10-104



(a) Functional expansion of the Fund~Transfer Processing System

_é)

b)

9

Ca]cu'l.ating net positions of debits and credits among banks by the

type of deposit/withdrawal messages for inter-bank deposits and

withdrawa_ls

‘Requesting fund transfers arnbng the NBK current deposit accounts

according_ to the total balance of the net positions after on-line

-communications of the day

Calculating the number and amounts of inter—office and inter—bank
: depo_sits and withdrawal_s

_ Créatc and return documents (account data) in batches

(b) Functional expansion of the NBK-Net System

a)

b)

Transferring the funds between NBK current deposit accounts
according to the total balance of inter-bank net positions in

response to a request from the Fund-Transfer Processing System

Create and return documents (account data) in baches

(4) . Account Information Service

D

2

QOutline of functions

The new payment system's network system would provide account information

service in which the dedicated transfer system of a bank office could forward

such account data as office balances to the internal system or other offices

~ (specifically 1o the dedicated transfer system of the other offices) of the bank.

Outline of dcvélopments

This service would be offered using the broadcast function of the dedicated

transt'ér system. The Network Sub-system would need new message routes to

. pass transmission messages such as account information to the Fund-Transfer

Processing System and banks' internal systems.
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The following is an outline of 'appliéations systems to be developed:
~(a) Functional expansion of the dedicated fund-transfer 'syStcm
- -a) . Provide screen interface for entering account and other data
The system would provide a screen infcrfacc for entering data in a
frec format because the contents and formats of messages that users
- need to transmit vary greatly.among ' different banks (individual
banks must establish their'own.rules_ on the contents of messages
and use of formats) - '
| b)  Functional expansion of the Fund-Transfer Processing System
"+ Typing fund-transfer messages such as account information
(5) Transfer Service for Fofeign Exchange Som~Clearing Mésségés |
Ry Outlinc'of,func.ti(')ns

‘Message transmission service to settle soms in foreign exchange is a service
offered by the Network Sub-system of the new payment system to transmit-
foreign exchange . settlement 't'ncssagcs from _the dedicated fund-transfer
systems to their internal systems or fo the dedicated fund—transfer systems of
other banks/branches. '

~This service would also support a formatted input screen and remittance
processing as well as check, correct, authorize and transmit input data.

2)  Outline of developments
(a) Functional c.xpansi-on of the dedicatcdfund—-t_rans'fcr system
a)  Enter data for foreign exchange é%ttkmept_ of .soz'ns
b) Check, chang?: and canccl iﬁput data | |

| <) Authofiz_c ihput dat.a a‘nd. tr#n_sﬁﬁt them ih:.ll'lc:f_(')nn _of fnes_sagcé
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(b) Functional expansion of the Fund-Transfer Processing System

©

-a)  Request fund transfers among the NBK current deposit accounts by

typing the Som settlement messages

b)  Create and return documents (account data) in batches

Functional expansion of the NBK-Net System

a) - Execute fund transfers among the NBK current deposit accounts by
typing the Som settlement messages

- b)  Create and return documents (account data) in batches

In addition, this service would require that routes be set up -
(registered) to pass foreign exchange settlement messages to the
Fund~Transfer Processing System, banks' internal systems.

(6) Functional Expansion of Péyroll_ Service (process after on-line operation hours of a

o day)

1)

Outline of functions

@)

b)

' _.In Phase 11, a full scale service would be needed to accommodate a large
- quantity of data for p_ayfoll._servibc. The following service will replace the one
offered in Phase I, '

Exchange data among banks/_bﬁmchcs in a region at the regional clearing

«center level if possible,

Calculate the net positions by bank for all payroll data brought into the
RCC : - .

Forward. fund-transfer messages to :thc. Fund-Transfer Processing

System at the communication center for inter—regional fund transfers

(unlike normal bank-transfer operations, immediate gross settiement will

- -not be used. The system only transmits fund-transfer messages.)

Transmit fund-transfer messages to- the Fund-Transfer Processing

System to transfer net positions and settle the results of netting
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2)

a)

o

Outline of developments
.- (a) Functional expansion of the RCC data entry service sys_tcm'

Fioﬁpy dlSC exchaﬁgé fﬁnétion _

Cdlculdtc thc micr—bank net posmons among banks by value date
(for all payroll data)

: TranSmlt fund-transfer messages 10 the Fund-Transfcr Processing

System to transfcr net posmons

Forward mter—rcgnonal fund—transfer data to the Fund—Transfcr
Proccssmg sttcrn

Prcparc and return documents in batches.

(b) Functional cxpans.ic'm of the Fund-Transfer Proéching System

a)

b)

Add fund-transfer messages to carry—over Q file for processing

after on-line operation hours

Prepare and return documnents in batches

In addition 1o the above, the network sub-system would need to sct up

(register) a message route to transfer to 'rccciving b_a'nks a new type of
fund-transfer message that transfers messages but docs not perform
immediate gross settlement. '

(7) Expanding Automatic Transfer Service (processing after on-line operation hours and
backward processing) -

1)

QOuthine of functions

As in the case of payroll service, a full scale service wouid bc offered in Phase
II. The prleiC services are as follows ' '

a)  Exchange automatic transfer data brought into the RCC if they are
~ exchangeable within a region.
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2)

b)

Calculate net positions by bank for all automatic transfer data brought
into the RCC (netting service ) '

Forward automatic transfer data to the Fund~Transfer Processing System
at the communication center affer creating. backward fund-transfer
messages for inter-region transfers. (This is a backward transfer service
for inter-regional fund-transfer data:- This represents a new message

type which transmits fund-transfer messages to receiving banks but does
‘not use immediate gross settlement.)

Forward fund-transfer messages to the Fund-Transfer Processing
System to transfer net positions and settle the results of netting,

Outline of developments

@)

(b)

Functional t".tx'pansion= of the RCC data entry service
a)  Floppy disc exchange function

b)  Calculate net positioﬁs among banks by value date (for all
automatic transfer data)

¢)  Transmit fund-transfer messages to the Fund-Transfer Processing
 System to transfer net positions '

d) Forward inter-regional fund-transfer data to the Fund-Transfer
Processing System

¢)  Prepare and retun documents in batches
Functional expansion of the Fund-Transfer Processing System

a)  Add fund-transfer messages to carry-over Q file for processing
* after on—line operation hours

b)  Prepare and return documents in batches

In addition to the above, the network sub-system would need to set up

- {register) a message route to transfer to-receiving banks a new type of the
- fund-transfer message that transfers messages but does not perform
_immediate gross scttlement,
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10-2:2 Preliminary Design of the Network System
In'the present bh’apter we shall examine the overail functions ‘of the network systems
which are to make up the electronic payment system. -

10-2-2-1  Functions of the Network System

The systems of the overall network which are cqnc_:émed here are the regional node
systems to be introduced in each of the regional areas concerned together with the message
switching system which is to be set up at the center of the system. The basic functions of
these systems are as followé; : '

- the'provision of communication channels linking the systems of the settlement center
and the head branches of the commercial banks. _ '

- reception of messages from the sub-systems of the network

- inspection of messages_'(principaily of the header-'sectidns) :

- cumulative exchange (switching) of the messages received

- status control of messages being exchanged - '

- response to inquiries and request for information

In order to permit the operation of the basic functions outlined above to be
implemented the following auxiliary functions will be needed;

- approval and supervision of terminals and user access

- management of messages according to category

- coding of the messages being transmitted

- supervision of systems and devices which are linked to the network

10-2-2-2 Data Handled by the Network System
(1) Categories of Data being handled

The data being handied by the sub-systems of the network are the messages which
originate and are transmitted within the subsystems of the network. The messages can
be divided into administrative messages originating in the ‘application systems and
instructional operative messagés originating from outside of the application system.
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The administrative messages are defined by the application system itself and these are

omitted here. In the follownng we have listed the vanetles of mstructlonal operative

messages which will arise.

- ‘messages of irregular data (the message header section)

- messages regarding the state of systems operations
- messages between operators . '

- messages in connection with nohﬁca!lon of a malfunctioning of a devxce or a
systems disorder

- command messages between systems sent due to operation commands received
from an operator at a distance

‘Data Formats

(A) Message Formats

(B)

Please refer to 10-2-1-2,
File Format

Tt will probabiy prove difticult for many regional branches to be permanently on
line with the settlement network system because of limits in terms of equipment
and the situation for communications channels. Therefore the regional branches
will need to temporarily store data in their terminal systems and send or receive
messages in blocks. Transmission of such blocked data will use the file as the
basic transfer unit so that forwarding methods will be calied file forwarding,

For such files it will be possible to insert several messages in the body section
and this will be enveloped by the file header and file trailer scctions. The
following diagram illustrates a file format.

File header (one per file) | Start marker - Sender Terminal ID Securily code

Dale created . Time created  File tength No of messages

Filebody . _ : (Message records) -

l(plural bodies acceptable) Meésage header - Message body .~ Message -trailer
- {File trailer (one per file) | Authentication code End marker -
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10-2-2-3. Outline of Individual Functions -
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Provision of Transmission Routes between the_Ten’nin?l_ Spbsysiem :p.o:i_.r_l_ts and the
Host Subsystems ' |

During operational hours the neétwork systems will noﬁnaily be linked with each other
(please refer to the section on network topology). The regional node system will be-

responsible for messages with the terminal subsystems while the message switching

system (hére@ﬁet referred to as MSS) will be in charge of rﬁcSSages with the host

' subsystems.

The transmission routes between the individual subsystems will be as foliows;

Regional node Dedicated terminal subsystems Public or téleérapih‘ lines
subsystem Operation day interface subsystems [{(ditto) .

RCC substitution input subsystems |LAN

Messagé switching|Regional node systems other than |Leased line or long distance
System (MSS) - |Bishkek transmission service -
Regional node systems in Bishkek |LAN bridge -

[Message switching Fund—t'rans'tbr_ processing system LAN bridge

system (MSS) - [Host system ot commercial banks Leased lines

’fhc RCC Sl.lbslilulion input s_vétcm lis' a.client sfstmn_ of the Regional 1_mdc sysicms and will
be installed in the same building. . _ o " : |

The MSS and the Bishkek regional node system are 1o be installed in the same building in
Bishikek. : 7 _ | _ o B _
The linking of the MSS and commerciat bank host syst'cr.n is to bea CPU link in response 1o

requests made by the commercial banks themselves.

Receipt of Messages from the Sub—sjstems

The subsystems of the network will receive messages from the other 's_ubsystems to

which they have been linked.  However in the case of the regional node’ subsystems_'
which carry out file forwarding operations with terminal subsystems the bbdy of the -
received file will be broken down into its individual component :me_ssage's. The

received messages will immediately be stored into the log file of the system in the

form of transmission records. The messages will then be placed in order of receipt

and held on waiting for processing in accordance with the steps outlined below. _
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Message Validation |

In order to clrcumvent any problems such as falsrﬁcatlon/alteratron incorrect network

" connections, message deformatlon dunng transfer etc. m the case of the MSS and
regional node systems. it is essential to carry out an mspectron of the validity of the

messages received. The following inspection items are to be implemented prmcrpally
with regard to the header section of the message.

- Terminal inspeotion to confirm that the regiéteréd terminal is concerned

- Serial number at the terminal to ensure that the figure is larger than the last serial
figure of the previous day '

- Message 1dent|ﬁcatron to confirm that the recorded message category corresponds

"~ Message priority to ensure that tolerated parameters are observed

- Message length to confirm that the message matches actual message length
- Addressee to confirm that the sender is the registered body or user

- Originator to confirm that the originator is the registered body or user to ensure

that the originator has the right to use the terminal concerned.
- Date of creation at the terminal to ensure that this is prior to the present day of
inspection’ :

If any irregularity is found among the above items then the handling subsystem will
produce notification ofirregular data and send this to the originator, However in the
case of identification of irregolarity of an originator or identification of a security risk
then the notification of irregularity will be sent to the MSS operator.

'Store and Forward' Received Messages

In general terms, this sort of_netrNork is risky in comparison to a computer system. It

. is possible that a computer systent will not be able to send out the messages which are

produced one after another. | Also in cases where the speed of message dispatch

_differs from the speed with whu,h messages are received there may arise a situation

where messages cannot be sent as fast as they are received . In such cases the line of
messages waiting to be dispatched will lengthen and this can be a hindrance to system
operatmg However with the system concerned here messages waiting for dispatch

are placed ona wamng hst accordmg to precedence and are recorded in the auxiliary
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- = Message identification

back up memory so that the system is unburdened and the danger of the subsystems
and network falling into a state of data lock is crrcumvented

Further even if the forwarding funcnon is temporanly lost or lmpalred the data
awaxtmg transmission would be stored in the system and once transmlssmn functions

were made operatmnal agam then forwardmg would proceed f‘rom the next message

in the waltmg line.
Status Control of Messages being Exchanged” |

The status of messages being exchanged is rec'orded on the MSS or the regional node
system. In particular, attention is given to recording of status control in the case of
messages treating settlement processing in the remittance systems, and messages sent
out from the MSS to the branches after settlement: processing is completed. These
records are stored in the log file with the following details.

Application identification “'Inter-bank:payment'

| 'Intra-bank payment". -
. _ ete. '

- Terminal identification - { As received )
- Serial number at the terminal (As received )

{ As received )

. 'Messag_e length ( As received )
- Addressce { Asreceived )
- Originator ( Asreceived )

- Date of creation (at the terminal)  ( As received )

- Status of message 'Waiting for transmission'
"Transmitted to MSS'

_ 'Under settlement"
'Delivered to Regiona! Node System"
'‘Delivered to the addressee’

- 'Received-from' terminal/system

Date of logging
Time of logging
'Sent-to' terininal/system

Devi'ee at where the message was réceived
System date ' .
System time

Device to where the message was sent
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This log book data together with the terminal ID and its serial number is used as a
unique key for message tracing when there are network malfunctionings or for
reference purposes.

Reply to inquiries

In the network system pbstulated here the regional node system receives the message
reference with the terminal identification and serial number of the terminal from which
it originates as determined in the network. This message is then broadcast within the
netwbrk_ to either the MSS or to the regional node system.

The system which receives the reference message requires the message to show its

status credentials which are compared with the data contained in the log of the
receiving system. The details of status credential display are as follows;

{Figure 10-20)

- Message header - : To be determined in later stage
- Message id. of ih.quiry : . As received

- Terminal identification =~ Asreceived

- Serial number at the terminal As received _

- Indication of reply -~ (To indicate the start of reply)
- Message _idcntiﬂcatio'n' o - As on'the log

- Message length N As on the log

- Addressee - S As on the log

- Originator S As on the log
- ‘Date of creation . * Asonthelog

- Status of message - As on the log

- 'Received-from' terminal/system As on the log

- Date of logging | As on the log

- Time of logging As on the log

- 'Sent-to' terminal/system " Asonthe log

- Message trailor : _ To'. be determined in later stage

The party carrying out the inquiry will make an overall evaluation of the above inquiry
iterns which will enable the party to postulate the present state of the message being
considered. It is possible for terminal systems to be equipped so as to enable these to
carry out automatic evaluation of the immediate situation but it will need to be
decided at a later stage whether such programming provisions are necessary or not.
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Approval and Supemsnon of Temunal and User Access :

For secunty purposes it will be necessary to reglster and supcmse the temmna] points
to be linked to the systems of the network. The users of these terminals will also need
to be registered and supervised for the same reasons (please refer to the later section -

- on data structures)

- A unique ID is to be accorded to ‘each terminal and this must be 1ndu:ated when
editing the message header ' _ SR :

- The branches of the ccmmerclal banks whlch are thc main users will also be given
unique branch 1D num_bers.whlch_ must be mdlcated when editing the- messag_e

. header R : _ .

- Each individual branch ID must mdlcatc the termmal IDs whlch can be used under
its authority ' :

- the network systems will carry out a check on thc above points when it receives a
message in order to confirm the acceptability of messages

- If the above confirmation inspection reveals any irregularity or inconsistency the
'mcssage concerned will be treated as an error and: a notification of irregularity
(error) be sent either to the system operator or to the MSS ‘operator. No
notification of error will be sent to the ongmator of the message

Supervision of Transmitted Messages by Category

As with the terminals and users the messages themselves will need to be'_ma'nagcd and
supervised according to their category and status. The main reasons for such
supervision are as follows; '

- to stop the infiltration or entry of unauthorized messages

- to clarify systems operations and render these open to scrutiny by recordmg data
on the handling of messages

- to make it easier to add to a message or change the handlmg operatlons for a given
message type

- since processmg methods will result in the storage of data and not of programs the
maintenance burden on the system can be reduced

- The supervision to be carried are as follows;
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: subsystems authonzed to originate messages

subsystems in charge of final processing of the transaction data on the messages
(the message body)

checking whether there are any notifications or messages from the data processing
systems

methods of producing and transmitting nonﬁcation

the addressees of produced messages

whether there is a message confirming receipt from the receiver
whether reporting of ‘completion of transmission is ne_c_essary' _

Encoding/Decoding of Transmitted Messages
This is discussed in the section 10-2-1."
Monitbring_ 's.u'bsy.stems‘ and equipment connected to the Network

The smooth and safe operation of its computer network is an absolutely essential
condition for the running of an electronic payment system. - It is therefore necessary to
supervise the operating condition of the lines serving the network subsystems and the

~ equipment . of individual component systems. The following outlines the main

supervising functions concerned;

The introduction of supervising software (for example SNMP products) to the

| - MSS and reglonai node systems

The establishment of management functions in charge of the network supervisory

software of the MSS and the establlshment of supemsmg and reporting functions
*for the regtonal node systems

Estabhshment for a system of notification to the MSS of the 1mportant aspects of
: network actmty of the regional node systems.

Functions in the MSS for examining the network structure and network actmty

data (3 above) and for judging whether any action is necessary in relation to these.

An alarm system to indicate on MSS screens when response or action is judged

necessary.

When operator intervention or response is required then the impedimental actions
taken will be recorded within the MSS. In order to permit a fast restoration of normal
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channels and services it is advisable to consider establishing netWork supervisory
systems which include impediment management functions such as automatic retestmg
g rand guidance, restoration management control, etc.

(1 1) The output of network system-

The output from the network related subsystems can be determined as fqiloiifs.

1) _List of network definitions

This type of listing is to ensure the Users and terminals which are authorized to
use the computer network of the payment system. Included are: _

List of List of banks and their head and _branch ) ofﬁces which are
authorized {authorized to send and recei\}e messeges through network.

users These banks and ofﬁces are shown with the authonzed termmals
-~ for their use '

List of List of terminals which are-authorized. to cdnnect to, to send
authorized |messages to, and to receive messages. from the computer network.}’

terminals  |( Actual connection being made to the Regional node subsystem } -

2)  Summary of transmission in a day

A few types of summary reports are recommended to conﬁrm the latest
situation of traﬁic on the network.

|Summary of meesages To see the data volume generated and transmitted from
by bank & branch each offices of user banks to others

Summary of traffic by |To see the load of communication lines between

addressee node Regional node subsystems and Message ewifching '
| subsystem ' s

3') List of unusual cases

This type of listings is to see unusual occurrence or exceptlonal situation on the
network ' o ' '
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