Foreign Affairs Manual .

5 FAM 960 {Pg.2)

tion may be iniliated. At this ume it wil be determined which

of the three Top Secret control officers will assume acCoknt.

ability for use and storage, and what Top Secret control num-
ber will be assigned if the document has been received
without such number being assigned by the ariginator.

961,2-4 Top Secret Cover Sheets.

The original and each copy of Top Secrat documents must
be covared by Top Secret Cover Sheet, OF-115. The cover
sheet-must be completed by the Top Sacrét control officer
and shali include the control number, the type of material,
subject matter, date, addressee, and criginator. All persons

having ‘access ta the docurment attached to the Top Secret’

Cover Sheet must sign and date the cover sheet before ac:
cepting responsibility for iis custedy. The Top Secret Cover
Sheet must remain with the document unti lhe document is:

a. Transferred to another agency;

b. ODestroyed;

¢. Retired;

d. Downgraded; ar

e.. Declassified.

When one of the above hsted actions is taken, me Top Se-
cret control officer must record the action on the Tap Secret
Cover Sheet. retain itin the files for 5 years, and then destroy
it.

961.2-5 Distribution
" a. Top Secret dacuments distributed outside the area ot

the Top Secret control officer must be coverad by, either a

Classilied’ Matenai Receipt, OF-112, or Receipt Manifest,
DS-794, in duplicate. For accountability purposes, feceipts
reflecting the transmission of Top Secret material must be
filed separateiy from recemts concnmed with material of less-
er classification.

Top Secret control ofhcers or des:gnated alternates ara re-
sponsible for the accountabifity, proper handling, and stor-
age of Top -Secret material. Distribution of .Top Secrat
‘documents will be made only by the Top Secret control offi-
cer ot alternate. All persons who read or who have access
to a Top Secret document must sign their names on the re-
verse of the Tog Secret Cover Shest, No individual responsi-
ble for'a Top Secret document may transmiit it to another
individuzl ‘or section withaut the know!edge and consem of
the Top Secret control officer.

Direct receipt of Top Secret documems from pulside the
area by an employee other than the Top Secrat control offi-
cer is not permissible under these regulations, and it 2 Tap
Secret document is received, it must be immediately turned
over to the Top Secret conitrol officer for appropnate ac-
countamluty No employee other than the Top Secret control
otficer will iransfer Top Secret documents out of the area of
jurisdiction.

‘b. . In USIA and A(‘DA Top Secret documenls may be
transmitted between Top Secret contrgl officers or between
a Top Secret control officer.and an office head or higher au-
thority of another element. In every case, the document's dis-
tribution and handling must be controlled and accounted for
by a Top Secret control officer. The Top Secret control officer
or the oifice head or higher authority wilt insure that dlstnbu-
tion is limited to propedy cleared employees.

961,2- 6 Admmistratlve Actian :

Any employee who loses Top ‘Secret matanal causes the
compromise of Top Sécret Information ot dny portion there-
of, makes a copy of a Top Secfet dochirent ot any portion
thereof without the originating office's permlssaon. or allows
another emp_loyee who does not have a "nee_d <to-know' to
have Knowledge of Top Secret information will be subject to
administrative action which could consist of a lettet of repri-
mand by the Director General or a suspengion withoul pay.
Gross dISfE’Qard of these reguhtmns could lead to dismissal
ar legal action. . . .

962 METHODS OF TRANSMISSION OR
TRANSPORTATION -~ -

962.1 Authonzed Channels

a. Uncier ) mrcumstances will clasamed matenal be
transmilted physically a¢ross international boundaries ax-
capz by dfp!oma:m gourier or sp&,xauy authorized nanpro!es-
sional dlplomatlc .couriers. \lonprofesslonal -diplomatic
couriars are gwen such matenal {or international transportmg
only in emergencies, when the profesmonal service will not
cover the area into which the pouch must be carried or the
post to which the pouch is addressed within the time that offi-
cial business must be conducted. In such isolated cases, the
nonprofessnonal diplomatic £ourier must be in possession of
a diplomatic passport and a courier letter, and the material
must be enclosed in sealeci dlplomanc pouches until de{w-
ered to iis offi mal destmatlon

"b, It dassified material must be transmitted through U.S.
mail or cher postal serwces it must pass through the central
mail of pouch unit serving the post or area in the agency of
the sender.

c. The “mail stop” interagency mait service is not an au-
thorized messenqer for delivery of classified material.

d. See Exhibit 962 on guide for transmission of classified
mail. )

962.2 Top Secret

Top Secret information must be transmitted by elther
a. Top Secrel messenger;

b Authorized courier: or .
c. Blectrical means in encrypted form.

962.3 Secret and Contidential

" Secrat and Confidential information shoutd be transmitted,
dependent upon the urgency of the informaltion, the maxi-
mum securily obtainable, and the medlum available; by one
of the means approved for Top Secret. Whenever one of the
methods of transmﬂtmg Tap Secret material {which are un-
der the positive ‘control of the Department or agency} arenot
readily available, the registered mail faciliies of Whe United
States and U.S. military postal channels can be used as fol-
lows:

a. U.S. registered mail willin 4nd between the 50 States
and the District of Columbia, the Cemmonwealth of Puerto
Rico. or a 1.5. possession,

b. U.S. registered mail facilities of the Army, Navy, Al
Force or-other U.8, Post Offices outside the areas enumer-
ated above, provided thal the material does not at any lime
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pass out of U . citizen employee contral and does not pass
through a foreign postal system.

962.4 Unctass:ﬁed Material

Al posts unclassified material may be transmitied by dip-
lomatic pouth, U.S. first-class mail, or through foreign postal
systems according to Instructions issued by principal offi-
cers. Unclassifled Information originating in the Uniled States
should be transmitted through the official communications
center serving the agency of the sender,

962.5 Preparation for Transmission
962.5- 1 Envel(;pes, Containers, Covers

a. Classified documents must be covered by a caver
sheet or folded inwards and be enclosed in cpague envelope.
Material lransmltted via pouch lie.. by diplomatic courier),
by authorized messenger or by pneumatic tube need not be
enclosed in a second or outer envelope because the pouch,
the messenger's porttofio, of the preumatic tube carrier are
considered second or outer covers,

b. Aninner envelope should bie addressed to the appro-
priata official by title if known: It must be marked on both
sides with the appropriate classification. An outer envelope
is required for U.S. mail and should be addressed ia the same
manner, but shall not bear 3 security classification or any oth-
er indication that the contents are classmed Envelopes must
be mmpletew and properly addressed and include the send-
er's retum address,

962.5-2 He_cenpts and Registration

Top Secret and Secret material transmitted outside the or-
ganizational control of the sender must be receipted for by
means of Classified Material Receipt, OF-112, Receipt Mani-
fest, DS-794, or other receipt approved by the Office of Se-
curity of regional security officer. These receipts may be used
for the transmission conlrol of any other material at the dis-
cretion of the sender.

a. Use of Form OF-132
OF-112, Classified Material Receipt, is prepared 5o that

all items are completed and signatures are recorded on parts

I, I, and 1V, These parts; together with part V, shall be re-
tained for 2 years. If all the items identified in Part IV are not
received, the addressee or unit maintaining records of receipt
will promptly notify the sender. If Part {V is not promptly re-
turned to the sender or unit maintaining records of transmis-
sion, the addressee will be notified. In gither case should the
error not be resolved, security personnel shall be notified.
The identity of enclosures (on parts |, IV, and V) shail inclede
the type of document, subject. copy number and series, and
date of document. Several items may be transmitted o the
same address under Cover of a singla OF-112, provided a list-
ing of lha items is retained by the sender and a copy accom-
panies part V for the addressee’s use. Instructions for the
preparalaon and disposition of the OF-112 are contained on
it.

b. Use of Form DS-794

Farm 03-794, Receipt Manilest, or other approved re-
ceipt, is used lo cover the transmission of more than one
classified document belween the sender and 3 singie ad-
drassea. Such receipts are fonwarded in duplicate, so that

i

the addressee may acknowledge receipt of the material by
sigaing and returning a copy to the transmitter, retaining the
original for addressee’s records. Such receipis are retained
tor 2 years.

962.5-3 Disposition of Receipts

Originating and receiving elements or empioyees are not
tequired to maintain additional logs of transmission and re-
ceipt of Secret material other than to note internal distribu-
tion which may be recarded on part V. of the OF-112, the
original of DS-724, or other appioved means. Two years af-
ter the date of transmission or receipt of Secret material, ra-
ceipts covering the transaction may be destroyed.

962.5-4 Registering Diplomatic Pouch Mail

Each plece (envelope, package, or other outer cover) of
classified material must be registered by the use of a OF-120,
Ciglomatic Pouch Mail Regjistration,

962.5-5 Transmission of Classified Demountable
Magnetic Storage Media '

Should it be determined that classified information resident
on a magnetic starage media must bé transmitted outside
of the Department or to another Departmental component
located in ancther geographical location, the data or word
processing document must be copied to a new piece of mag-
netic storage media.

963 REPRODUCTION OF CLASSIFIED
MATERIAL

963.1 Policy

The number of copies of documents containing classified
information must be kept to the minimum required by opera-
tional necessity 10 decrease the risk of compromise and re-
duce sforage costs, All classified material shall e
reproduced sparingly and any generat or specific prohibition ©
againsi reproduction shall be strictly adhered to. No classi-
fied doecument is to be reproduced if such reproduction is pro-
hibited by the originator and the document is 50 annotated.
Unauthorized reproduction of classified materiat wil he sub-
ject to appropriate disciplinary action. Repreduced copies of
classifted documents are subject to the same accountability
and controls as the original. However, these provisions shail
not restrict the repreduction of documents for the purpose
of lacilitating review for declassification, but such reproduced
documents that remain classiiied af!er review must be de-
stroyed.

963.2 Reproduction of Top Secret
Documents

Uniess otherwise marked, permission tor reproduction of
a Top Secret document must be obtained by the Top Secret
controt officer of the reproducing office. from the Top Secrat
control officer of the originating office, or the Top Secret con-
trol officer of the aperating element authorized to make initial
distrbution. Both the originating and reproducing aoffices
must maintain appropriate records to reflect the number of
copies reproduced and observe all other requirements con-
cerning the controt and distribution of such copies. in AID/W,
unless olhenwvise marked, the reproduction of Top Secret

963.2

Volume § « Communications and Records

- 207 -



Foreign Affairs Manual

5 FAM 960 (Pg.5)

material requires the approval of the Executive. Secretary’

and such reproductlcm can be accompllshed by the ES Stall
only. :

963.3 Reproductron of Secret and
Confidential Documenis

a.. Unless reptoduction is restricted by a notation on the
document or its caver, permission for e reprodustion of Se-
cret and Confidentlal docurments is authorized without the
approval of the originating Department or agency. Reprodue-
tion of the documants must be limiled to that which is essen-
fial for eificient operations.

b. Unless othanwise marked, in AID/W, Secret tetegramis
and airgrams can only be reproduted by the Telécommunica-
tions Branch, SER/MO/CM. Requests for reproduction re-
quire the express approval on fdrm AlD 630-1 (Request to
Reproduce Classified Documents) by an officer-of the Office
Director lavel or equivalent. Unless othierwise marked, rapro-
duction of other Secret material and reproduction of all Confi-
dential material require the express approval on form AID
630-1 by an ofﬁcer of the Gifice Director level or equivalent.

963.4 Records of Reproductnon

. Records shatt be maintained by all agencies that reproduce
paper copies of classified documents to show the nuriiber
and distribution of reproduced copies of all Top Secret docu-

ments, of all documents covered by special access programs

distributed outside the onginating agency, and of all Secret
and ail Confidential documents which are marked wilh spe-
cial dissemination and reproduction limitations. Also, when
repreduction beyond the initial production is required, the
copy from- which reproduction is made must show the au-
thority for reproduction, the officer requesting reproductian,
and the number of copies made. For AID, this information will
be marked on form AlD 63(] 1. :

963.5 Protectlon of CIassafied
Reproduction Facilities
3, Classified reproduction facilities shotid be controlied
and kept separate from unclassified operations and must be
monitored penod:cally dunng Aotmal working hours and se-
cured withirn a locked rodm during nonworking houts. Where
this is not possmle. the OHice of Securily or regional security
officer must be consuited in determining the procedures nec-
essary to protect iacilities used for cassified reproduction.
b. Classified materdal should only be reproduced on
those reproduction machines under e continual cantrof of
cleared U.S. personnel,

964 DESTRUCTION OF CLASSIFIED
MATERIAL

Disposable classified material must be carefully and com-
pletely destroyed only through authorized means by cleared
U.S. citizen employees.

984.1 Destruction af Top Secret
Material
964.1-1. Requirements

~ Top Secret control officers are required to record destruc-
tion of Top Secret material on corresponding Top: Secret
Cover sheet and retain the cover sheet for 5 years.

964.1-2  Witness to Destruction

“The Top Secrat contéol officer in recording the destriction

of a Top Sedret document must sign form OF-115 as the'offi-
cer destroying the document and one other U.S, citizen em-
ployes mist sign’as witness to-the actual destruction; or,
they must sign ds partlcipants in praparmg tha material for
destruction, J 8., Haanng and depositing in bumbiags and se-
curing the bumbags for deslmcuon.

'964.2  Destruction of Secret and

Confldential Material -

Records of deslructlon need not be made for Secret or
Confidential material uitless racording is required by special
regulation.”  Destruction . will . be recorded - on
Register-Dastruction of Classified Material, OF-114, or other
fofm or log approved by the Office of Secumy or the rgional
security. officer, Information aublect to special reguiations
such as NATO, Restricted Data, etc., must be destroyed and
destruction recorded in accordance with requ:remen!s of the
appticable regutation. .

964.3 Use of Bumbags _

All classmed material to inclide word processing muitist-
rike ribboti containers’ and routine lypewnter ribbon ‘car-
tridges, to be. deStroyed must be placed 'in containers
designated as bumbags, which ara clearly ang’ distinetly réc-
agnizable aé burnbags, Bumbags awaiting destruction must
be protected by safeguards commensurate with the classifi-
cation designation of the material involved.

984.4- Methods of Destiuction

Cassified material is normally destroyed by bummg or,
with tha exception of microlorms, by disintegration. Any oth-
er method must have the approval of the Office of Security.

Destruction of classified microforms can only be accom- .

plished by burning ot by chemical means. ig., immersion in
an approved chemical solution for a specified period of tima,
in accordance with Departmental instructions.

964.5 Destruction ot Classified
Demountabie Magnetsc Storage
Media

All demountable magneiic d'ata and program storage me-
dia which have been used for processing classified data must
be destroyed in accordance with established Departmentat
guidelines for the destruction of this media,

965 REPORT OF MISSION OR
COMPROMISED CLASSIFIED
DOGUMENTS

Any employee who discovers Mhat classified matenal is
missing or possibly compromised muyst make a_prompt re-
port 1o the Office of Security or regional security officer via
the principal unit security officer or post seturity officer. In
the case of Top Secret or cryptographic information or mate-
rial, the report must be made immediately. Telegraphic or oral
reports must be followsed by a2 prompt submission of a memo-
randum addressed to tha Office of Security or regional secur-
ity officer, including tha following information:
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4. Complete identification of the information, including
witen passible, the date, subject, originator, address, seria|
. or lsgend raarkings, classification, type of material {i.a,, tale-

gram, memorandum, airgram, ete.), and a damage assess--

ment of the impaet of the disclosura, _ :

b Where materfal Is lost or missing, the narrative state-
ment should detail the time, date, and circumstances undar
which the loss was realized; the recent handling of the mate-
rial and the persons having access 1o it; and the steps taken
lo locate the material. _

¢. - Whera compromise is beliaved 1o have occurred, the
narrative-statement should ‘detail the circumstances which
gave rise 1o the compramise, the unauthorized person who
had or may have had access to the information, the steps
taken to delerming whether comprortiise in fact accurrad,
andg tha oftice or post evaluation of the importance of Wie in-
formation compromised, .

d. Where cryplographic information is fost or compro-
mised, & telegraphic report Is also to be made to he Ofiice
of Conununications (OGC/S) followed by a Repart of Violation
of Communications Security, £3-507. .

e. . It the potential compromise involves an avtomated in-
formation system, a telegraph report is also to be made to
tha information System Security Staff (A/1SS).

966 REPORTING OF UNAUTHORIZED
DISCLOSURES

966.1 General Procedure

Ali bureaus and posts must report actual or suspected gis-
closures of classified information lo any unauthorized recipi-
ent. )

Detailed reports of the circumstances surrounding each
unauthorized disclosure must be promptly reported to the
Deputy Assistant Secratary tor Security and to the Qirestor,

Foreign Affairs Manual

Office of Security in USIA and AID, as appropriate, and in
GPIC, the Vice President for Personnet and Administration,

~~—966.2 -~ Report of Unauthorized Disclosure

A report of-unauthorized disclosure must provide the fol-
lowing: .

a. Date the incident occurred, I known;

b. Identity of the document and the person or persens
who furnished ar disclosed the information (defined as any
record information in any medium), if known;

c. Subject and security classitication of the comproimised
information;

d. Identity of the publication (pubfic press, technical jeur-
nals, report, eic.), speech, or briefing containing the unautho-
rized disclosure or the unauthorized recipient of the classified
information: :

e. [nclude a damage assessment of the impact of the un-
authorized disclosure hoth on the Government and upon the
public;

f. . Where appropriate, state action planned or laken to
prevent similar disclosures or recurrences: and

g. Attach additional sheets or exhibits, as necessary.

967 through 969 (Unassigned)

966,2
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970 |
PHYSICAL PROTECTION
OF CLASSIFIED MATERIAL

971 STORAGE OF CLASSIFIED
MATERIAL o
(TL:CA-129 & SY-9 9:26.9) o
{Uniform S!afeM!I?/U_SMfACDA/OPfC)

971.1 General Requirements

a. Classified material in data and word processing sys-
tems, la include magrietic storage media, will be used, held,
processed, or stored only under conditions which will prevent
unauthorized persons from gaining access 1o it. The exagt
nature of security requirements willi depend on a thorough
security evaluation of local conditions and circumstances.
The requirements specified in this requlation represent the
minimal acceptable standards and may be supplemented by
additional safeguards which, at the discretion of the Qffice
of Security or regional security officer, may be necessitated
by unusual or changing conditions.

t. Classified material must nat be routinely stored over-
night at overseas facilities, unless there is present a satisfag-
tory emergency dastruction capability.

. Whenever classified material is not under the personal

controd and observation of an authorized person, it will be
stored in an -approved locked container. Open storage of
classified material in a vaull, except shredded waste aboul
to be destroyed and sealed diplomatic pouchas, is not al-
foweéd unless specifically authorized in writing by the Qfice
of Security and the Otfice of Communications.

d, Al personnel hangling classilied and administratively
controlled material are responsible for placing a cover sheet
(JF-18) on the material to prevent unauthorized access and
to alert personnel of the requirement for proper storage.

-Responsibility. for the secure storage of classified ma-

terial in message distribution lockers (MODLs), which are lo-

" cated within post commﬁnicalion_s centers, rests with appro-

priate personnel lrom the office to which the locker is as-
signed.

971.2 Top Secret
a. Domestic

Top Secret documents must be stored in a General Ser-
vices Administration (GSA)-approved, safe-type, steel file
cabinet having a buill-in three-way dial lype combination tock
and, whaere possible, located in an alarmed restricled area.

b. Qverseas

Top Secret documents must be stored in a GSA-approved
container with a three-way dial combination lock located in
a security-approved vault in a buitding which has been ac-
corded diplomati¢ status. PCC vault and privacy door com-
binations sealed in approved \amper-resistant packels is-
sued by the Department, which are io be stored al MSG Post
No. 1 in a GSA-approved sale container, are excepled from

the vault storage requirement. Exceptions to the vault loca-
tion requirement must be approved in writing by the Reqional
Security Officer. For AID and USIA qverseas. no Top Secret
documents are o be moved trom Chancery to an AID or
USIA faciiity,

971.3 Secret and Confidential

a. Domestic

Secret and Confidential documents may be stored in the
manner authotized for Top Secret, or in a GSA-approved
safe file, or in a barock cabinet equipped with a
security-approved combination padtock if the building is con-
trolled by secuwrity cleared U.S. citizen personnel on a
24-Hour basis.

b. Overseas

Secret and Confidantial documents may be stored in the
manner authorized for Top Secret, in a GSA-approved safe
fife, orin a barlock cabinet equipped with a security-approved
combination padiock if the cabinet is localed in a
security-approved vault andlor in a restricted area to which_
access is controlled by U.S. citizen personnel on a 24-hour
basis.

971.4 Storage of Classified Material by
Persons Not Regularly Employed

Authorized consultants and coniractors engaged in work
involving classified information may not store such matertal
overnight an thetr premises unless the Office of Security has
granted approval for such storage. No classified infarmation
may be made available to consultants or contractors off the
official prermises or transmitted to such persons off tha prem-

Jises except with the approval of the Office of Security and

in conformity with The Crder, its implementing directives, and
these regulations. -

972 CHANGING COMBINATIONS

a.  Combinations Lo security containers and doors will be
changed only by individuals having an appropriate security
clearance and the authority to have access to the combina-
tion. Post or Unit Security Officers and Communications Pro-
grams Officers will insure combinations are changed as
Combinations will be ¢changed under any of the following cir-
cumstances:

{1} When the tock is inilially put into use;

{2} When an amployee knowing the combination termi-
nates employment or is permanently transferred to duties
wiiich no longer require employee’s access;

{3) Upon knowledge or suspicion that the combination
has become known to an unauthorized person;

{4} Atleast once every 12 months, except for commu-
nication area vault dcors which must be changed every 6
months; of
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(5} When equipment is taken out of servica.
b. Combinations must be recorded on & Combination
Safe Card. OF-111. Records of combinations must be classi- -
fied no lower than the highest category of classified material--

authorized for storage in the security equipmerit concemeq.. -
Such cards must be completed in théir entirety and filed in

eantral reposilories in the custody of appropriate security of-
f:cers ar, in the case of the PCC combinations, o the Com-
munications  Pragrams Officer accarding. to distnbutton
instructions printed.on the card, Ata mmlmum they must be
stored in repositories authorized for the storage of material
at the tighest combined classitication jevel tg which combi-
nations permit access. Except for the Combination :Safe
Card and cards posted inside repositories listing combina-
tions in the immsdiate area, the recording of combmahons
is prohibited. Combinations rmust be commltted to memory

¢. Combinations to repositories containing official funds
are subject 10 the requirements of 4 FAM 317.3 and the in-
structions of the responsible regional security officer.

d. Trenames of personnel having knowledge of the com-
bination must be gosted on the inside of the conlrol drawer
of a safe file cabinet, on the inside of a vauft door, or on the
inside of the top drawer of a barlock cabinet. Part 3 of
OF-111 is deszgnated for this purpose.

973 REMOVAL OF CLASSIFIED
MATERIAL FROM OFFICIAL
PREMISES

973.1 Oi{er:'r_':i'ght Custody

‘a. Classified material must not be removed from officiat
premises except when hecessary in the conduct of official
meetings,- conferences, or consultations and must be re-
turned to safe storage facilities immediately upon the conelu-
sion of the meeting, conference, or consuitation. Residences
are not considered afficial premises. Classified material must
not be removed for reasons of personal convenience or be
kept overnight in personat cusiogy. i

b. In unusual circumstances, requiring the overnight re-
moval of classified material from official premises, prior ap-
proval from the Officé of Security or theé regional security
officer is mandatory. This is to insure adequate storage mea-
sures and compliance with the Executive Order 12358, im-
p!ementmg directives, and other applscabie regulauons

973.2 Certification Upon Permanent
Departure From Post

When departing a post vpen transter, resignation, or retire-
ment, each 'empf'oya'e. irrespective of rank, must cerlify as
part of the post clearance procedure that:

a. Ciassified material is not being taken from lhe post
through other than authorized means:

b. Such matenal is not in their household or personal el
fects: and -

¢.  Such material will not be mailed or otherwise transmit-

ted in violation of section 962.1.

This requirement is in addition to the Form OF-109, Sepa-
ration Slatement mqurred by 3 FAM 984.2-3.

=874 - SAFEGUARDING CLASSIFIED

INFORMATION

974.1 General Procedures

- a. Employees using classified material or responsible for
its custody must take every precaulion to prevent delibarate
or casual access to it by unavthorized persons, '

b. Classitied material ‘must not be left in unoccupied
rooms or be left inadequately protected in an occupled office,
or one occupied by other than securily cleared employees.

974.2 Precautions

a. “OpeniLocked' signs should be used on every reposi-
tory containing classified material to mdtcate that the reposi-
tory is gither open or locked.:

b. A Security Check Shest, OF-121, “stiould be affixed to
gvery repository containing classified. material and employ- -
eas opening or clasing the container should complate the ap-
propriate column. The security check sheet should also be
used for classified word procesdsing systems {o insure that
he classilied information processed on such systems is
progarly securad and protected at the end of the busmeqs
day

" Personnel must insura that cfass:ﬁed reposatorles are
locked prior to leaving the room unattended. When securing
a combination lock, the dial must be {urned at least four com-
plete turns in the same direction after closing. The employee
should double check the repossmry to insure that it has been
properly secured.

d. - Defects in or man'uncliomng of slorage equlpment ar
locking devices must be reported immediately to the Office
of Security or the post securily officer, Uncleared personnel
wiil not be permitted to service any equipment to be used for
the storage of classified material,

e. Before taking securily containers out of use, cuslodp

_ans must thoroughly inspect them fo insure aff classified ma-

terial has been removed and a standard combination set.

974.3 After Working Hours and During
Lunch Periads

a.  Classified material must not ba stored in desks or any-
where other than in approved storage containers.

b. Classified material. including disposable material such
as rough drafts, shorthand notes, extra carbon or tissue cop-
ies, used carb:on paper, hectograph masters, and mimeo-
graph stencils, must be safeguarded and :locked in
apprapriate security reposilories wherever unattended. Al
typewritar ribbons and voice recording materials must be
safequarded and locked in appropriate secunty repositories
at the close of business. Compliance with this requirement
is & sound security practice and and is advantageous to effi-
cient’ administrative operations regardless of whather the
media ‘contain classified information. For these same rea-

sons, a *'Clean Desk™ policy of securing all classified and un-

classified documents s, strongly encouraged.

€. Alikeys to dours kept locKed atter working hours must
be turned in to U.S. citizen guard force and released oniy to

974.3
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autharized personnel, Whera no U.S. citizen quard force is
assigned, personal custody of kays may be autharized by Qf-
fice of Security or reglonal security otficer. Sugh instances
should be held to an absolute minimurm.

974.4 Closing Hours Secunty Check

874.4-1 OF- 122, Fleport of Closing Hours
Security Checks

a. A system of s&cunty chacks priar to those conducted
by securlly guards should be instituted at the close of each
working day, o as soon thereafter as administrative opera-

- tions permit, Such a systém ascertains that all cassified ma-

terial, to include thai processed on any automated informa-
tion system, has been properiy stored and that containers
are locked: that windows and doors, where appropriate, are
locked; and that the area is otherwise secure and not sus-
ceplible to overt penetration.

&, ln order to tullill this fundamental, mandatory require-
ment in all areas, at all &chelons, supervisary officers in the
United States and at posts must designate emplayees. on
a weekly basis, to conduct a closing hours security inspec-
tion of oifices within a specifically defined area of responsibiti-
ty. Such designees wifl use OF-122, Report of Closing Hours
Security Check, to record the results of the closing hours se-
curity chack and forward it to the unit or past secunity officer
upon completion of the final check.

974.4-2 Reporting !niractions

Aninfraction of the reguiations discovered by an employee
designated lo conduct the closing security check is not to be
construed as a security violation in itseil. 1t should not be re-
ported on OF-117, Notice of Security Violation, untess higher
administrative authority determines otherwise or the closing
hours security chedk is, in fact, the final inspection whers
U.5. cilizen guards or U.S. Marines are not on duty.

974.4-3 Employee Responsibility
a, Employees designated to conduct clasing hours se
curity checks-will, as a minimum:

(3} Insure that all repositeries containing ¢lassificd ma-
terial are secured;

{2} Check the tops of all desks, including “in” and
“out" boxes, and repositories to insure that all elassified and
controlled material has been put away; and

(3} Make a visual check of the remainder of the office.

b, This section imposes a dire¢t and important security
responsibility on employees conducting closing hows
checks. Although custodians of classified material are re-
spansible far its safekeeping in the Departmant and AlD, the
checker may ba jointly charged with the vidlation.

974.4-4 Exceplions to Requiraments

Exceptions {o the foregoing requirements, based upon
physical or personnel considerations such as the vnusual
number of repositories located in a spécilic area. communica-
tons areas, alarmed rooms, and areas wilh few assigned
employees, must be requested in writing to the Office of Se-
curity or regional security officer.

5 FAM 970 (Pg.3)

974.5 Confere'nces'

a. In conducting conferences where classified informa-
lion ar materiat may be involved, every precaution should be

“observed to'insure that:

{1} In the interests of lechnical security, classified con-
ferences are held on official premises; )

(2) Proper physical securily measures are implement-
ed to provide protection for such information 6r material
equal to the measures requ:red during normal ggerations;
and

{3} Pariicipants are entitted o access to such informa-
tion.

b, Advance notlce to {and coordmatlon with} the appro-
priate post or regional security officer or Office of Security
should be given by the operations element ca!lsng or conduct-
ing the conference whenever:

{1} Classified material is to be removed irom its normal
place of storage and transmitted or carried to the conference
site; ar

{2) Participants are’not personally known to have ap-
propriale security clearance by the officer calling or conduct-
ing the classilied meetings except when the participants are
U.S. citizen employsas of the Department. AID, OPIC. and
USIA, or regularly assigned U.S. personnel at diglomatic and
consular posts.

975 PHYSICAL SECURITY

975.1 Cameras

Cameras are not permitted in restricted areas or restricted
buildings or in rooms containing classified material without
prior approval from the Office of Secumy or regional security
officer.

975.2 Package Control

In unusuat or emergency circumstances, the Office of Se-
curity or regional security officer, with the approval of higher
authority, may irnpose such restrictions as deemed appropti-
ate g insure that foreign objects are not introduced into U. S,
Government facilities or classified material is not removed.

975.3 Identification of Employees

Ofticiat amployesa identification cards are issued and con-
trolled by the Office of Security or regional security officer.

975.3-1 Entry of Employees in Buildings

Employess must present autharized identification cards to
guards, receplionists, andfor other amployees on request
when enlering buildings or restricted areas at any time.

975.3-2 After Hours Access to Buildings

a. Inaddition to showing proper identification, ail employ-
ees shall be required to sign a register when entering of leav-
ing a building outside of regutar working hours,

b. When foreign national employees are required to work
after hours in post buildings and when nonregular employ-
eas, contractors, elc., are required 1o enter or remain in build-
ings after working hours, the U.S. officer authorizing the
work must obtain the concurrence of the Office of Security
or regional securily officer or the post security officer. Such

T
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persons must sign in and out on the appropriate register.
Nonregular employses and contractors must be escorted.
§75.3-3 Loss of ldentification Cards

~ When an employee identification. card is lost in Washing-
ton, a memorandum regiort mist be submitied immediately
to the Identification Unit, Office of Securily, A card lost at a
post must be reported immidiately to the |dentification Unit,
Qffice of Security, through the post's administrative officer.
In each case, the report should include a statement of the
circumstances surroundmg the 1055 and the details of any el-
foris to recover me card, (See 3 FAM 094 6 and 1555)

975.4  Entry of Visitors

Visitors are not permitied in'any burlding housing classsred
material ar operations after working hotirs, unless they are
escorted by a U.S, citizen employee. Normally, after working
hours visitors are required to register at the quard desk.

976 SEGURITY PLANS FOR OFFICE
. "MOVES .

A secunty p!an must ba dewsed by th& um: or post SBCUITY: v -

officer concerned 16 insure that proper security easuwres are
abserved dunng ofiice. moves. The security plan-must then
tie forwarded to the Office of Security or tegional security of-
fice'well in advance of the intended miove, It 'should include
provisions for assuring that repositories of classifisd material
are securely locked, and that a means Is provided for ac-
counting for their dnspatch and receipt by a designated U.8.
citizen employee. While in fransit, reposutoues conlaming
classified material _must be accompanled by a U.S. citizen
employee. Priof to the executian of any lease for functional
space whera theré will be classified material andfor classilied
operations, security requirements should: be coordinated
with the OIf ice of Se:cunty or the responsible regional securi-
ty officer.

977 through 879 (Unassigned)

978
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- COMMUNICATIONS SECURITY (COMSEC)

981 AUTHORITY
(TL:CA-129 & SY-9 9-26-85) °
(Uniform State/ AIDRISIAJACDAIOPIC)

a. Heaas of the mciependenl departrnents and agencies
have responslbllmes for executing all measures required to
ensure the security of Federal telecommunications,

b. Cryptographlc information and all material used in the
encryplion ar decryption of telegrams are protected by law.
{See 18 U.S.C. 798 and 852, as quoted In 5 FAM 900, Ap-
pendix IV.)

982 RESPONSIBILITIES

982.1 Commumcatlons Securlty Division
{OC/TS/S)

The Office of Communications, Communications Security
Division, is responsible for the development of requlations
and procedures for the control of communications security
and is responsible for prescribing or approving all systems
and techniques uSed in any manner to assure the security
of telecommunications. Included are the application of pro-
tective measures to teieccmmumcatmﬂs systems and facifi-
ties and establsshments of reguiations and procedures
governing the operations, use, modification, or removal from
use of such systems and technigques.

982.2 Communications Security
(COMSEC} Officer

982,2-1 Designation

The pnnc;pal officer at each post and the oHiicer in charge
of a major functional area at Washington, D.C., holding cryp-
tographic or other communications security material must
appoint a COMSEC officer or personally act in that capacity.
A current cryptographic clearance is a prerequisite to ap-
pointment. :

982.2-2 Responsibilities

The COMSEC officer is responsible for insuring that the
communications security regulations and precedures are ob-
served at the post or unit, and for the prompt investigation
and submission of reports regarding viotations. The detailed
responsibilities of the COMSEC officer are contained in the
current edition of the COMSEC publication titled " S/KAG-1"
obtainable from the COMSEG custodian.

982.2-3  Violations

Any violation of communications regulations or procedures
which may affect the securily of telecommunications is a
cammunications security violation and must be reported by
COMSEC officers 10 the Communications Security Division
{OCT8/S)on Form FS-507, Report ot Viotation of Cammunt-
cations Securily, When such a violation may have resulted
in the compromise of classified or administratively contrlled
information, the initial report must be by ofiicial tetegran from

- 983.1

posts of by telephone from those units at Washirigton, D.C.
Detailed instructions on the repoarting of cryptograptic and
other communications security violations are contained in the
cuerent edition of the COMSEC putiication titled * SIKAG-1"
obtainable from the COMSEC custodian. {See also sections
963 and 994.)

982.3. Communications Security
- (COMSEC) Custodlan

982 3-1 Designation

The principal officer at each post and the officer in charge
of a major functional area at Washington, 0.C., holding cryp-
tographic or other communications security material must
appoint-an employee to serve as COMSEC custodian and
one or more employees 10 serve as aiternates, or must par-
sonally act as COMSEG custodian and appoint an aiter-
nate(s). A current cryplographic clearance is a prerequisile
to appointment, The appointmeny is 1o be documented on
Form JF-47, Appointment of. COMSEC custodian; the origi-
nal copy is to b forwarded to the Communications Security
Division (OC/TS/S) and a copy retained with COMSEC ac-
count records. Pérsonnel of other agencies are not to be ap-
pointed either COMSEC custodian or alternate. Submission
of a new or revised JF-47 supersedes all others previously
submitted; therefore, it is necessary to reaffirm ail appoint-
ments when there is a change in any appointment,

982.3-2 Responsibilities

The COMSEQ custodian is held personally responsible for
all material issued to the COMSEC account. The detailed re-
sponsibilities of the COMSEC custodian are contained in the
currend edition of the COMSEQ publication tilled " S/KAG-1"
obtainable from the COMSEC cusiodian,

982.3-3 Transfer of Cuslody

At least 30 days priar to a custodian's departure from the
assignment, a new custodian is to be appointed, Both the
incoming and outgoing custodian are to conduct an inventory
by sight-checking alt material and are to submit a report on
SF-153. COMSEC Material Report, to document the transfer
of accountability in accordance with section 986.6.

The COMSEC Central Office of Record (COR) is to venty
Ihe report wilh its records and is to relieve the custodian for-
mally of accountability for the material when any discrepan-
cies have been resolved. The new custodian assumes
responsibility for all material present in the account as of the
time the new custodian signs the report.

983 TRANSMISSION OF CLASSIFIED
AND ADMINISTRATIVELY
CONTROLLED TELEGRAMS

Electrical Transmission

Classified or adgministratively contralled telegrams must be
encrypled before transmission by any exposed communica-
tions channel.
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983.2 Transmission by Pouch or Mail

~a. . Plain text copies of classified or admiristratively can-
trofled telegrams must be transmitted in accordance with the .

regulations for other documents of similar classification or
cantral designation, ;

-b. A cipher text may be transm«tted by unaccompamed
pouch or by any pastal facility. Delivery can frequently e ex-
pedited by this means when courier-accampanied pouch ser-
vice is not avaiable. |nqumes regarding this type of
trarismission must be made to the agency or post communi-
cations centar.

984 PROTECTING CLASSIFIED AND
. ADMINISTRATIVELY CONTROLLED
TELEGRAMS
~ Sections 9_5_0‘__960. and 970 contain the regulations regard-
ing safeguarding and dissemination of classified and admin-
istratively’ cantrolled information in” any form. No' special
regulations are applied to the handiing, use, physical storage,

downgrading and declassification, dissemination, or repré--

duction of telegrams. )
985 CRYPTOGRAPHIC CLEARANCE

a. -Cryptographic materia hoids the key to the informa-
tion contained in classified or administratively controltad tele-
grams and requires a high degree -of 'protection.
Authorization for dccess to and/or use of cryptographic ma-
terial. therefore, must be linited and controlted.

b.- Cryptographic clearance is the necessary, specific for-
mal authorizalion for access to cryptographic information.

c. Principal officers. by virtue of appaointment and office,
have cryptographic clearance and no formal grant ‘of clear-
ance is necessary.

d.. Persons possessmg cryptographic c[earance have
such access on a “need-to-know' basis only,

985.1 Responsibility for Clearance

The GHice of Cormmunications will grant the formal clear-
ance and forward necessary notification for those employees
requiring cryptographic clearance provided they meet the es-
tablished criteria. Cryptographic clearances remain valid as
indicated in section 385.4, except that they may be revoked
for cause.

985.2  Criteria for Clearance

. Each employee who is to use ahd!qi have agcess 1o cryp-
tographic systems-and Gryptographic information must be a
U.S. citizen and must have a clearance for aceess 1o Top Se-
cret information based on 8 ful fseld background invastiga-
tion. - .

985.3 Categcnes ot Clearance
Cryptographlc clearance [a!ls into two categonss

985.3-1. Cryptographlc Clearance for Use

'uyptcgraphlc Clearance for Use" is the.prerequisite to
and au!honzat.eon for operation, keying, and maintenance ot
cryptographic systems and equipment issuad by the Depart
ment of State.

985.3-2 Cryptographic Clearance far Access

“Cryptographic Clearance for Access™ is the prerequisite
to and authorization for access to crypto information, but
does not constilute authdrization for Use of crypto keying -
material issued by the Department of State.

985.4 Effective Period

985.4-1 “Acvess” Category Clearance
Cryptdgraphic clearance for access is valld oniy for the du-

ration of the &ssignmerit of the individual to a given post, ex-

cept that it may be revoked earlier for cause. For this

purpose, conseculive !ours of duty at the same post will be
considered one assignment,

985.4-2 “Use” Category Clearance

a. Professional Communicator: Cryplographic ciear-
ances for use granted to professional communicators are
valid for as long as the individual remains a professional com-
municator, except that it may be revoked eariier for cause.

B, All Others: Tha "Use" categary cryptographic clear-
ance granied to all ether personnel is vatid anly for the dura-
tion of their assignment to a given post, except that it may
be revoked earlier for cause.

986.4-3 Temporary Clearance

A temporary cryptographic clearance of either the “Use’
or "Access category granted by a principal officer during
an emergency is valid only for the duration of an emergency.

985.4-3
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985.5 Cryptographic Clearance for Use

All Clearances in this category must be formally granted
by the Department, excepl that in an emergency the principat
officer may grant temporary “Cryptographic Clearance for
Use' in accordance wilh section 985.5-3, Each employee
cleared for use must be adequately trained in the crypto-
graphic systems 1o bs used and must maintain a working fa-
miiiarity with communications duties as long as 5 “use”
category clearange is held. Failure lo do s6 constitutes just
cause for revocation of clearance.

885.5-1 Employees Trained for Cryptographic
' ' Duties

a.  The Department initlates action covering an employes
trained in the Oepdrtment for cryptographic dulies and noti-
- fies the post of the applopriate operational unit in the United
States that “Cryptographic Clearance for Use™ has been
granted.

t. ~The gost shoutd request Oepartmental training for per-

sonnel who are or will be designated by the principal officar
to serve as pari-time or refief communicatars before arrival
at post so as to avoid on-the-job training.

985.5-2 Directors of Communications and
‘ Communications Electropics Otficers
. The Department initiates action covering Directors of
" Communications and Communications Electronics Officers
and notifies the post of assignment; and all posts 1o ba visit-
ed in fine of duty, that “Cryptographic Clearance for Use”
has been granted. '

985.5-3- Temporary Cryplographic Clearance for
Use .

~ The pringipal officer in an emergency may grant a tempo-
rary “Cryptographic Clearance for Use™ in wriling to any
U.5. citizen employee o the axequtive branch of the U.S.
Government who is cleared for access to Top Secret infor-
mation. The principal officer must inform the Communica-
tions Security Division (OC/TS/S) by telegram designated
“Limited Official Use” at the time clearance is granied. The
notification must provide the name and date of birth and justi-
fication for such authorization and the anticipated duration.

985.5-4 Requests for Cryptographic Clearance
for Use

4. Requests for "Cryptographic Ciearance for Use™ for
those persons not specifically assigned lo communications
duties, but who may be required 1o key cryptographic equip-
mént, are directed to the Communications Securily Division
{OG/TSS). No person can be allowed (o Key such equipment
betore receipt of “'Cryptographic Clearance for Use.”™ When
clearance is received, such employeas must be trained in
keying by qualified parsonnel,

b. The principal officer at a post having no mare than two
employees assigned Yo cryptographic duties may, within the
fimits of posl resources, designate at least one other person
for part-time or relief cryptographic work. The principal offi-
cer must request "' Cryplographic Clegrance for Use” for em-
ployees :so- designated. Patl-time or refief cryplagraphic
personnel may not assume lhese dulies belore receipt of
"Cryptographic Clearance for Use™ from the Communica-

lions and Security Division (CC/TS(S). When such clearance
is received, these employees must be trained on ihe job by
qualified cryptographic personnel and be required 1o maintain
a working familiarity with their cryptographic duties. Contiru-
ation of clearance is contigent upon successful completion
Of on-the-job training. At the canclusion of the training, the
postimust certify to OC/TSIS whether or not a satisfactory
leved of proficiency in communications opsrations has been
reached.

. Requests for "Cryptographic Glearance for Use" are
to be submitted to OCITSS, giving the full name, date of
birth, grade. and function of the person lor whom clearance
is requested,

985.6 Cryptographic Clearance for
Access

a. Clearadnces in this category must be formally granted
by the Communications Security Division, except as speci-
fied in Section 986.6.6. : ‘

b.  Allpersons, with the excaption of the Prihcipal Olicer,
having a cryptographic clearance for access must be escort-
ed while in the PCC. As a matter of courtesy, the CPO should
attend while the Principal Officer is visiting the PCC.

985.6-1 Foreign Service Inspectors, Public
Members of inspection Teams,
Professional Security Otficers, and

Auditors_

The Department initiates action cavering auditors, Foreigr
Service inspectors, public members of inspection teams, and
representatives of the Office of Security, such as regional se-
curity officers, technical security officers, etc. The Depart-
ment notifies the post of assignmemt (and/or posts to be
visited in line of duty) that “'Cryptographic Clearance for Ac-
cess’ has baen granted. ’

985.6-2 Personnel of the Office of
Communications and the Office of
Security

The Department iniliales action covering personnel of the
Office of Security and the Office of Communications who do
not have “'Cryptograhic Clearance for Use.” These persons
may niot have access to cryptographic matenaf and/or infor-
mation until formal **Cryptographic Clearance for Access™ is
forwarded to the office or division in which they are em-
ployed.

985.6-3 Post Security and COMSEC Officers

In order 1o perform their assigned functions, the designat-
ed post security and COMSEC officers require cryptographic
clearance, if they do not already possess either of the two
categories of cryptographic clearance, “Cryptographic
Clearance for Access" must be requested for them in accor-
dance with section 285.6-6.

985.6-4 Other Persons

Requests for “Cryptographic Clearance for Access™ for
any other persans whose duties reguire access to crypto-
graphic material andfor information are to be directed to
OGTSIS.
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985.6-5 Requests for Cryptographsc Clearance
for Access Only. : -

ﬂequests for “Cryptograph:c Clearance for Access" are
to be submiited o OC/TS/S, giving the full fame, date. of
birth, grade, and function of the person for wtiom clearance
is requested and a justif ication for the request.

985.6-6 Temporary Cryptographiu Clearance for
Access

a. The grincipat officer'i inan emergertcy may grant a temi-
porary 'Czyptographsc Clearance for Access’ in wntmg o
any U.S. citizen employee of the executive branch of the U.S,
Government who is ¢leared for access to Top Secret infor-
mation, The principat officer must inform OG/TSIS. by tele-

gram designated “Limited Official Usg" at the time clearance

is granted, The notification must provide the name and date
of tiirth and justification for such authonzalson and the antici-
pated duration. :

b. Concurrent with a request to OCﬂ' 518 for formai
clearance, the principal officer may grant temporary ' ‘Crypto-
graphic Clearance for Access” o employees having man-
agement or -supervisory responsibility for communications,

. provided such employees meet the criteria in section 985.2,
When such a clearance has been gran(ed, state soin the re-
quest to OC/TS/S for formal clearance.

986 COMSEC MATERIAL CONTROL

The COMSEG material control system is designed to af-
ford maximum physical security consistent with maximum
utiization of communicatiors securily material through pogi-
tive and rontmumg contral during its production, storage,
handling, physicat tran$mission, and disposition. The sys-
tems management function and the spef:.lai measures pre-
sciibed govemlng access to and physical transmission of
storage, destruction, and accountabiiity of COMSEC materi-
al are the means by which the controt is to be-established
and maintained. Material is placed in and controlled within

the COMSECG malerial control systern for one or both of the
foilowing reasons: '

a. 'Security Control

Because of the sensitive nature of the material, increased

protection is mandatory.
b. Qperational Controf

Material requires special safeguards to insure it-is readily
available in the event of nead for ytilization.

986.1 Management of COMSEC
Systems

The Commurnications Secunty Oivisjon (QC/TS/S) is re-
sponsible for managing the COMSEC assels of the Depart-
ment of Slale to insure the proper and most effective use
of the equipment and materials involved, Requests must be
submitted o and approved by QC/TS/S prior to a transfer
or issue of nevr or existing equipment or material accounted
for in the COMSEC materiat control system except in an
emergency involving safety of human fite. or the COMSEC
material, Requests for a change in types of COMSEC equip-
ment or material or services (o satisfy new or chianging re-
quirements are to e submitted to OCITSIS for approval.

Specific information can be found in the current edition of the
publication titled "SJ’KAG " obtalnab!e from the COMSEC
custodian. -

996.2- Access to: COMSEC Materlai

Actess ta COMSEC matenaf or lnfermatmn requtres ‘that
the individual possess a spourity. cledrance eqluivatent to the
level of classification of the materiat, and a nged-to-know. In

'add|tlon. access to Sryplographic infGrmaticn requires formal

authorization in the farm of a cryptographic clearance grant-
ed in accordance with section 985. .

986.3 Transm;sston of COMS::C Matenai

986 3-1. Authonzataon for Transfer

Except tn an emergency. oniy. the COMSEC custocﬂan or
alternate, with prior OC/TS/S approv3| is to transter COM-

SEG matarial either within or outside the post or unit of as-
signment or responsibility. In an emergency, preferably the
COMSEC gustodian or alternate should srans!er GOMSEC
matefial.

986.3-2 Package Preparahon

All packages or envelopes cﬂntaining accountable COM-

SEC material are o be marked or stamped *TO BE OPENED
ONLY BY THE COMSEC CUSTODIAN and are to be regis-
tered (using OF-120). Packages or envelopes containing
cryptographic. material {that is,” COMSEC material bearing
the marking “"CRYPTO") or mher classified COMSEC mate-
rigi -bearing an’ accoUrting or register number are (o be
stamped or marked “TOP SECRET" il the material is Top
Secret, or stamped or marked "'Requires Handling as TOP
SECRET" if the material is classified lower than Top Secret.
Packages or envelopes containing accountable COMSEC
material that does not bear an accounting or regisler number
are 10 be marked or stamped with a classification reflecting
the classifi cation of the conténts. Additional information is
founid in the current edition of the COMSEG publication litted
“S/KAG-1" obtainable frarn the COMSE_C custodian.
986.3-3 Method of Transmission (Shipment).
- Cryptographic iiaterial (that is. COMSEC material-bearing
the marking "CRYPTOC"} and other classified COMSEC ma-
terial bearing an accounting or register number are (o be
transmitted in the custody of and under constant surveillance
of a courier désignated of approved by the Departmént for
the handling of Top Secret material, using handling proce-
dures specified lor TOp secret material in section 962. Ac-
countable . COMSEG material . that: does -not- bear an
accounting or register number is to be transmitted using the
same method as for other information of equal classification,
except that the package is to be registered {using OF-120,
Diplomatic Pouch Mail Registration)., Additional infarmation
is found In the current edition of the COMSEC publication ti-
tled . ""S/KAG-1"" obtainable from the COMSEC custodian.

.986.4 Storage ot COMSEC Material

986.4-1 General

All cryptographic material (thal is. COMSEG material bear-
ing the markirig “CRYPTO") and other COMSEC material
bearing an accounting or register number must ba stored as

~ specified in the current edition of the COMSEC pubfication

titled “"S/KAG-1" obtainable from the COMSEC cusiodian.

986.4-1

Volume 5 - Communications and Recards

~218-



Foreign-Affairs Manuval

5 FAM 980 (Pg.5)

All other COMSEG material is to be Stored in the same man-
ner as non-GOMSEC materfal of equal classification.

986.4-2 - Vault Area

“Open storage” of COMSEC or cryplo keying material,
when notin use or during closure hours, is not permitted even
though the post communications center is or is not consid-
ered a "vault” area:

986.5 Destruction of COMSEC Material
986.5-1 Fioutlnp

When destruction is aulhonzed accountable COMSEG
raterial is t0 be destroyed beyond any possibility of recovery
by two persons possessing a current cryptographic clear-
ance and the dastruction i5 to be documented {see section
986.6). The destruction of certain types of COMSEC material
requires that the COMSEC custodian be one of the persons.
Addlllonal information i$ found in the current editien of the
COMBSEC pubiication titled “S/KAG-1" obtainable from the
COMSEC custodian,

986.5-2 _E_mergency

All émployeas whose activities include conducting crypto-
graphic operations and/or holding classified COMSEC mate-
rial- raust consider and. plan lor the -possibility of an
emergency which could expose COMSEC material to possi-
ble compromise. Plans must be made, and facilities provided,
which will prevent entirely, or at least mlmmlza the extent
and effects of such a compromise.

A destruction plan must be formulated by the COMSEG
officer in conjunction with the security ofiicer at each post.
The necessary equipment must be readily available to effect
the destruction of COMSEC material and équipment in an
emergency. Spectfic guidelines pertinent to all aspects of
emergency planning and execution, including types of emer-
gencies, the emergency plan, precautionary destruction pri-
orities, and necessary reports, are found in the current
edition of the COMSEC publication titled “"S/KAG- 1 obtain-
able from the COMSEC custodian.

986.6 Accountability of COMSEC
Material

COMSEC Central Office of Record
{COR)

A COMSECQ accounting system is to be maintained by the
COR in the Gommunications Security Division {QC/TS!S) to
provide rapid and accurate identification and location of ail
COMSEC materal he!d by any organizational element wilhin
the Depanment

986 6~ 2 COMSEC Accounts

A COMSEC account is to be established and maintained
by the COMSEC custodian and one or more alternates at
gach post and major functional areas at Washington, D.C..
halding communications security material. The COR is to es-
tablish regulations and procedures for operation of each
COMSEC account to provide a uniform reporting and inven-
tory system which will permit a complete “audit trail” of ev-
ery item of COMSEC material, The detailed regulations and
procedures are located in the current edition of the COMSEC

986.6-1

publication titled “S/KAG-1"" cbtainable from the COMSEC
cusiocdian,

986.6-3 COMSEC Transaction Reports

In order that a complete record may be maintained of each
COMSEC Htem, reporfs must be made on Form SE-153,
COMSEG Material Report, or dther form specified by the
COR to record each transaction {.g., shipment, inventory,
destruction. transfer of custodian) involving the material, The
reports are to be prepared and forwarded to the COR in
OC/TSIS in accordance with instructions detailed in the cur-
rent edition of the COMSEC publication titled “S/KAG-1"* ob-
tainable from the COMSEC custodian.

986.6-4 Periodic Physical Inventory

lnventories are required for physical security and COM-
SEC material management reasons, In accordance with the
detailed instructions in the current edition of the COMSEC
publication titled “S/KAG-1"" obtainable from the COMSEC
custodian, a camplete physieat inventary of each COMSEC
account is to be conducted periodically, whenever there is
a change in GOMSEC custodians {see also section 982.3c),
during regularly scheduled security surveys by the regicnal
securily officer, or as directed by the COR. The periodic in-
ventery, on the specified date. is to be conducted by the
COMSEC custodian of the account and another individual
possessing a current cryptographic clearance. lit an invento-
ry, both individuals are to sight-check each item in the ac-
count as the basis for signing the certification required by the
instructions in the current edition of the COMSEC publication
litted ""S/KAG-1" obtainable from the COMSEC custedian,

987 ACCESS TO PCC

a. Only individuals whose duties require it and who have
been specifically authorized by the principal officer may enter
the PCC. The names of personnel authorized to enter this
room during normal operations must be posted inside the
PCC entrance, The fist must inciude afl regufar employess as-
signed to the PCC as well as those whose duties may require
occasional admitiance during normai operations. individuals
listed must have a Department of State cryptographic clear-
ance of be a U.S. citizen employee of the executive branch
of the U.S. Government with Top Secret clearanca and be
formally authorized access lo eryplographic information by
the employing department or, agency. Verficiation of Top Se-
cret clearance and verification of autherization for access to
cryptographic information must be abtained, in writing, be-
fore allowing those individuals access ta the PCC. Such em-
ployees of other agencies are. not to have access to
telegrams, particularly those bearing restrictive captions, or
physical access to cryplographic keying rmaterial issued by
the Department of State on the basis of bemg granted ac-
cess to the PCC.

b. U.5. citizen gemployees of the executive branch of he
1U.S. Government not inciuded on the authorized entrance list
must meet access requirements presceibed in appropriate
communications security publications, and must be specili-
cafly authorized by the principal officer 1o enter the PCC.

c. Non-U.5. citizen personnel access to PCC is covered
in appropriate communications security documents obtain-
able from the COMSEC custodian.
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388 UNAUTHORIZED MATERIAL

Equipment, devices, materials, or codes and authentica-
tion schemes intendad 1o provide security, privacy, or au-
thentication to’information transmitted by electiical means
{radio. telephong, wiraline, atc.) not furnished or authorized
for use by the Communications Security Ulvision are not to
ba usad. :

488 (Unassigned)
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90
ION OF SECURITY

REGULATIONS

991 OFFICE OF SECURITY
(TL:CR-129 & SY-9 '9-26-85) .
(Uniform State/ANfUSIAIACDAIQPIC)

The Office of Security is responsitie for developing, defin-
ing, Inspecting, and advising on facilities, procedures, and
controls for sateguardlng classified iformation, and for the
-enforcement of these regulations as they pertain to the do-
mestic and overseas services. It establishes inspection pro-
grams.. and - maimtains -active Waining and orientation
programs for employees invalved with classified intormaiion
to impress-upon each employee individual responsibility for
exercising vigilance and carein complying with the provisions
of these regulations. These programs include a cantinuing
review of the implementation of these requtations to insure
that national security information is properly safeguarded.

981.1 Office of Communications

The Gifice of Communications, within the Department is
responsible for providing facilities to afford protection in tran-
sit of classified information transrnitted efectrically and via
diplomatic courier pouches. It establishes and maintains
communications security procedures and controls for the Gse
of these facilities. it administers a training program for per-
sonnel assigned lo communications duties.

981.2 Information System Security Staff

The Information Security Staff (A/ISS} is responsible for
developing, eoordinating, interpreting, and maintaining De-
partment automation security pelicies, requlations, stand-
ards, and quidelines for the protection of classilied and

non-classified but sensitive information. It aiso performs se~

curity inspection studies, evalualions, and risk assessments
of Departmental automated information systems and instal-
lations. A/ISS maintains current knowledge of automation
security techniques applicable to the protection of classified
data resident on automated information systems.

991.3 Regional Security Officers

Under the direction of the Deputy Assistanl Secretary for
Security, regional security officers assist and advise principal
officers in discharging secirily responsibifities, They assist
and advise post securily officers and conduct security sur-
veys of all overseas establishments, including facilities occu-
pied by personnel of other Federal agencies under the
jutisdiction of the principal officer,

992 POST SECURITY PROGRAM

982.1 Designation of Post Security

Officers

8. A post security officer must be designated by the prin-
cipal officer at each post to assist in carrying out the post’s
security responsitiilities. At a post where a regional security

- officer is stationed, that officer assumes the functions of the

post security officer.

b. At a post where a regional security officer is not sta-
tioned, the administrative officer should generally be desiqg-
nated as the post securily officer. Written notification of post
security otficer designations and changes must be made to
the appropriate regional security officer. .

C. - Al targer posts, the post security officer deterrines
the number of unit security officers required and their indfvid-
ual areas of jurisdiction. Designation of AID and USIA unit
security officers overseas must be made with the concur-
rence of the principal AID and USIA officer at post.

992.2 Responsibiiities of Post and Unit
Security Officers

Employees designated as post or unit security officers per-
farm the security duties prescribed for them in addition 1o the
duties of their reqular positions. Each post security officer
maintains an active training and orientation program af the
post to impress each employee with individual responsibility

_for exercising vigilance and caré in complying with the provi-

sions of the securily regulations. The post security officer
maintains liaison with the regional security officer and other-
wise assists in the general administration of the security pro-
gram within the assigned area of jurisdiction, In addition, the
post secunty officer performs the specific duties prescribed
in the various parts of the requtations and in the Post Securi-
ty Officer Handbook, and such other security duties as may
be required by the regional security officer.
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993 DOMESTIC.SECURITY PROGRAM

993.1 Des:gnatlon of Prmcipal Umt
Security Officers

A pringipal unit secunty officer must be deslgnate-d by tne_
head of each major funciional area to assist in carrying out
the area’s security responsibilities. Written nbtmcatlon of
principal unit secunty officer desrgnatlons and changes rust
be made to the Office of Security. Principal unit security offi:
cers of larger functiona! areas may designate and direct as-
sistant” unit  security ofhcers to carry ‘out security
rgsponsibilitles. o
g9a3, 2 Duties and Responsibilities ot

Unit Securlty Officers

Empioyees designated as unit secunty officers perform the
duties prescribed for them in addition lo the duties of their
reqular positions. Each unit security officer maintains an ac-
tive training and orientation prograrn ‘for. employees of the
unit ared and i lmpresses gach such empioyee with individuat
responsibility for exercising vigitance and care in complymg
‘with the provisions of the security requlations. The unit se-
curity officer maintaing llaison with the Ofiice of Security and
otherwise assists in the general administration of the security

program within the assigned area of jurisdiction. In addition,

to the general duties and responsitiliies set forth above,
such officer performs the specific securily duties prescribed
in the various parls of these requlations and such other se-
cunty duties as may be prescribed.

994 SECURITY BRIEFING OF
EMPLOYEES

994.1 New Employees

_ All employees must be aﬂorded m-depth security briefings
on these regufancns which lmpfement The Orefer and its im-
plementing directives. Eactinew employea is required to read

- and sign a Security Acknowledgemen! (OF-110) at the time -~

of entrance on duty

In addition, it is the responsibility of post and principal unit
security officers to insure that all hewly assigned of newly
employed personnel are briefed on secunty matters specmc
to a post or afea

994.2 Separatmg Employees

a. A secumy briefing will be conducted and a separation
statement will be completed whenever an employee is termi-
nating employment or is otherwise to be separated for a con-
tinuous pericd of 60 days or more. The briefing is mandatory
to insure that separatmg personnet are aware of {he require-
ment to return all classified material to official custody and
of a contining responsibility to safeguard their knowledge
of any classified information. The separating employee must
be advised of the applicabie laws on the protection and dis-
closure of classified informalion (seé Appendix 1V} before
signing the Separation Statement (OF-109).

b. A security debriefing will be conducted by the Oftice

of Security, IGISEC, upon the separation of AlD employees. -

995.1.

995 SECURITY VIOLATION PROGRAM -
General Policy ' '
- The Securﬂy Violahun Pfogram is dasngned o mini:

: mlze the possibility of compromiss of classified material.

b. A securily viclation occurs when classified material is
not safeguarded in accordance wilh these regulations. It is
a securily violation to process classmed informaﬂm on an
unclassified system. .

995.2 Security Inspections
985.2-1 Domestic

Cleared 1.8, citlizen Federal proiectwe OﬂICEl'S contract
quards, and ciher persons specifically designated by the Of-
fice of Secutity are responsible for making atter hour inspec-

tions to insure -that-these: requlations for. safeguarding
classified material are being properly abserved. Their official

- duties autharize their entry into any unoccupied or unprotect-

ed office at any time, Employees are prohiblt&d fram locking
desk drawers. -

995, 2 2 Overseas

Marme Secuniy Guards and persons spec:ircaliy desrgnat-
ed arg responsible for making inspections during and after
hours to insure that these regulations for safequarding clas-
sified material are being properfy observed Their official du-
tias authiorizé their- entry into any unprotected office at-any
time, They are. authorized to search desk drawers, unpro-
tected boxes, atiache cases, and review information resident
on automated information system. Employees arg prchublled
from locking desk drawers.

895.3 Fleports of Vlolatlons
995.2<1 - Notica of Vlolatlon

Goards, employees specmcaily demgnated for securily
tunctions (exc[udmg the closing hours sacunity checker,
when subseqtiant inspection will be conducted), and Region-
al Communicalions Programs Officers must submit a Notice

-of Security Violation. (OF:117),’ Identifying apparent viota-

tions, to the next higher level in the chain of security. The No-
tice of Violation report must be unclassified and rmust be
prepared as comprehensweiy and accurately as possible; be-
cause it is the basis’ of any subsequént invéstigation. In addi-
tion, any employee must inform the appropriate security
officer, orally or in wriling, of any improper security practice
which comes {0 the employee’s attention in order that reme-
dial acuon may be taken.

995.3-2 Record of Violation

a. When a Notice of Violation {OF-117), or other report
from an employee, is received, the post or unit sacurity officer
must investigate the violation to datermine the possibility of
compramise and to/ identify the person(s) responsible for the
violation, On conclusion ¢f the investigation, the post or unit
security officer will indicate the resulls in a brief summary on
a Record of Viofalion {OF-118}. The Recard of Violation must
be yncfassified and include at a minimurm, the infermation re-
quired to respond to the instructions printed on the reverse
side. If necessary, classified or extensive additional informa-
tion may be added on an attached memorandum.

995.3-2
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b On conclusmn of the 1nveshgatl0n and after Part 1 of
the flecord of Violation has bean completed by the post or
unit securily officer, the Record of Vidiation will be forwarded
to the person(s) atleged to be'responsible, for completion of
Part 2 of the report. The individual(s) alleged to be responsi-
ble may commerit on the violation if desired, but is required
to sigh in Part 2, whether any commerits are made of not.
‘After the person(s} suspected of the violation signs in Part
2, the Recdrd of Violation wilt be forwarded to the immediate
supervisor for-signature.

¢ In domestic service, when the supemsor has signed
in Part-2, the Record of Viotation will be forward for adjudica-
tion in the Department to AISYIOPSIDO in AID to AG/SEC,
in OPIC to ‘the Office for Personnel and’ Administration, or
in USIA to MISP ‘Overseas, the Record of Violation will be
forwarded to the reglonal security officer for completion of
Part 3 of the form. On completion of Part 3 by the regional
security officer, the original report will be forwarded to
AJSYJOPS/DO and a copy to the employee.

d. Any substantive condlicting disclaimer or statement of
mitigation in Part 2 of the OF-118 must be resolved or re-
sponded 0 by the regional security officer in Paft 3 before
forwarding the report lo AfSY.

e. RAecord of Viofation reports, in all cases, will be made
a matter of record pending final adjudication and at posts a
copy of the report will be placed in the post viclation file, if,
after adjudicaticn, it is determined that a security violation
should not ba charged to the employee, the Office of Security
will s0'notify the employee and instruet the unit, post, or re-
gional security officer concerned to amend their records ac-
cordingly.

995.4 Violations by Employees of Other
Agencies

Violations are reported and processed for employees of

other Federal agencies in the same manner as above,

995.5 Evaluation of Security Violations

Ali reports of infractions of the security requlations will be
evaluated initially by the post or unit security afficer {except
communications security violations) to determine wihether or
not a vietation may have occurred. If a violation has occurred,
the Record of Violation will be processed as reported above.
For a violation to have occurred and be processed, the viola-
tion must have involved U.S., foreign government, or interna-
tional organization classified material, which classification is
recognized by the U.5. Government, and it must be aninfrac-
tion ot these regulations.

Adjudication of all security violations is accomplished by
the Office of Security. In the adjudication of violations, the
principla of primary and individual responsibility as defined
in section 903 wilt be used as a guide. However, in cerlain
incidents supervisors may be held responsible for failure to
provide effective grganizationat security procedures, particu-
larly when other than normal conditions cause the interrup-
tion of routing security procedures or controls that are not
narmally the sole responsibility of any individual.

995.6 Communication Violations

it any violation of the security regulations results in the
l0ss, thelt, or unautharized viewing of cryptographic materiat
or tie transmission of an unencrypted classified telegram by
an exposed communication channel, a report must be made
immediately. Posts should report viclations by télegram to
the Office of Communications (A/OC), Department of State,
with a copy to AISYIOPSIDO, In the domestic, violations
should be reported by telephone lo AJOC. {See section 965
for reporting missing or compromised COMSEC material }

9385.7 Disciplinary Action for Security
Violations in State, AID, USIA,
ACDA, and OPIC

a." After an affirmative adjudication of a viclation, one of
the following actions may be taken under applicable person-
nel rules and regulations:

(1} . Lelter of Warning;

{2} Letter of Reprimand:

(3). Suspension without pay; or
{4) Dismissal.

b. Viotations are counted toward disciplinary action for
2 years from the date of accurrence. The Office of Security
issues warning letters to employees having na more than two
violations occurring in the same 2-year serias of violations.
In the case of an employee charged with three or mare viola-
tions in any 2-year series, the Office of Security will recom-
mend appropriate disciplinary action to the Office of the
Director General. The Offices of Security at AlD and USIA
submit such recommendations to their respective Directors,
Office of Personnel Management. In OPIC, disciplinary ac-
tions will be referred o the President. Extraordinary viola-
tions are dealt with on an individual basis. Shouid circum-
stances warrant, the agency may take action under the provi-
sions of section 5-503 of the Crder and Executive Order
16450,

¢, Criteria for administrative action include:

(1} First Violation: Begins a 2-year pericd for viola-
tions. A letter calls the violator’s attention to the need to be
more careful, and the possible discipiinary action that could
result from future violations in the 2-year period,

(2} Second Violation: When occurming in same 2-year
series of violations, a letter of waming advising of criteria and
penalties for future violations before cut-off date.

{3) Third Violation: When occurring in same 2-year se-
ries of violations, a recommendation for Letier of Reprimand
to Director General of the Foreign Service or, in AID, to Direc-
1or, Otfice Personnel Management.

{4) Fourth and additional violations: When occurring in
same 2-year series of violations, a recommendation for sus-
pension without pay is sent to the Director General of the
Foreign Service or, in AID, to Director, Otfice of Personrel
Management.

{5) Alter 2 years have elapsed since the previous first
violation, a subsequent violation starts a new 2-year period
and the routine letter regarding disciplinary action is repeat-
ed.

it should be noted that the Office of Securily reserves the
right to recommend disciplinary action at any time should the
seriousness of the violation warrant such action.
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d.- USIA records !nciude

{1 Repons of first wolatmns which resull in Letters of
Warning to an employes are retained by the Office of Securi-.

ty, USIA, in a pending fite and are destroyed after 2 calendar
years if a second viotation is not charged within that period.

2) Records ot dascrp{mary action taken by the Directar
of Personne! are retained in the empioyee s Official Security
and Personnel fites, normally tor a period of 3 years, and then
destroyed as nolonger timely or relevant.

995.8 Infractions Involving
Administratively Conirolled
Material

&, Material designated with adiministrativeiy controfled
markings, such as Limited Official Use (LOU), is not classified

material as dafined in the Order. The failure to secure such
material cannot ba considered a security viclation, however,

this material must be’ prolected as required by § FAM 958
and the Office of Security will usa its resources to insure that
such matarial is properiy. protectad. '

"7 .b. Security officers wil make appropriale inqulries todeh

tormine if unauthorized persons have had acgess to .con-
wolled’ material and to ascdrtain responsibliity when_a
violatlon cesurs. Reperts of Violation {OF-118), will be pro-
cessed in the same manner,as violations invaiving classified

material, bt the Repart of Viotation will ba retained at post
and not forwarded 1o A/SY/OPSIDO, excep!t in the case of
vivlatians involving AID

996 CHIMINAL LAWS

Cnmmal Statutes estabhshing penaluas of lme and lmpns—
onment for the release of information in viotation of such stat-
utes are set forth in Appandix V.

997 through 999 {Unassigned)

996
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