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. made to sources to protect the conflden-
-tiality ‘of Information, -to avold endan-

" gressionally sanctioned activity.

abilify to ohtain candld and necessary
information, to . fulflll commitments

gering these sources and, ultimately, to

facilitate proper selection or continuance
of the best applicants or persons for a
‘given position or contract, and to pre- .
vent Interference with a legitimate, Con-

(8) The following systems of tecords
are exempt under § UB.C, 552a (k) (5)

from_the provisions of 5 U.S.C. 552a (¢}  known
(3., ) (ex (1), (&) (4) @), an, and tains,
(I, and (f):

(i) Employee Conduct and Disc!pllne
Records
(11) Employee Relations Records

This exemption is claimed for these
systems of records to maintain the abil-

ity to obtaln cnndid and necessaty ln-
formation, to fulfill commitments made
to sources to, protect the confidentiality
“of infoxmatlon. to: dvold endangering
these sources and, ulumately. to faclii-
tate proper selection or continuance of
the best apbilcants or persons for a glven
_position or contract. Special note iy made .
of the limitation on the extent to which
- this exemptlon may be. asserted, The
existence and general character of tho
informatlonn exempted will . be

made
to the individual to whom it per-

Effective date, This part becomes ef-
fective on September 27, 1575,

Dated: September 26, 1975,

Jouwn E. Mureny,
Acting Administrator,

APPENDIX A.—-Agéncy for Inlernational Development, address and locallons of offices referenced in the regulations-and

nolices

Malling address

Lacation

L. In the Unfited
States:
OI‘HCE

‘Stata Deparunent_.- A.LD. « Washington, D.C. LY
State Department, __.__ do.

Annex 2.

State Departroent, ... L1 £ N
Annex 5.

Stats Departraent, ... L5
Annex 11,

Universal Morth PSR . . e aaan
Building.

Pomponta Pleza -~ .. L1 L R
Byiiding. .

Rosstyn Plaza RSO |, R, e mmmm e we—aoan

yTi
'E*% Buildlng.
Rosslyn Plaza
“C* Building.
New Cumberland._ . A.LD. Excess Property Division, Bullding
54-5, New Cumberland Army Depot,
New Cumber]and Fa, 37070,

il Abroad .

Afghanistan_ . __...._ USATD to A!gha.n.istan c,’a Amedcan

- . Embassy, Kabitl, Afghanistan,

Bangladesh._._._____ US\[D| “Qfo American Embass}. Daecca,
Bangla

Brozil . _.ovanenneeees "UGSAID to Branl CAIZA Pastal H-232-$
Brasitia D F., 1.

Bnhsh Honduras. ... Ameriean Consu]al.e Be!lw City, British
Honduras.

Bolivia. oo USAID to Bolivis, ¢fo Ameritan Em‘bmy,

’ La Paz, Bollvla.

Chad___: v Country Deveiogment OMeer, ¢jo Amerd-
can Embassy, N'Diamena, Chad.

Camercon ... ATen Development Office, c¢fo Amerean

X Embassy, Yaounde, Cameroon.

Chite.___.....ouvnin USALD to Chlle, efo American Embu:ay.
Santiago, Chile. -

Colombia_. ... USAID t Colombia, clo Amerlesn Em-
bassy, Boroia, Colombia.

Costa Rlea . _...._.. Office’of AID Affairs, c/o American Em-

bass B Stn fose, Costa Rica.
Dominiean Republic. USAID to Domindcan Repubiic, cfo Amérl
can ,mbassy Saato Dnmlngo Dominican

Ecvador_.o..o....... USA?D to Equider, ¢fo Americen Em-
. % , Quito, Ecuador, .
b p7] S USA[ , American Embassy, Calrg, Egypt.

. USALD 16 £l Sslvador, c/o American Em- -
bassy, San Salvader, El Saivador.

——- USAIth Ethiopla, cloAmerlcan Embassy,

Addis Ababa, Ethiopia.

France. .

.U S Mission to the QECD, c¢/o American
Embassy, Paris, France. .
Ghana.__ . USA 1D, 0. Box 1639, Accra, Ohana. ...
Cuatemala. ... USAIDIROCAP, c/o Amedean Embasy,
(iuaternala Cily, Guatemasla.

Ouyana, . .....nio.. USAID to Guyans, ¢fo Am:rlcan Emba.ssy,
. Georgetown, (}uyan .
Hoid. ... Ofica of ALD Representauve. Américan

-Embassy, Port au Prince, Haitl. -
Honduras..-.._.-..- USAID to Honduras, c/o Amerlcan Em-

“bassy, ‘Tegucigalps, ionduras,
... Amesican Embassy, Reéykjavik, Iccland_.._
T.. USAID to ndia, ofe American Embessy,
© “New Delhi, India 11.
...... weeaea USALD to lndﬂnesla. cfo Amedcan Em-
bassy, Jakarta, Indonesia.
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320 21st St NW., Washlngton D.C.
515 224 St NW,, Washingmn, D.C.

1901 Pennsslva_n{a Ave. NW., Wastingten,
1400 Wikson Blvd., Arlington, Va,

1975 Florida Ave, NV, Washlngton, D.C.
1735 North Lyon St., Arlington, Ve.

1621 N. Keni St., Atllngtoen, Va.

1801 N. Kent St., Arlington, Ve,

Bullding 54-5, New Cumberland Army
Depot, New Cumberland, Pa. 1707

Wat!lr Abkar Khan Mina, Kahul Atghar

Adarniee Court Bldg. Mon(l]heei
Bangladesh.
Ed. am!elr:mles, SC5 Q.
Brasiljs, Brar,
O%bcﬂlrel Lans and Hutson St., Bélire Clty,
ellze
383 Almirante. Grau S1., La Paz, Bolivla.

Rue du Lt. Col. Colenga d*Omane, N'Lija-
mena, Chad.
Rue Nechtsxal, Yaounde, Cameroon.

A\gﬂ{ia B. O'Hieains No. 1148, Saatlsgo, -
R £, :
Carrera 10 Nr 2819, Bogota Colombla,

Avenlda 3 Calle i,
Riea,

Daces,

8an  Jose, Crata

Cnlle Cesar Nicolas Pensan ‘and  Calle,
1do Navnrro Sasnte Domingo, Do~
esn Republic,

120 Avenldn Pntda. Quito, Ecuador.

5 Sharla Latin Awnerica, Carlo, Egyp

No. 1230, 25 Avenida Norte, San Salvador, -
El Salvados.

Crown Prince Asfow Wossen S, - Addis
Ababa, Ethiopia.

_1.‘! Villa.8rofx Nivert, Parls, France,

leeda and Rowe Roads, Accra, Chans,

U3AID/ROCAP, 7-80, 8ti St. Zona 9,
Quatemala City, Guatemala.

55Msln. 8t., Leorgewwn Quyana,

American r,mbassv. Ilar:y Truman Blvd.,
Port zu Prince, Haiy

-Avenida Le Paz Tcgucigalpa, Jonduras.

Laufayvegur 21, Reayklavik, Icelona,

Bh'a::ilil PFath, (.hanniynpuu N, New Delhi
ndfa.

Medari Merdeka, Selatan 5. Jakarta, Inda-
nesla,

17, Lote 205, ~
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- Walling address
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bmy,Abl
Offi cﬂ of Al

A.Juedc.a.n ‘Fmbassy, Rome, Ttaly
Rey‘lohnl Feimomie Developmzm Services
Mees/West Africa, cfo American Em-
an, 1vory Const.
Aﬂaira, cfo -Armerican Em-

¥, Kingstoa, Jamaics.

Amerlcan Lmba\sy, Amman, Jordan .
- USAID ln Kenya, P.0. Box 30261, Nafrohl,

Kenyn.

Rorea .. ..... R GSALD to Knma, cfo American Embsassy,

. ,-Korea,
Lébanon ....cvpon. . AID chional Tminln
can Binbasyy, Heitut, Lebanon.

Hbena ....... amena USMD PO, Bo: 1445, Monrovia, Elberla |
. Cou.ntry Develo l;}:mem Officer, cfo Ameri-
- can Embessy, Bamake, Mall.
Maur{t&nfa ........... Country Development Officer, ¢fo American
K . Embasiy, Hounkehott, Maurilania,
Moxico.. ... ~. Offica of ALD Affairs, cfo American Em-
. basyy, Mexico D.F. Mezica,
BOTOCE0 - v snmcaaaae USAID to Momccn.cfu Awmerican Embassy,
Rabat, Moroceo.
Mepal .o oeveee..... UBAID to Nepal, cfo Arverican Embassy,

Kathmandy, Nepal.

N{CAragUa oeve ... USAID to Micaragus, cfo Amedean Em-
basyy, Mansgug, Nicaragua.

Nlger.«. . . ..Uea De?e.li)pment Office,

Mlgeri.oeeneo . umn tg’ hmm. oo Anerican Embassy,
Pakfstan. coaoeoao., USALLD, P() Bux (028, Islamabad, Paki-
. stan,
i 1T LT S, USAID to Panams, cfo American Em-
. ) brassy, Pansma City, Parama.

PAMAgUBY--.-........ USALD o Paraguay, clo American Em-
bsssy, Asancion, Parsguay.

Pertd..._..... vee e USMD ta Pesu, cfu Armerican  Fmbassy,
Lima, Pern,

Philippines_ . ___.... USAI1D to the Republic of the Ph!hppmes.
c{iu American Embassy, Manila, Phi!lp-
pines.

Porlugsato....._.._... Amerdean Embassy, Lisbon, APO New
Yok 09678, .

Puerto Rica__....... cfo Assistaat Sccretsry, International Ex-
change, Department of State, Comnon-

. w?nlu- of Pucrto Rico, 3en Juan, Puerio
: - Rivo.
Senegal ... ... Arca Development Office, cfo American

¥, IHiazoey, nger

Embassy, Dakar, Sencgal.

8ri L:mtn._._.‘.“_. OH'mc of AID Represenualive cfo American
Embassy, Colembo, Sri Lanka.

Sndan__........_ .. AID- Affairs Office, cfc Embassy of the
Nethertands, Kharloum, Sudan, .

Swariland . _...._.. .. Office of Southern African Regionsl Aclw-
ities, CoordinationjMbabane, cfo Amari-
cah Embassy, Mbabane, Swaziland.

Switzerland - _.____,_ 0.8, Mission Lo Iniemational Organization,
efa Ainemb. Geneva, Swilrerlangd.

ByrR . i Office of A.1.D>. Representalive, cfo Ameri-

can Embassy, ainsscus, Syria Arab

Ruepublic,

TAWAN . neee Qﬂim of AID Aflalrs, cfo American Em-
bassy, Taipel, Taiwan.

Tantamis. ... . ... .- USAID to Umtcd Republie of Taniania.

clp Arnerican Embassy, Dar’es Salsam,

Vi

Urugnn:,r..._._.,...__ Oftica of AED),
do

Yemea . ooaerm - Olllm of A[I) Aifsles, cfo American Em-

Tancanin. i
UBOM, cfo American Embassy, Bangkok,
Thailand_ . )
Arnes Davelopment Officer, .c¢fo Amcricsn
Finbassy, Niamey, Niger.
. USAID to Tunisia, ¢fo Amercan Em-
bassy Tunis, Tunisis,
_ USAID, PK I, Cankays, Ankors, Turkey.
_ AID Country Development Officer,
Amedcan Embasdy, Cusgadougou, Upper

Rnpcesentalwef\{omcvldto
Ammmn Lambsssy,

oila.

bussy, Sana, Yemen.:

e, USALD to Republic of Zaire, ¢fo American
zalre...o Fmbassy, Kinshess, Republic of Zaire.

Ofice, cfo Amerl-

: Via Veneto 119, Rome, Italy.
5, Rue Jesse Owens, Abldjan Ivary Coast.

Amgerican Embassy, 43 Duke 8t., Kingston,
Janafea.

. Jebel Amman, Amman, Jordan

Cotts Houss, Ellol St. Nalmbl Kenya.

New Sequl Bldg, lsms'M 2-K A, Chungmu-

" Ro; Chung-Kd, Sconl, Xorea.

Corpiclie af Rue Alv \{re\sseh Relrut,
Lebanot.

Uriled Mations De., Monrovia, l,ibcm.

Rl\t;z "Ii‘estmd and Rus Mobamed V, Bamako,
olall, -

Altnm;ican Embassy, Nouskchott, Meuri-
anis.

Cot, Panubio and Pasea de 1a Reforma, 305,
Colonls Cusuhtenioe, Merico D F. Mevico.

2 Ave. de Marrakech, Rabat, Morocco.

Eabi Bhawan, Kathmandy, Nepak.

Boulevard Somoza, Manague, Nlearsgus.

Yontals Road, Nismey, Niger,

1/3 Moloney 5t., Logos, Nigeria.

Diplomatic Enclave, lamna 4, [slamabad,
nkistan.

UBAID Main Bldg., Cemento Panams

Bldg., Manue) Espinoss Bagists, Panama
Cliy, Panama.

. 3% Kubitschek, Asuncion, Parpgusy.

Av._ Espana 336, Linta, Peru.
1680 Roxas Blvd,, Manila, Philippines.

Avenida Duque de Loule No, 39, Lisbon,
Portugal.
OTL, San Juaa, Puerte Rico.

BIAQ Building, Place da I'Independance,
Dakar, Sencgal.

41 Qalie Road, Colpetty, Ceolombo. Sri
Lanka.

Gembouria Ave., Khartoum, Sudan,

O8A RAC-Haqus, 218 Gllifllan St., Mbabane,
Swariland.

80 Rue de Lausanne, Geneva, Switzerland.

Chare {Ave.) Al-Manseoar, Abu, Runznanih,
Dumascus, 3yria.

No. 2 Chunz Hslap West Resd, Second
Sectiori, Taipei, Taiwan.

Nationzl Bank of Commerce Bldg. on City
Drive, Dar es Salaam, Tanzania.

9% Wireless Road, Bangkok, Thaitand.

Rue Pelietfer Caventor ang rue Veuban,

Tome, Togo.
T 149 Aveneue de la Libeste, Tunis, Tunisia.

Cinnah Cdsldesi, No. 16, Ankera, Tuckey.
Boite Postale 35, Onagadougou, Upper Voita,

Eauro Muller 1778, Montevidao, Urygusy.

American Embassy, Sans, Yemen Amb
Republic.
3L Ave. des Axlatenrs, Kinshasa, Zeice,
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‘APPENDIX 120

There follows below the text of the Privacy Act of 1974 Syttems of Records-

Annual Publication, dated September 20,
1077 (49 ¢ D

Register of Septemher 20

AGENCY FOR INTERNATIONAL
_  DEVELOPMENT
PRIVACY ACT OF 1974
- Systems ‘of Records; Annual Publication
leuaﬁt 0; SU SC‘ .SSIZa(c)(.‘i)' the Privacy Act'of 1974, the
Agency for International Dcve!opmem heceby publishes its systéms
of records as presently. maintiuned. The systems were originally

published at 40 FR 39461 (Aug. 27, 1975} and amended st 40 FR
45768 (Oct. 2. 1975) and 40 FR: Sl.l'N (Nov 3, 1975). Additional

amendments weré proposcd - in the Agency's annual publicaton at

41 FR 38900 (Sept. 13, 1976). As a result of subsequent comments
received from. the U1.S. Department of Labor, additional routine

uses were proposed at 42 FR 31511 (June 21, 1977, A relocation of.
some systems was published at 42 FR-31511 {June 21, 197, Addi-

tional ameéndments were proposed at 42 FR 37084 (July 17, 1979

ard 42 FR 40302 (Aug, 2, 1977). The. prior notification reqisirement -

(SSRa(e!(ll)) was waived for the Avgust 9. 1977, publication.

Changes in this publication include dc!cuans which referenced
medical records, which are no longer a part of our sysiems of
records, and language added for clanfication purposes.

John L. Gilligan,
Adminfsirator,

Alphabetical [;islih'g' of Systenis nf Records
SYSTEM OF RECORD

Aucndancc a.nd Leave Reponiing Records - ;\iD-[s

Awards and Incentives Records - AlD-14

Civil Service Emploves Office Personnel Recnrds - ATD-2

Claims Records « AlB-20 .

Congressional Relatians, InqLuru:s. and Travel Records - AD-22

Criminal Law Enforcement Records - AIDL9

Emergency Case File « AlD-24

Employces Automated Records - AID-3 -

Empioyee Conduct and Discipline Records « AlD-11

Employees” Equal ‘Employment Opportunity Complaint (n.

vestigative Records - AID-23

Employce- -Owncd or -Leased Pmpeny Records - ATD-17

Employees Pavroll Records - AID-15

Employee Relations Records - AID-10

Employee Use of Property Owned or Leased by the U.S,
Government Records - AiD-18

Executive Assignment Records - AID.12

Foreign Service Emjloyee Personnel Records - AID-{

Foreign Service Personnel Evaluauon Records - AID-7

Litigaton Records - AID-26

Orientation and Training Records -’ AID-13

Personnel Security dnd Suitability Invcsugauve Records -

Pasitian Classification Records + AlD4

Privacy Act lmptcmcnlauun Records - AID-25

Public Infdrmation Records - AID-21

Recruiting, Examining, and Placemcn[ Records - AID-6

Reserved - AlD-5

Travel and TrdnSponauon Records - ATD-19

{Appendix A to 22 CFR, Part 215 - Regulation, Agency for In.
temational - Development . Addresses and  Localions of “Offices
Referenced in the Repulations -and Nolices is hereby mmrporalcd
by reference into this Notice as Append.lx Aheretn)

- © Statemeat of Gcn:n! Routine Usex
The fol]omn,g routine uses apply . to, and. are mcorporatc,d by
reference into cach systcm of records set Ioﬂ.h beiow to the extent
therein applicable: - -
{, In the event of an indication of a wolauou or pot,cnuai viola-
tion of law,. whether civil, criminal or regulatory in . naturs, and
whether arising by statute ‘oc particular program pursuant therte, a

AR

record in this system of records may be referved, as a routine use,.

to the appropriate agency, whether Tederal, state, local or. foreign,
charged with the respansibility of investigating or proseéuling such
viglation 6r charped with enforcing or :mplem:nu_ng the stalute, or
rule, regulation vr order issved pursuant thercto. s

2. A teeord Jrom this system of records may be d.xsc]m.cd as a
routine use, (0 a federal, state or local agency mainwining civil,
caminal or other relevant enforeement informarion ‘or other per-
tinept information if necessary (o oblain informauon relevant to an

1977, as’ published in the Federal

ATO’?\ J‘!'\ﬂ'r\

Agency decmon concemmx; \he Wiring of retention of an employee,
the issuance of a security clearance. the lewing ot a Ccontract, or the
approvat of a gram or other benefils.

3.'A record from this system of: recotds may be disclosed, a4 a
routine use, o a {ederal agcncv. in response Lo its requast, in con-

- nection wuh the hiring or relention of an employee, the issvance of

a security clearance. the reporting of an invesugation of an em-
ployee, the lejting of. a coniraet, or the issuance of a license, ap-

-provat of a grant or other benefit by 1he requesung agency, o the

exteni thar the . mlormauun is . refevant and necessary to the

. requesting agency's decision on the matter.

4, Arecord from this system of records may be d.tsclosed as a
routing use, in the course of prescnung evidende 1o a court, magis-
traté or adminiitintive tribunal; inctuding disclosures to opposing
caunsel in the course of setlement negotiations.

5. A record from Lhis Sysiein of records may be disclosed, as a
routine use, o the Déparument of. State and its posts abroad for the
PUpose of, trinsmissiodi - of information . bétween organizational
vnits of the Agency, ‘or {or purposes related to the responsibilities
of the Deparunent of State in conduction Uriited States fareign pol-

. icy or protacung United Slales citizéns, such as the assignment of

employees 1o positions abroad; the reporting of accidents abroad.
evacuation of émployecs and dependents, and other purposes lor
which officers and employees-of the Beparument of State have a
need {or the records in \he performance of their dulies.

6. A recoid from this systém of records may be disclosed, as a
routine ‘use, 1o o foreign govemment or international .agency in
response to its request (or information (o facilitate the ‘conduct of
U.S. relations with that government or agency through the issuance
of such documents as’ visas, coumty clearances, identificaton
cards, drivers” licenses, d:plornauc lists, licenses to impott or ex-
port personal effects, and other official documents and permits rau-
tifely fequired in connection with the official service or travel
abroad of the individual ami his or her dependents,

7. A record from this system of récords may be disclosed, as a
routing use, to’ Federal agencies with which the Agency has entered
in1o an agrcemenit to provide services 10 assist the Agency in carry-
ing out’its functions under the Foreign Assistance Act of 1961, as
amended, Such disclosufes would be for the purpose of transmis-
sion of information between organizationat unils of the Agency; of
pmwdmg 10 the cmgunl employing agency information concerning
the sérvices of its employee whilc utdesr the supervision of the
Agency, including psdormance evaluztons, repors of conduct,
awards and comunendations, and information normally chtained in
the course of ‘personnet adnunisiration and employee sup-cmswn'
or of providing other information directly related 1o the purposcs of

", the inter- -agency agrecmesit a3 sel forr.h therein, and necessary and

relevant (o jts implementation.

‘8. A 'tecord [orm this system of records may be disclosed, as a
routine use, to a Member of Congress ¢r a_ Congressional stafl
representative of the Member in. tesponse o an inquiry (rom a
Member made al the request of an individual,

9. A record in those systems of records which contains medical
information may be disclosed, as a routine use, to the medical ad-

viser of any individual submitting a request for access 10 the rweord

vnder the Act and 15 CFR Part 4b if, in the sole judgment of 1he
Agency, disclosure _cou!d have and adverse cfiect upon the in-
dividual, under the provision of 5 11.5.C. 552a(fX3) and implement-

ing regulations at 13 CFR 4b.6.

10. A record contained in lhu sytem of rtcordz- may be dis-
closed, as a rouvtine bse, th-the Office of Managemem and Budget
in conrection with the review of private relicl lepislation as set
forth in OMB Circular No., A-19 at any stage of the Legisiative coor-
dination and ¢learance procesy 49 set fonth in that Circutar,

t1. A record from thit system of recods may be disclosed, as a
routine use, to the Foreign Service Grievance Board in the course
of lhc erd's consideration of matters propely before it

AdLD. -1
Syslm nae: Foreign Service F_mploy:.c Persannel Records,

Systern Location: Washington offices and offices of assignment
abroad as listed in Appendix AL

Categories of individuals covered by the system: Present and
former A.LD. Forcign Scrvice :mployccs and employees’ of other
0.8, Agencies detailed to A LD,

Calegories of records o the system: This systern includes (a) cen-
tral records consisting of official persoanc [olders and {b} decen
tralized records conusting of office copies of official documents
and papers, Kecords are compnised of documcnts in the following
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categorics; Biographic Daa; assignment and reassignmeént orders:
notification  of - personnet actions: travel amrival and ‘departure
nolices; time and attendance cards; requests {or security clearances
and building passes; nominations and host couitry clearances, posi-
tin descriptionst stafling and workload information;, home; family,
and emergericy Jocation information; records of language proficien-
cy; records of ‘secutity ‘cléardnces; performance evatuations: in-
dividual assighment: rating sheets; eaming statements: compensa-
tions, ‘awards; “and léave information; copies of power of allomey
granted by the -individual; education and triining infStmation:
delegations of authority: reports of ‘accomplishments: commenda-
tions: health and ‘medical record abstracts; accident or incident re-
ponts; . reprimands  and 7 dis¢iplinary " actions{ -_complaints and
gricvances: documenis pertaining 10 fiscal, property, and transpor-
tation matters; foreign office notes and official- comespondence:
permuts .and mithorizations of- foreign governments: health and life
msurance plans; and correspondence peniaining to the individual.

Aulhority for maintenance of the system: Foreign Assistance Act
of 1961 .45 amendeéd, Sec. 621, 625, 626, 627, 628, and 636 {b);
Foreign Service Act of 1946 as amended; U.5.C. 301, i

Routine uses of recands raintsined in the system, including eatego-
ries of users and the purposes of such uses: To Forelgn Govern-
ments, intemational organizations, and U.5. and Foreign Firms for
empioyment or employee exchange. ) .

. To Financial and Credit, Institutions for loan and eredit reference
putposes solely to verify the employee's name, employment with
A.LD., dates of employment and pay grade. - L ’

To other Federal Agencies and . private firms for placement
under exchange programs. - o . : .

‘To officials of the Departinent of State serving as the em-
ployee’s supervisor for performance evaluation and review,

To representatives of the Civil Service Commission on matters
velaling to the inspection, survey, audit or evaluaiion of A.LD. per-
sonnel management programs. of personnel actions, or such other
maltters under the jurisdiction of the Commission. g

" To represéntatives of the Civil Service Commission fir the
maintenance ' of their Céntial Personnel Data File, Federal Auto-
mated Career System, and Executive Inventory File.

To the Attorney Genemal of the United States or his authorized
represaniative . in conpection with -litigation, law enforcement, or
other mauers under the direct jurisdiction of the Depanmem of
Justice, or carded out as the legnl representative of the executive
agencies. . | R ' ’ '

To a duly appointed hearing examiner or arbitator {an employee
of another federal agency) for the porpose of conducting a bearing
in conacclion with an employee's appeal involving disclosures of
records of A.LD.'s personnel management system. .

To an arbitratar who is givén a conwract pursuant to a negoliated
labor agreement to hear an employee’s grievance involving disclo-
sure of records of the personnel management system.

To officials of labor organizations recognized under Executive

“Orders 116% and 11491, as ameoded, when relevant and necessary
to their duties of exclusive representation under the Orders, and to
include data such as veteran preierence status, ienure, salades,
grades, positiohs - litles, duty. stations, agency-sponsored lraining
and awards received, notices of reduction in force, job-related inju-
v, and personnel actions. whea such information is relevant to per-
sonnel policies and practices affecting employment cenditions and
necessary for exclusive tepreseatalion by the fabor crganization.
Wherever feasible and consistent with responsibilities under the or-
ders, such information 'shall be furnished in depcrsonalized form,
i.e., without personal identifiers. ) .

To state employment securnity agencies and o the U, 5. Depant-
ment of Labor, upon request, employment, wage and seperatica

data of former ALD cmployees, o determine eligibility for unem-

ployment cempensation. . .

“To law enforcement agencies, LS. Govermment agences,
courts, the Department of State, lorcign governments and interna-
tional agencies, and Members of Congress, and for the purposes sel
forth in the Sulememt of General Routne Uses imuuediately
preceding these specific notices of systems of records.

Policies and practices for storing, retrieving, acotssing, retslniog,
and disposing of recoeds in the system:

Storage: Paper copy in file {olders. .

Retrievability: By name of cmplayee. c

Safepuards: Located in mctal {ile cabinets with three-way com-
bination lock in sccurcd premises with access limited to those
whose official dutics require access. .

. Réetention and I: Retention of these records varies from |
to 13 years, depending upon the specific kind of record involved.
They are retirad or destroyed in accordance with General Records -
Schedules issued by the National Archives and Records Serivee
and approved records control echedules of the Agency for Intema-
tional Development. : :

Systern mansger(s) nd address: Chie{, Foreign Service Personnel,
Office of Personnet and Manpower, Agency for International
Development, 515 22nd Street, N.W, Washingion, D.C. 20523, ~

Administrative Officer or Exécutive Officer of the employing of-
fice or Mission as listed in Appendix A.

Nofification procedure: Requests by individuals conceming the
existence of a record may be addressed to: . ’

Director

Office of Persoune] and Manpower (SER/PM)

Aun: Privacy Liaison Officer - :

Agency for international Bevelopment

320 21st Streey, WL T

" Washington, D.C. 20523 T .,

or presented in person al State Annex 2, 515 22nd Streét, N.W.
‘Washingion, 12.C. 20523. - I

" For offices abroad, 10 the Privacy Liaison Officer at the applica-
ble address in Appendix A. . )

Infonmation . Required; ‘Individual’s aame, place and date of
birth. The determination as to Lhe existence of ‘a record will be
facilitated by the provision of the individual's' Social Security
number and dates and places of service. = . . -

Record vaccess procedures: Requesis from individuals should be
addressed or presénted in person to the same addresses as stated in’
the Notification Section above. ) ) A C

Requests should be accompanied by information sulficient to
identify the individual pursuant to Sec.2i5.4(c) or (d) of the Agen-
cy's Regutations as published in this issue of the Federal Register.

Contesting record procedures: Written requests from individuals
to amend their record should be mailed or presented in person to
ihe same addséss as stated in the Notification Section above.

Requests for teview of a refusal Lo amend a record should be
made in writing and mailed or delivered to:

Adminisirater . .

Agency for Intemational Development *

320 st Sueet, NOW. .

Washington, D.C. 20523 .

.ATTENTION: Executive Secretary - Privacy Review Request.

Both the enve.ope and the letter should be clearly marked Atlen-
tion: Execulive Secretary - Privacy Review Request

Record source categories: Provided by the individual, by officers
and employees of ALD. in the performance of their official dulies,
by United States and foreign civil authorities, by educationat in-
stitutions, private persons and companies and produced in the
course of normal personnel administration operations of the Agen-
cy. .

ALD. -2
System name: Civil Service Efiployee Office Personnel Records.

System location: \Washington offices and, when a Civil Service
employee is assigned overseas, at offices of assignment abroad as
listed 1 Appendix A, S

" Categories of individuals covered by the system: Present and
former A.LD. Civit Scrvice employees, consujlants, cxperls; per-
sons under contract o A.LD.: other U.S. Governmenl Agency per-
sonnel employed by ALD.; advisers to ALD. )

Categories of records in the system: In addition to central records
in the custody of A.LD. but officially ‘maintained” by the Civil Ser-
vice Commission the Agency nmaintains personnel records which
may be comprised of any of the following categories of documents:
Biographic data; assignments and reassignment nn;ler.s; nou.hcauou
of personnel actions; travel amival and depanure notices: Ume and
attendance . cards; requests for securily clearances _apcl buzldx_ug
pasges: nominations and host country clearances: position descrip-
lions: contracts when individuals are employed under a contract;
stalfing and workload informiation; home, family, and emergency
location information: records of language proficiency; performance
evaluations: earning stalcments; compensation awands, and leave
informmgon: copics of power of attomey granted by individual;
education and aining information: delegations of autharity; reports
of accomplishmems; commendatons; accident or incident reports;
reprimands and disciplinary actions; complaints and gnsvances; -
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documents pertaining to fiscal, propcrty‘ and lra,mportauon mat--
tersy” correspondence pertaining -to thc mdw:dual and hwlth and

tife insurance pla.ns

Authocity. for maintenance of the sysiem- Forelgn Assus!ance Acl
of 1961 as. amended. -See, 621, 625, 626, 627, 623 and 6'56 (d)
Foreign Service Act of 1946, as amended,. Sec. 911:'S U.s.C
1301, 1302, Aulht)hly o gstablish and inaintain ﬁlcs o

Routine wses of records mnintaived ix the system, lncluding catego-
ries of users and the purposes vl such vses: To Foreign Govcmmcms
and U.S. and Fomgn ficms for employment purposes:

To Financial and Credit {nstitutions Tor loan and credit reference
purposes solely to verify the employed's naieé, emp]oymcm with
ALD., dates of emplovment and pay grade.

To athet Federal Agencies and private f:.rms “for placemem:

under cxch.a.nge prOgrAmS.

To officials of (he Departnient of State’ sewmg as the em--

ployee’s supcmsor for performance evaluation and service.
To-representatives of the Civil Servide Commission on matters
relating to the inspection, skrvey, audit or évaluation of A.LD, per-

sonnel management programs; of personnel actions, or such other

matters under the junsdiction of the Commission. '

To representatives of the Civil Service Comrmssuon ‘for the
mainterance- of their Central Personnel Data File, Federal Auto-
mated Career System, and Execulive Inventory Filg.

To the Allomey Uenerzl of the United - States or his aithonized
rcpn:e.cm.auve in connccrion wuh litigation, faw enforcement, -or
otiter matters under the direct’ jurisdiction of the Dep:mmcnt of
Justice, or cartvied out as the lega.l reprcsenlame ol the exccuuve
agencies. .

Toa du!y appomtcd hea.nng examiner or arbitrator (an, emp[oyu
of another federal agency) for the purpose of conducting a hearing
in connection . with an emplovee’s appexl involving djscloe.ums of
records of A.LD.s personnel management systefn.

To an arbitrator who is given a contract putsuant toa negouatcd
tabor agreement lo hear an employee’s grievance mvol\nng thclo-
sure of records of thé personnel management sysiém. :

To oificals of labor organizalions recaognized under Etecuuve
Orders 11636 and 11391, as amended, when relevant and necessary
to their dutics of exclusive reprasentation under the Orders, and to
include data’ such as veleran preference status, tenure, salaries,
grades, position titles, duty stations, agency-sponsored training and
awards received, notces ol reduction in force, job-relested amjury,
and personnel actions, when such informaton is relevant to person-
nel policies and practices aﬂccung emptoyment ‘conditions - and
necessary for ‘exclusive represéntauon by the labor organization,
Wherever feasible and consisient with responsibilities urder the or-
ders, such information shall be fumished in depersonalized form,
i.e., withont personal identifiers. -

To state employment security ngencu:s and t6 the U. 5. Depan-

ment of Labor, upon reques:, employment, wage and seperation -

data of former AID employees, 1o determine eligibility for unem-
ployment compenisation.

To law enforcement agenczes LS. Goverament agencies,
courts, the Depanment of State, foreign governments and intema-
tional agencies, and Members of Congress, for the purposes set
forth in: the Statement of General Routne Uses immediately
preceding these specific notices of systems of recofds,

Pelicies and practices for storing, retrieving, sccessing, rtuun.ing,
and disposing of records in the system:

Storage: Papér copy in file folder.

Retrievability: By i name of cmployec. consultant, cxpcn, contrac-
tor. and adviser. B

Safegunsds: Located in mctal illc cabinéts wuh three-way com-
bination  leck ‘in secured premises’. Mth -acCess lurnled to those
*hoﬁc official duties require access.

* Retention and disposal: Retention of lhe‘;c rocords varies from |
o 75 years, depending upon the ipecific kind of record involved.
They are vetired or destroved in accordance with General Records
Schedules isstied by 'the Navonal Archives and Records Service

and approved records controj schcdulcs uf the Ageney for Interma-

tional Development.
Sysiem mansger(s) and addrm CI'uel' Ctvd Semcz Pemnml

Office of Personnel and . Manpower, Agency for International -

Dcvc{onm-er\l 515 23nd Sireft, N. W Washingten, D.C. 20523.
Adn‘umsuauve Officer or. Executive Officer 0{ the employing of-
fice or Mission as listed in Appendix A.

Notification procedure: Requests by mdwrduals conccmmg the
sxistence of a record may be addressed to: - -

‘Director, "
Office of I’emonnel -md Maupower (SLR}PM)
Attay Privacy Linison Ol(icer.
. Agency {or tmcnmuoml Devclopmcnl
320 205t Street, MW, .
_\’vasiunglon. D 20523
of prejented in pe'son at Slulc Anne‘ 1515 22nd Slrcet N W
Washington. D.C. 20523: :
-For'offices abroad, {o lhc anacy Lmson Ofl‘wcr at lhc npphca-
ble address in, Appendix A;
~ Infonmation - -Requi Indmdua] H n:nne. p!ncc did date’ of
birth The delcmumlmn as. o the existenge of a record. will . be
facilitated . by - the - pm\nston of . ‘the mdivldu'\l s Socm] bccunly
nimber and dates and places of service.
Reecord Beess procedurﬁ Requests from mdmdu'ds should be
addressed of presented in person 1o the same addn:sses as stated in

the Nouﬁcauon Section above.:

Requests should be “accompunizd by ml‘ormanon sufficient to
sdcnufy the individeal pwrsuant lo, Séc.2)5.4(c) or (d) of the Agen-
cy's Regulations as published.in this issue of the Federal Register.

Contesting ‘vecord ' procedires: Writlén' requests fmm individuals
to amend theiy mcord shou!d be maitcd or presented in person lo
the same add:esses as stated in the Notification Section above.

chucsls for revicw of 3 refusal 1o amend a record should be
made in writing and nmaled or dchvcred tor
~ Administrator | -
" Apency for [ntérmational De»elnpment
320215t Street, M.W.
- Washington, D.C. 40523
o ATTENTION: Executive Secretary - anacy Review chucsl

Both the envelope and the letter shotld be clearly marked Atlens

tion: Executive Sc(:te.z.ry Privacy’ Review Request.

Record sourre catq:,ones Providea by the individual, by officers

- and employees of A.LD. in the performance of their official dulics,

by United States am! foreign civil avthorities, by educational in-
slitutions, . private " persons and companies’ and produced’ in the
course of powmal oersonnet adnﬁm'suatiu_n operations of the Agen-
cy. ’ ’ ’
A !D 3

Sgs'mm nxme Emirloyees Automated Records, - .

‘Systein location: Office of Daa’ Management: Agency for inlcma-
tional Devctopmenl 1975 Florida Avenue, Washington, D.C. | . -

'Catepories of individuals. coveéred by the. ‘sysiem: 2. A. L. D Em-
ployees’ including: Direct-hire employecs assigned positions in-the
United Stites: United States citizen direct-hire employees assigned

« to positions overseas: and ‘employees of Federal, siate, or focal

government agencies detuled orassigned o AL D

b. Apphc:m(.s for employment -

Catspories of ‘vecords in the systera: This aulumaltd system con-
sists of ten fides of computerized records: maintained on nagnetic
discs and ‘magnétc wipes. These files are described below, The first
seven {a through g} and the tenth (j) pertain (o Lhe categary of in-
dividuals ‘defined in 1 above: the cighth (k) pertains only 1o ‘the
category of . individds defined in-b. above: the nimth h]c (l) is
nwintained segartely from the other eight files;- :

a. Master Data File - This file contains information about the or-
ganizational slructure of the Agency, and the loeation” within' that
structure of ‘all efployecs. Tndividual records, in ‘addition to con-
taining data deseribing the position incumbered by the employee,
contain the following lypes of information 6n the ¢mployee: basic
data such as name, Social Security Accouat Number?SSAN} tirth
ddle, veleran prtierencc lehure group, service cumputauon date,
repurtable handicap, retirement system, and participation in Federal -
Employee™ Government Life Inswrance; pay data such as pay ‘plan,
grade of class; step within grade, date appointed to present grade,
and work scheduls; pérsonal data supplied by the employee such as
sei, marital statws, state of legil residence, and academic education
levels dita on rétirement {rom a uniformed scmce. if applicable; a
wide variety of dates including thoss that indicaté suspense actions
which are due at the foture date, and others used for othér pur-
poses by personnel tanagers such as date assigned . overseas and
date rewrned from overseas; for. Civil Servicé and Forcign Service
employees their evaluation rating and the dale of their last evalua-
tion; qualifications and skills data such as college drgrees, special
prior experience, triitisg courses completed, proficiency in t'Oﬂ:lin
langunges, and skills of use 1o the Agency.
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b: A Chronological Data Record is maintained on edch employee

and dontains up Lo ten entries réflecting the most recent *personnel
actions” on that individual, such as appointment, conversion, reas-
sigrnent, - transfer, promotion, extension, and separation. Included
for each entry is the type of action code and titla, elfective date,
position assigned to, including position title, and employee's pay
plan and graue at the time, . .

: c. Separated Employee File - For employces who have been
sepurated, a record is maintained. made up of the employes data in
the Moster Data Record and the Chronological Data Record as
“descrited in a, and b. above. This record is maintained [or Lhree
yeurs sfter dite of separation. .

d. ludex File - This file contains 2 recdrd for each employes, but
contains only the SSAN and \he Position Sequence Number of the
position to which the employee is assigned. It is used 1o find the
employee’s Master Data Record when only the SSAN is known.

. Turnavound File - This file¢ contains only records geneited by
the computer and. is used by \he compter to update the Master
Data und Chrenological Record files on futuns effective persennet
acuons. [ i< also used by the process that prints the Standard Form
58,:Report of Personnel ‘Actions! : S

. SF-50 File - This {ile contains data that ‘was used in printing

the Standard. Form 50 and is retained for 90 davs in the event the
Standard Form 30 requires corvection or cancellation. [t contains
basic data on the employes and personne] action being effected by
the Standard Form 50. T .

g. Transaction History Fite - This file contains a record on gach
(ila. maintenance transaction input into the computer that passed
computer program cdits and is used in mainaining system files.

1. Applicant Dala File - This file contains nrame, SSAN, veteran
preference,.and qualification data supplied by the applicant.

i. Minority Group Designator File « This file contains SSAN and
a minority code designator used: in prepasing reporis -required by
the Equal Employinent Opporiunity Actof 1972,

j.The Equal Opportupity Program Extract File - This file con-
tains- information from the Master Datz File and the Minority
Group Desigpator File and consists of the following: position
number:- posilien litle: "occupational speciaity code: position pay
plan; posiion grade; GSA location code; employee name: S5AN;
sex: emplavee pay plan; employee grade; emoloyes step: minority
grono designator: work schedule; current civit service performance
rating; date of last civil service performance Tating; supervisory
code: age; dale of birth; hagdicap” code: date appoined prosent
grade: incumbent assigned date: date éntered ‘on duty with A1D or
‘predecessor; academic education level; degree Majors 1.2 and 3;
Agtncy occupational special ties 1, 2 and 3; Yeteran's Preference.

. Aythoerity for maintenance of the systom: Title § U.S.C., Sec. 301,
1302, 951, 4113, 4308: Forcion Assistance ‘Act of 1961, as
amended, Sec. 621, 621A, 625, 626, 627, 628: Forcign Service Act
of 1946, as amended, Sce, 911 : :

Routine uses of records maintained {n the system, inclling catego-
ries of users and the pu of such uses: To representavives of the
Civil Service Commission on matters reliting to the inspection, sur-
vey. audit or evaluation of A.LD. personnel management programs,
of personnel actions, or such othér matters under the junisdiction of
the Commission. ’ IR ) .

To representatives of the. Civil Servicé Commission for the
maintenance of their Central Personnel Data File, Federal Auto-
mated Career System, and Executive Inventory File. B

To the Attormey General of the United States or his anthorized
representative in connection with litiganon, law enfarcement, or
other matters under the direct judsdiction of the Department of
Justice, or carried out as the kegal represetative of the execuive
agencies. | . ’ A ' .

To the Chesapcake and Polomac Telephone Co. @i contmctor)
ard its employees for the purpose of telecommunications transmis-
sion of data between the centeal computer facility and the remote
tirminals. ) : .

To a duly appointed hearing exasniner or arbitrator (an employee
of another federal ageacy) for the purpose of conducting a heanng
in connection with an employce’'s appeal invelving disclosures of
records of ALLD.'s persnanclt management system, . :

Ta an arbitrator who is given a contruct pursuant 10 a _ncqot;:ucd_-
laber agreement to hear an employee's grievance involving disclo-
sure-of the record of the personnel management sysidm. i

. Fo the recogmized labor union for the purposes of meeting the
reauirements of the negotated ngrecment. .

To representatves of the Departaient of Health, Education and
Welfare for the purpose ol producieg muerofiche and mucrofiim out-
puts. .

_ To the Department of -State for the purpotes of producing
icrofiche and microfilm outputs. C

To the Department of the Treasury and the Department of State
for the purpose of providing special reponts pertaining 10 AID em-
ployees in the Foreign Service Retirement and Disability Systemt.

To law enforcement agencies, 1.5, Government agencics,
courts, the Department of Siate, foreign governments and intermna-
liorud agencies, and Members of Congress, for the purposes set
forth in the Stnement of General Routine Uses immediately
preceding these specific notices of systems of records, )

Foliciés and prictices for storing, retrieving, acoessing, Vetnining,
and disposing of rcords In the system: k
. Storage: Records are stored on magnetic dise andfor magnetic
ape. s ' :

Refrievebility: The ten files described above are indexed in the
following manner and may be retrieved as indicated; however, per-
sonal data in all files are readily retrieved through the Index File.
(a} Master Data File: by Position Sequence Number. (POSNO)
within ALLD.; . -

(b} Chronological Data File: by Social Security Account Number
{S5AN) . ’

{c) Separated Employee File: by §5AN;

{d) Index File: by S5AN:

{&) Tumaround File: by effective date

(f) S¥-50 File: by efidetive date;

{g) Transaction History File: by date of input 10 the system or
effective dase, whichever is later; and

(h) Applicant Data File: by SSAN. :

(1} Minonty Group Designator File: by SSAN.

3) Equal- Orportunity. Program Extract File: by Position
Sequeénce Number. {POSNOY within A.LD.

Safeguards: A ‘password’ is assigned to A.LD. employees who, in
the pedormance of their official dutted, must have access to these
files, The password is checked by the computer privr to granling
acgess to the fies. The computer {acility, including the time library,
is located in secured premises with combination-lock door, and ac-
cess is limited to persons of venfied identity who fequire access.

Retention and disposal: The compulerized records are deleted
from the files when no longer needed by the system. A copy of the
conient of all files is made at the end of June and December and is
retained for five years, then destroyed.

Systemn managevis) and sddress: Chief, Systems Desiga Branch,
Policy Developmernt Divizion, Office of Personnel and Manpower,
Ageuncy for Internadonal Development, 515 22nd Sweect N. W,
Washington, D.C. 20523,

For the Minoriv Group code designator, the Director, Equal
Opportunity Progrems, Agency for Intemmationat Development, 320
215t Street, N.W., Washington, I».C. 20523. .

Notification procedure: Requests by individuals concerning the
existence of & record may be addressed tol

Darector . :

Office of Personnel and Manpower {SER/TH)

Attn: Privacy Liaison Officer

Apency for latemational Developroent

320 25t Street. NOW,

Washington, D.C. 20523

or presented in person at State Annex 2, 515 22nd Street N W,
Washingtan, D.C. 20523, .

Information Required: Individual's name, place and date of
birth. The determinaton as o the exisience of a record will be
facilitated by the provision of the individual's Social Securnty
number and dates and places of service. : .

Record access prwedures: Requests: from individuals should be
addressed or presented, in person W the same addresses as stated in
the MNolification Section above. ' .

Reauests should be accompanied by information sufficient lo
identify the individual pursuant to Scc.215.4{<) or (d) of the Agen-
cy's rules as publisted in this issug of the Federal Register. |

Contesting record procedures: Written requests from individuals
to amend Lheir recerd shoiwld be mailed or presented in person to
the same address as stated in the Noulicauon Section abave.

Requests for review af a refusal 1o amend a record should be
made in writing and nuiled or delivered to:

Adminmstrator

Agency for Internatonal Development
320 285t Street, NLW.

Washungton, Dz, 20523

~ 159



App 120

AID HANDBOOK 18, Part II1

TRANS., MEMD NO,

18-111:6

EFFECTIVE DATE Paqe NO.

September 20, '1977 12C-

AGENCY FOR INTERNATIONAL DEVELOPMENT

ATTENTION: Execuuve Secretary - Privacy Rewew Request.

Both the envelope and the letter should be ciearly marked Atten-
tion: Executive Sccretary - Privacy Reviow Request. )

Record source eategoriex ‘The individual concerncd and ALD,

cmp!oyces acting in their official capacities m appro\nng pgrsonncl
acuons and ven.t’ymg mformnuon.

G AL D 4

Sm:m mme Posmon Ciassthcauon Records. -

Systcm locationy Office of Personsiel and Manpuwcr. State Anm’(
2, 515 22nd Street N. W., Washingion, Er.C. 20523
A(!'.‘Ia)tt-gm of End.md\mi.s -:overcd by lhc S)su.-m Emp!oyecs of

Cs!.rgorfts of records ln the’ syaiem' Posman dcscnpuons, appca.!s
comrespondence relating (o position classification, réviews of clas-
sifications and: the determinations’ made theron, and Noulfications
of Personnel Actions (SF-30's} relating to the position, -

Aulhonty for maintenance of the system: The Foreign’ Asststance
Act of 1961, as amended Sec.. 621 and the Foreign Service Act of
1946 as amended: 5 U.S.C., See. 301 1302, 2951, 4118, 4308 and
Execut.we Orders 10561 and 10987

“To law enforcement agencies; . S ‘Government agcncn:s‘

courts, the Department of-$tale. foreign governments and intema-

Uonal agencies, and Members of Congress, for the PUIPOSES set-

forth -in the Swtemcear of  Géneral Routine Uses mnmcdtately
preceding these specific notices of systems of records.

Policies and’ practices {or storing, retrieving, sccessing, refaining,
and disposing of records i in the system:

Storage: Papcr comes in file folders,

Retrievability: Name of individual.

Sateguards: Locaied in metal file, cabmets with thmc‘way TO
bination locks in a secute space or_secured premises with access
Limited to those whose official duties Tequire access. -

Retention aud disposal: Retained by A.LD. as long as fivé years
(in case of appeals against posmorl classification acuons} then
destroyed b',r shredding.

System - manager{s) and addressi *For Cwﬂ Service’ pcnonnel
Chief, Civil Service Personmnel, Office of Personnet and Manpower,
Agency for Interationat Dcvciopmcm 515 22nd Street N, WL,
Washington, D.C. 20523, .

For Foreign Servics pcrso'mel C‘uef Position Management &
Foreign. Natonal Branch, Office of Personnel and Manpower,
Agency for Iaternational Development, 515 22nd Streer N, W.
Washington, 5.C. 20523, . .

Notification pmcedune- Requests by lndlv:dua.ls concerning the
existence 6f a record may bc addressed m

Director :

Office of ‘Pcrsonnel and Manpower (SER/PM)

Attn: Privacy Liaison Officer

Agency for International Devclopment

320 215t Street, N.W.

Washington, D.C. 20523

or prescated in person at State Annex 2, 515 22nd Sch.El N w.,
Washinguwn. D.C. 20523,

Information chu.xr:d lndwxdua.ls narie, place and date of

~birth, The determinanon as to the existence of a record-will be
facijtaied. by the provision of the individual's Social Sccumy
number and dates and places of service.

Record socess procedures: Requests from individuals should be
addressed or presented in person to the same addresses as smlcd in
lhe Notificalion Seclion above. -

Requests should . be ‘secormpanied by mfommuon m!’l'lcu:nl to
identify the individual nursuant 10 Sec.215.46c) or (d) of the Agen-
cy’s Regulations as DUbhshed in this issue of the Federal Register.

¥

Coutesting record pn‘xedur:‘a Written requests from individualy

10 amend Ureir record. should be muiled or. presented in person to
the same addrcsscs as sm'cd in the Noul".atmn Section above,

Roqueslq for review of a" refusal lb- amend a record should be
made v wriling ard maﬂed Loz )
Admimstrator )
Agency for Intérnational Dr:chOpmcnt
320 2ist Street, NLW, -
Washington. D.C. 20523 -
ATTENTION: Exccutive Secretary - Privacy Review chuzst
Both the envelope and Lhe letter should be clearly marked Atten-
tion: Exccutive Secrelary - Privacy Review Request.

Record souice C&’ltﬁu{lt& The. mdmdual conccmcd n.nd ALD..
caployees acting in their of{icial capacities.

P AtD +5

Reser\'cd.

: A 1D, -6
System name: Rccrumng. Examining aned Placeinent Record‘ )

System locatlon: Reconds are ‘maintainéd in various. offices in
Washington and’ abroad that have [responsibility. for recruiting can-
didotes for cmp!oymu.,m See Appcnd:x A for-sctual location of
these offices, .

. Categories of lndw!rlunls covered by the system: Imhvlduals who -
have ‘applied 10 1hé Agency for- cmploymenl or. cmplcyeea who
have requested outp!acemcm assistance, -

"Categoites of ‘records in the system: ‘In addmon to ccnt.ral records
maintained by "ALD. -but under. the control of the Civil Service
Commission, the Agency alse maintains information relating to the
education and traiming: emplovment history and earnings} appraisal
ol - past perfnmmnce. convictions .. of offenses against . the- law;
results of. written tesis: appraisal of potentul: honors, awands or
félowships; mililary service; veteran prefcrence; birthplace; .birtk
date; Sociat Security number; and home address,

Authority for maintensnce of the system: The Forciga Assmt:ch

Act of 1961, as.amended; the Forelgn Service Act of 1946,
(7.5.C., Sec. 301,1302,3301,3302,3304,3306, 33077, 3309, 1383, 317,
318, 33l9 3349 4103 5532 5533 BErrin and Executive Oxtfers
L0577 and 11103, :
- Routine uses of pecords nmints!ned in the systein, im:lmilng es!.tgo—
ries of users aud the p of suchi- usés? To prospective em:
ployces (Universities, Slate, and'Locil Governments, private enter-
prises, United' Mations and other international - onganizations.
foreign governments, .and governments'. of ‘the territories of “the
LL8) fer' purposes of propesing, ALD. émployess who have
requested placemient a,smance for pusitions outside the t\sency

To law enforcemen: agencies, U.S. Government sgencics, cuurts
the Depanmcnl of ‘Siate, foreign govemmcms and intemational
agencies, and Members of Connrcss. for the purposes set (orth in
the Statement of General Rouline Uses immediately pretedmg
these specific netices of systems of records.

Polices and prectices for stocing, mtneving, aomssmg. l"elmmng,
and d.\sposmg of records in the system:

Starege: Paper copy in I'u!c folders.

Retrievability: By name of individual,

Safeguards: Located in metal file cabinets wﬂh three-way com-
bination lock in’ sécured premises with access limited to those
whose official duties n.qmm access.

Retention and disposit: Kept from 6 months {0 5 years depehdms
upon need: disposed of by shredding or bimninig. ~

Systein nanager(s) and eddress: Chiel, Récruitment Staff, Office
of Personncl and \('mpowcr, Agéncy for Intemational Develop-
ment; 515 22nd Street M. W., Washington, D,C. 20523,

Notification procedure: Requests by individuals conl:ermng the
existence of a rccord nay be addressed Lo; .

DArector . ’
Gffice of Personnel and Manpower {SER/PM)
Aun: Privacy Liaiven Qfficer )

Agency for Tntemational chEOpmnl

320 215t Street, N,

Washkington, D.C. 20523 |

or presented in person aL State t\nnu 2, 515 22nd Street N, W,
Washington, D.C, 2052), 7.

For offices abroad, o the Privacy LLuson Officer at lhc applica-
ble address in ;\;\pem.h( A

Information Required: Individual’'s name, place’ and date of
hirth. The determinaunn as -to the. existence of a record will be
facilitated by the prevision _of the: individual's Social Security’
number and dales and places of scmcc

Record access procﬁlurts' Requests from individuals should be
aderessed or presented in person 1o the same addresses: as stated in
the MNaonfication Section above.

Fequests should be -\ccampa:ucd by :nIormuuon wificiept to
ideniily the iodividual purstant to Sec.215.4(c) of (d) of the Agen-’
cy’s Regulations s putlished in this issue of the Federal ch:slcr

Contesting tecord grscedures: Wrilien reguests from individuals
to amend ter tecord should be malded or presented in person Lo
the same addresses as stated m lh!: Nuonficativn Section above,
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Requests for teview of a refusal to amend a record should be
made in writing and mailed or delivered to:

Administyator .o .
- Agency for International Devélopment
320 215t Street, NLW. - -
Washington, D.C, 20523 Ce
ATTENTION: Excewtive Seerctary - Privacy Review Request.
Both the envelope and the tetter shiould be cléarty marked Atten-
tion: Executive Secrelary - Privacy Review Request, -
Record source categodes: The individual concerncd and ALD.,
employees acung in their official capacities; previous employers,
pc_rscl)im\l references providéd by the individual; agg educalional in-
stitutions.: . i

B TALD.L 7
System haines Foreign Service Personnel Evaluation Records.
Systera location: Evaluation files ate kept in the Office of Person-
nel ‘and Manpower, 515 22nd Street N.. W, Washington, D.C.

20523, :

Categorics ol individuals covered by the system: Foreign Service
Reserve Officers and Staff of ALD... '

Categories ‘of records in the system: Employee's name . date of
birth. entry-on duty in Foréign Service, Social Security number,
natne of évaluation panel, employee backstop code, panel deter-
mination and coinments, relative ranking of employee, employce
data record print, and personal €valuation reports. o

Authorily for maintensice of thé system: Foreign Assistance Act

of 1961 as amended. Sec, 625(d) and (c); Foreign Service Act of
1946 as amendéd. S .
" Routine uses of records malftained in the system, incliding catego.
riex of users and the purposes of such uses: To representatives of the
Civil Service Commission oa matters relating to the inspecuon, sur-
vey, audit or evaliation of A.LD. personnel management programs.
of personnel actions, or such other matters under the junsdiction of
the Commission. .

To a duly appointed hearing examiner or arbitrator {an emoloyee
of another federal agency) for the purmose of conducting a heanng
in connection with an employee's appeal tnvoiving disclosures of

" records of ‘A.LD."s personnel management system. - '

To an arbitratar who is given a contract pursuant to o negotiated
lzhor agreement to héar an employee™s grievance involving disclo-
sure of records of the persoancl munagement system.

To the recognized latior union for-the purpese of mecting the
requirements ol Lthe negotiated agreement.

- To law -enforcement agencies, U.S. Government agencies,
courts, the Department of State, loveien eovermments and interna-
liohal agencies, and Members of Congress, for the purposes set
forth in the Swutement of General Routing Uses immediately
preceding these specilic notices of systems of records.

Policies and practices for storing, retrieving, aceessing, relsining,
and disposing of records in the system:

Storage: Paper copy filed in folders.

Retricvability: By name of individual. -

Safeguards: Liocated in metal cabinets with three-way combina-
lion lock in 2 secured area. Access is Lo those whose official dulies’
rcauire Aceess.

Retention and dispasal: Destroyed by burning {ive years after em-
ployee sepatates. - : o
- Systern manogerts) and sddress: Chief, Personnel” Information
Center (PMIPOIMC), Agency for Tutemationzl Development, 515
“ind Street N.W., Washington, D. . 20523,
Netificatlon procedure: Requests by individuals conceming the
existence of a record may be addressed to:
Director . : -
Office of Personnel and Manpower (SER/PAM)
CAtn: Privacy Liaisen Qfficer ’
Arency for Intermational Development
J20 215t Street, NOW.
Washington, D.C, 20523 .
or nresented in person at Siate Annex %, 515 22nd Street N W..°
Washington, D.c, 20523, :
information ‘Required: Individiual’s name. ploce amd- date of
birth, The -délermination as to the existence of a recurd will be
(acilitated by the provision of the individual's Social Secunity
number and dates and places of service.

"Record wecess procedires: Requests from individuals should be
addressed or presented in person 1o Lhe same addresses as stated in

* the Notification Secuon above,

.. Requests should be accompanied by information sufficiént to'
identify the individual pursuant fo Sec,215.4(c} or (d} of the Agen-
¢y's regiifations as published in (his issue of the Federal Repister.
Contesting record procedures: Wrillen requests from individuals
to amend their record should be mailed or presented in person to
the same address as stated in'the Notification Section above.
Requests for review of a refusal to amend a record should be
made in writing and mailed or detivered to:
Administrator .
Agency for International Development
320 215t Street, MW
- Washington. D.C. 20523 : .
ATTENTION: Exccutive Secretary - Privacy Review Request.
. Both the envelope and the letter should be clearly marked Atten-
tion: Executive Secretary - Privacy Review Request.
Record souree cateporfes: The individual concemed and ALD.
employees acting in thieir offivial capacitics.

Y ALD.-8

-System name: Personnel Security and Sutability Investipations

Records. - : )
Security classification; Secret. '
System location: a. Centrab file: Office of Security, 1621 North
Kent Street, Arlington, Virginia. . .

b. Working files ‘are maintained in various offices in Agency
Washington Headquarters and in missions abroad. See Appendix A
for actual locations. ’ .

c. Retired [iles are maointained in the Washingion Mational
Records Center, 4205 Suitland Road, Suitland, Muryland.

Categories of individuals covered by the system: Present and
former employees, iacluding full and part-time, “When Actually
Emploved' (WAE), "Withowt Compensation' (WY, - intermitient,
experts and consultants: current and former applicants for employ-
mem: Americans currently or-formerly employed under contract;
applicants for cofitact; certain_contractors and tontractor persen-
nei: individual names not included in the above catepories are also
crosshndexed in seondty files when significandy involved in securi-
ty-refated investigations: and individunis curventy and formerly em-
ployed under Participating Agency Service Agreements (PASA) or
Interagency Personnel Act {IPA) or other anthority. )

Categories of records in the sy<tem: Employee identification cards
and photographs; reporis of investigations conducted by A.LD. and
by oather governmen: agencies; interoflice and intraoffice cor
respondence, temoranda  and - reports:  correspondence  and
memoranda originated by other elements of ALD., Federnl agen-
cies 2nd other governmental entities (i.e., state and locul), corparate
and pnvate entities. und by individuals. Additonally, records are

* maintained of securty wviolations and consequent ecommendations

for dizcinlinary action. The system contains reports of briefings and
debnefings of employees.

Autharity for maintenance of the system: Forcign Assistance Act
of 1961, as amended, Sec. 635(b), 5 U.S.C, Sec. 7531 and 7532; Act
of August 26, 1950, 64 Stal. 4761 and Executive Order 10450 of
Aprd 27, 1953 (as amended by Executive Orders 10491 of Oclober
13, 1953; 10531 of Mav 27, 1954: 10548 of Angust 2, 1954; 10550 of
August 5, 1954, 11785 of Apnd 6, 1974; and 11652 of March §,
1972, )

Routine uses of récords maintained In the system, ficiuding catepo-
ries of users and the purposes of such uses: To persons contacted in
the course of an investigation lo the exteat necessary (o further the
purpuscs of the investiqaton. )

.To law enforcement agencies, U.S. Government agencies,
courts. the Department of State, forcign govemmentis and intemna-
tional agencies, and Members of Congress, for the purposes set
forth in the Stateme1t of General Ruuiine Uses immedintely
preceding these specilie notices of systems of records,

Policies and practice: for storing, reirieving, sccessing, retaining,
wnd disposing of records in the system:

Stnrane: Paper copy und photographic film in file folders.

Retricwnbility: By name of individual. .

Sefeguards: Maintained in containers with three.way combination
locks or weas with | ininmion alams and  acgessible only 1o
authorized personnel for thea infosmation 1 the perdormance of
therr duties.
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Retention nnd di.spo@.l Security vmlauon recorﬁs and mvc-Ugﬂ-
tive reports are nonmally retained for 30 years following separation
of employes but may be destroved earlier wpon defermination that
material has no value;’ 1denuflcanon cards are des(myed upon terr
mination of employmem -

. System ‘manager(s) and addrﬂs: Dm:ctor Qffice of Sccunly. 1621
North Kent Strect z\rhnglon. Y:rgtma S

Systems éxemipted from certain provistons ot lhe et Pursua.nt to 5
U.S.C. 552alkul), (kX2 (kM3 and (k) (5). all investigatory material
in the record which inéets the criteria of all these subsections is ex-
empted from the hotice, ecess, xud contest réquirciments under 5
U.S.C. 552a(cH3Y (d), (@) (), LeXaKG), (H), (1) and (D) in onder. 1o
accomplish this' Jaw enforcenient function of the Agency, to
prevent disclosure of classified: infonnation as required by Execu-
tive Order 11652, to assure (he protection.of the President, to
prevent subjects of investigation from fruslmung the investigatory
process; Lo pn,vent the distlosure of investigative techniques, to
fulfill commitments made to protect the confidentiality of informa-
tion arid sowrces, and te avoid endangening these sources and faw
enforcement personnel. See- Agency Regulations ‘published in Lhis
issue of Federal Register.

CALD. - 9
System nsme: Criminal Law Enforcemem Rccon:ls
Security classification: Top Secret

- Systemn Tocationt 3. Central files are ma.mr.nmcd in Lhe Office of.

Inspections and Invesugauons 162[ \Iorlh Kent Slrr.-ct Arlmglon
Virginia.

b. Werking' f:.les ar: mmnla.med in lhe Omcc of he Gnncml
Counsel, 320 21st Street, NJW., Washingten;"D.C. and in the over
seas offices of the Auditor Gcm:m] Office-¢f Inspections and In-
vestigalions | located “in' Parama, Karachi,- Bangkek, Rabat. and
Manila. {See Appendix A for acutl lication of these olfices).. -

. €. Retired files aré maintained - at the Washington Natiopal
Records Center, 4705 Suittand Road, Su.\lla.nd, Ma.ryi:md

Categories of individuals covered by the system! In furthemnce of
an investigation for suspecied violation of criminal laws - present
and former cmployces of the Agency and of the Overseas Private.
Investment: Cotporation; present and former employees of contrac-
tors ‘used by the Agency and individuais involved or mssociated
with- such cmplovccs md;wduals lnvcstlgawd at the n-_qucst of
another cheral agenty.

Categorits of records in the system: chorts of mvcsugauons con=
cerning violations of chcr.l] civil and crimtnal statutes and other
violationis of Title 18,/ U.5.C., and violations of Agéncy rrgu]auons.
personal identification data and. delails of activities; reiated cor-
respondence with individuals, with othér organizational units of the
Agency, and. with federal,’ state, and local government agencies;
records of disciplinary. or “pther actions deriving from investiga-

tions;  and’ copies of reports of mvcsugauons conducted by the -

Agency on_the tehall of other federal agencies. Executive Order
10973 ‘of Novermber:3, 1961, and State Dcpan.mem Delegation of
Authority 104 of Novembcr 3 1963,

Authority for maintensace of tbe wysteme Allomcy General's
memorandum re;. P.L. 725 (28:U.5.C. 335} Fomgn assistance Act
of 1961, as amcndcd Tile 13 1.5.C,; .

Routine wses of r:curds maintained tn the system, Imlud.lng mtego-
ries of Aisers and the purpeses of such uses: To persons contacted in
the course of an investigation to the extent necessary to further the
" purposes of the investigation.

"To law renforcement - agencies, U.S. Government agencies,
courts, the Deparument o[ State, foreign govetnments and intema-
lional agencies, and Members of Congress, for the purposes set
forth in the Statement of General Routine Uses immediacely
pmcedmg these spccd’lc nouces of systems of records. ) )

Polides and practices for storing, reftievimg, amessing. retalnbng,
end dﬁposmg of records in the system:

Stong: Pap-cf copy. in flle folders. ~

‘Qelr&vnblllfr By namc of individual.

Saieguard.s "Files in Washmgton are stored in mmhmm locked
containers or in intusion-alarmed arcas. Files in fisld offices

. abroad are. stored in secured areas with access by combination lock

doars, incombination locked containers, andfor in areas secured by
U.8. Manine - guards. Access to records is fimited to authonzed
screened personnel with an official need to know. -

- of SUS.CLoS52a (e} (31, (), (e)1); (eX4NG), (H} aid (D)

‘Dhirectior,

" Retention and dupoma Rcconh are retained for thiee years after
the closing of a case and are then retred to tha ‘Washiagton Na-
tional Hecords Center fur 10 years after tast entry in file. Coplcs of
reports furnished by other agencies are retumied 1o the originatng
agency “when so. requested; . oltherwise: such tecords are rétained
untit cases are closed and then retired W0 the' Nauuna.! Washiripton
Records Center for the periods stated above.

Systery nmmgcr(s) ord addresst ‘Director; Oﬂtcc of Inspecunns'
and Investigations, 1621 North Kent Sireet, Admgmn. Vuglma.

. Systems exempted from cértain pmvts..un.s ol ‘the act; Pursuant to 5

. S C. 552a(12) all.informauon’ about an {ndividudl in the record

which racets the criteria stated in 5.1.8.C. 5524(1X2) ote éxempted
frodi the notice, access, and contest redtiirements of -§ .5, C, 552
excepl subsections (b), {e¥1} and (2), {&X4XA) through (F}, (e}s),
(M, (33, (10}, and (113, and (D). U the’'5 U.S.C. 352a(j) () exemption
is held 10 be invalid, then this system is delermined 1o be exemipt, -
under 5 U.S.C. $52(a) (k) (1) and (2} of the Act, from the mvu:llo?}s
and {
The reasons for asserting the exemptions are to protect the maten-
als required by Executive Order 10 be kept secret in the interest of:
the national defense or foreign policy, o prevent’ subjccts of n-
vestigation {from fruslraung the Invcsllgamry process, to insure the N
proper- {unctioning and integrity’ of -law ‘enforcement- activities, 1o
prevent disclosures’ of investigalive techniques, .to. maintain the
ability o obiain necessary’ information,” 10 tuifill commitments
made to sources 10 protect their identities and the confidentiality of
information and lo avoid endangering these soufces -and lnw en-
forcement  personiiel. See” Ageacy chulalions published in this-
:ssue of the Federal ch-stcr

ALD. .10
System name: Fmployee Relations Recounds.

‘Security classification: Confidéntiali : :

System location: a. For - active records: Employce Relations
Branch, Oftice of Personnel and Manpoucr Apency for Interna-
tonal Development, SES Pnd Stréel N.OW., Wash.lnglon. D .
20523, -

b. For reurcd records Washmgwn Nauonai Rcconis Cenlcr
4205 Suitland Road. Suidand, Maryland.

Categories of Individusls.covered by the s_,'st:m. Any ALD. em-
ployee or employee of angiher Federal Agency-assigned lo ALD.
under a Parumpatmg ‘Agency Service Agr:crmm who has filed a
complainl, grigvance or appeal; has beenthe suh)ecl of an slimony
or child support: claim: ‘bas boeen listed as a prisoner of war . or
missing is acton (PO\WMIA). or has a medical problem af[e-.u“g
his cmp[omcnt. .

-Categories of mon:h frt the system: Corrcspondc-ncc and mdc:u:s
covering complaints,” grzvances, app:als, life insurance, health in-
SUrance, occupanona] hzalth, workers' compensatios, but oot in-
cluding  those “records :belonging to -the Department 'of Labor.
alimony and child supporf, employee medical problems (but not in-
clding medical records maintzined by the Office of the Medical
Dcpanrnr:nl of Slatc) and material rclaung to
POWIMIA's,

Authority for. malnl:nance e{ the system: Forc:g:n Ass:-;lanm Act
of 1961, as amended, esncciaily Secs. 621 and 625; Foreign Scrvice
Act of 1946, as amended; Execulive Order 10450 a3 amended An-
gust 3, 19%4; § U.S.C. 301, 7301, 7534, 7532, 7533; Sec. 914 of P.L.
92-255; and Sec. 201 of v.i_ 91616,

Routine usez of records malntained in the system, !nchsd!ng mttgo.
rles 6l ‘users and the purposes of such uses: To & duly appointed
Heanng Examiner or Asbitrater for the purpose of ‘conductng a
hearing " in conner:uun with an cmploycc s appeal involving a
gncv‘nnce .

To a union rr.pn:scn!auvc for the purpose of mprcscnlmg ah em-
ployee in ordef to protect the cmployee nghts nqwmu:d ungder the
union agrecment.

To the Civil Service Commission {or the purpose of detesmining |
i he Agency's course of aclion is correct,

“*Fg 1 health or lile insurance carrier for the purpose of datermin-
ing the status of benefits paid of vwed by of o an employce pur-
suant to a health or lif¢ insurance compensation dgreement,

To hospitals, clinics, ind ather medical trentrnent facilities wpon
their request in order to provide inflomiation about health insurance
urder ihe Federal Emoloyees Gmup Heakth [nsurmnce Program,

To . law enforcement agercics, ' U5, Government agenicies,
courts, the Departmerit «f State. forcign govermments and inlerna-
tanal agcncmn apd Membery of Congress. for the purposes set
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forth in the’ Statement of "General Roiting Uses immediately
preceding these specilic notices 'of systems of records.

Polictes and prectices for storing, relrieving, sccesving, retaining,
and disposing of vecords [i the system: : i

Storage: Paper secords in file folders,

_ Retrievability: By employss name, . -
' Safewunrds:- Located in metal file cabinets with threg-way com-
bination lock in -secured premises with access lmited to 1hose
whose official duties reqoire nccess, A )

Relention and disposals Workaers' compensation files are retired 10
Pederal Records Cemer, St Louis, Missouri, for permancnt reten-
Uon after’ resolution of: cuse,” Alechol and drig abuse files are
destroyed by burning one o three years alter separation.of em- -
ployee. POW/MIA files are setained indelinitely. All other records
are destroyed by buming onc to 1wo veurs aiter resglulion of a
problem or {inal decision on'a pending thutter. .

System manoper(s) . and address: : Chigf, Employee Relations
Branch, at the location shown in the' Systems Location Section
above, - C R ’ .

Systerns exempted {rom certain provisions of Lhe sct: Pursuant to 5
U.5.C. 552 (kX(5). all investigatory matenal in the record which
meets the criteria of thése subsections is exempted from the notice,’
dceess and contest requirements of ‘Sections {(e}3), (d) tekl),
Ee)alG). {H) and (1) and (f) $:U.8.C. 5524 in order Lo (Wifill com-
mitments made  to” protect the confidentiality of sources, and o
maintain access 16 sodrees of information which are necessary to
determine “suitability ' for employment, 'See Agency Regulationg
published in'this issue of the Federal Register, . '

’ | T ALD - 11

Systern name: Employee Conduct and Discipline Records,

Security classification: Seicreét. . )

System locatian: a. Far active records: Office of Personne! and
Manvower, Agency for Internutional Development. 515 22nd Street
N, W.. Washingion, D.C. 20523 and OGfficé of General Counsel,
Agency for International Development, 320 2Ist Suwreet, N.W.,
Washinglon, D.C. 20523, E .

b. For relired fecords: Washington Nutional Records Center,

4205 Suitfand Road, Seitland, Maryland, )

Categories of individuals covered by Lhe system: ALD. employees
and personal services contract personnel. o

Categories of records in the system: Investigations of alledged .
miscondiict, “staterments of outside ¢mployment and- financial in-
terests, claims for indebtedness, conflict of imerest, insubardina-
-Uon, prohibited political activity, sale'or baner of personal property
abroad, medical” probléms -affecting. emgployment, and relevant
disciplinary actions affecting all of the above., ) .

Audhority for maistenznes s the aystem: 18 U.S.C. 201 through 209,
Executive Order 11222 of May, 1965 F.R. Doc. 68-14888, filed Dec. .
12, 1968. . Sl B

Routine uses of records maintained In the system, including catege-
ries of users and the purposes of such uses: To law enforcement
agencies, U.S. Government agencies, courns, the Depactment of
State, foreign governments and international agencies, Members of
Congress, and individuals® medical advisers for the pumposes set
forth - in' the  Statement of General Routine Uses immediately
preceding these specific notices of sysiems of records.

Palicies and - practiees for storing, retricving, scoessing, retalaing,
und disposing of records in the systen:

Storage: Paper copy in Tile [olders. |

Retrievability: By name ofindividual, ]

Ssfeguards Stored in firc-insulated combination vault or in three-
way combinalion locked containers: accessible oniy to authorized
personne! with an official need 1o know.

_Retention and disposal: Misconduct and discipling records are
destroyed by burning twenty years adter last entry in file or 1en
years alter sepamtion whichever is carlicr. All ether records are
deswroyved by burmuing one to two years after resoluuon of a
problem or {inad decision on a pending matter.

System manager(s} and address: 5. For records at Location {a);
Chief, Empiovee Relations Branch. Office of Personnc! and Man-
nower, 515 22nd Street N, W., Washinaton, D.C. 20523,

b. For records at Location (b): Management Assistant, Office of
l[!)u: General Counset, ALD., 320 st Street, N.W., Washington,

C.

‘Record source categories: The individual concemed. creditors,
and A.LD. employees actung in their oificial capacities.

_ Systemns exempled {rom certain provisions of the get: Pursuant 1o 5
U.S5.C. 552 (kutS), all investigatory matedal in the record which
meets the crtecia of these Subsections is excmpted (rom the fotice,
aceess and contest réquirements of Sections (eX3), (d), {eX1), (eHd)
(G) (H) and 1) and (f) of US.C. 3321 in order to futfill commit-
ments made 10 protect the confidentiality of sources and to main-
lmn access, 1o sources.of infermativn which are necessary lo deter-
fmune suitability (or employment. See Agency regulations published
in this issue of the Federal Register.

: - ALD, -2
System name: E_xecut_jvc Assignment Records,

Security classilicatlon: Conlidéntial. -

Systems locatlon: Agency (or International Development Office of
12}622?@“”‘ Administrater, 320 21st Street, N.W. Washinton, D.C.

Categories of individuals covered by the systzlﬁ: Applicants for
employment and present A1.D. employzes .o .

Categories ol recotds in the system: Bjographical data, education,
nominating documents, and recommendaions. X

" Authurity for malntenance of the system: Foreign Assistance Act
of 196l as umended, Sections 631 (b) and (¢} and 625 (b), (¢}, {d); §
uscoas. -

Routiné uses of récords maintained in the system, including catego-
ries of users and the purpases of such uses: To Members of Congress
for Congressional clearance: the White House for clearance; De-
vartment of Justice, Fedetal Bureay of Investigations for security
clearance: Civil Service Comunission for security clearance, and
other U.S. Government Depanments and Agencies for exedutive
placement opporlunitics. :

To taw enforceément agencies, U.S. Govemment agencies,
couns, the Department of State, fareign govermments and interna-
tional agencies, and Members of Congress, for the purposes set
forth in the Statement of General Rouline Uses immediately
preceding these specific notices of systems of records,

Policies and gractces for storing, retrieving, accessing, retzining,
and disposing of records in the system:

Storage: Paper copy in file folders.

Retrievability: By nime of applicani or employes.

Sefeguards: Located in metal file cabinets with three-way com-
bination locks i secure premises with access Bmuied 10 those
whose official duties require access.

Retention and disposal: Applicant’s file kept. for one year and
then ecviewed . for status, Employee’s file kept umil employee
retires, transfers, or resigns. Files destroved by shredding or bum-
ng.

System mansper(s) and address: Special Assistant for Executive
Assignmcms.'_;\gcncy. for International Development, Office of the
Depuly Administrator, 320 21st Sireet, N.W. Washington, D.C.
70523 . v

Notification procedure; Requests by individeals conceming the
exisience of a record may be addressed fo:

Director

Office of Personnel and Manpower {SER/PM)

Altn: Privacy Liaison Officer

Agency for international Development,

320 2{st Street, NV,

Washinglon, D.C. 20523

or presented :n person at Slate Annex 2, 515 22nd Street N. W.,
Washington, D.C. 20523,

Information Required: Individual’s pame, place and date of
birth, The delermination as 1o0-the existence of a record wilt be
facilitated by the provision of the individual's Social Sevurity
number and dates and places of service.

Record socess procedures: Requests from individuals should be
addressed or preisnted w porson 1o the same addresses as stated in
the Noulication “seclion above,

Requests sheuld be accompanied by infonmation - sufficient to
idenufy the individual pursuant 1o Sec. 215.4c) or (d} of the Agen-
cy's regulations a5 published W this issue of the Federal Register,

Contesting, recund procedures: Weilten requests {rom individuals
to arnend thesr record should be muded or presented in person o
1he same addresses as stated in the Noufication Seclion above,

Requests for review of a refusal’to amend a record shouid be
made tn writing cad mailed or delivered to:

Admiisinite
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AGENCY FOR INTERNATIONAL DEVELOPMENT

Agency for lmcm.tuonal Dcve!opmcm

320 21st Street, NAV.-

Washington, D.C. 20523 :

ATTENTION: Executive Secmary }"nvmy Review Request,

- Both the envelope and the letter should be etearty marked Aufm‘
uon Execulive Secretary, Privacy Review. Request.

Record soarce categorits: Informatidn provided by the apphmnt
or employee, ediacational institutions; and dociments originated by,
ALD., the White House other U8, Gou.mmmt Depanments and
Agenc:e's Members of Congress, oiganizations and persons.

ALLD. : 13
Syctem’ mnne. Onema\mn and Tmuung thotds

Systern_tocation: Records aré maintained in vanous offices in
Washington and abroad that havé responsibilities in processing ap-
plications. Sée Appendix A for actual location of these offices.

Categories of individuals covered by the. system: . Employees of
ALD., employees of other U.S. Agencies assigned to ALD., A.LD
contractor personnel, and dependenits’ of the foregoing: pcrsonnc.l
from volunlary organizations, {orelgn govermments and intema-
tional org,anmuuns who apply far’ pamcmalmg agcncy er.mng pro-
BTas. )

- Categories of mords in the system: In addmon 10 cmtml mcords :

in custody of A LD., but ofhcmily maintained* by the Civil Service

Cnrmmssmn, the Agency maintains bmgraph:cal information, train-

ing applications, college transeripts, thesis papers, language ap-
titude and - proficiency scores, micellanecus " tést . scores and cor-
respondence, and evaiuations of employees m tmmmg

Authority. for maintensnce of the systemy Fareagn Assistance Act
of 1961, ‘as’ amended. (P.L. 87:195), Sec 621 and the Foreign Ser-
vice Act of 1946 amendéd Tide 5, U.S.C. Sec 301, 1302, 2951 4118,
4308, and Execuuve Order 10561, Sept 13, 1954

Rnuhne uses oI recm-ds mnaintaired in lhe system, mcludmg cattgo-
ries of users and the purpos.m of such uses: To colleges, universities.
and other formal training institutions, for the purpose of nominating
or mcommendmg empluyces of the Agency for academic studies or
tratning  at .such ' insttutions, . law = enforcement agencies,
Government agencies. A.LD. contractors. ¢ouns, the Department
of State, foreign governments and international agencies; Members
of Congress;and individuals' medical advisers for the purpases set
forth int the: Statemeni of General Routine Uses lmmedmtely
preceding these speclhc notices of systems of records.

Policiés and practices tor storing, retnewng, acfesgng reizlning,
and disposing ‘of records in the system:
~ Storage: Paper copy in file {oldcrs

Retnevsblhly By ‘namne of mdw:dua.l or other pcnona] identifier,

Sa!tguards Lucated in metal file cabinets with three-way com-

bination” locks In securt premises with access limited to those
whose official duties require dccess.
- Retention sad disposal: Selected records dlspmcd of after ene 10
five .years by shredding or buruing: records of more permanent
value disposed -of .in’same’ manner after. retirement, transfer or
resignation of employee to which they pertain.

System ‘mansdger(s) and address: The Chief, Professional Studies
and Carcer- Development ' Division,  Agency for Inlemational
Developmenl 1735 N. Lyai Street, Arlinglon,’ Virginia. Additional
records are maintained by Administrative and Executive officers
and office supervisors in A.LD. Washington offices iocated abroad.
See Appendix A for actual location of offices.

Notification procedure: . Requests by individuals concerning the
existence of a record may be addrcsscd to:

Director,
Office of Personnel and Manpowcr {SER/PM)
At Privacy Liaison Officer )
Agency for International Deve[opmcm
320 21st Street, NLW.
Washington, [.C. 20523
or pressnizd in person ol State Amnex 2, 515 and Sueet N W,
*Washington, D.C. 20523, )
For offices abroad, to the Pm'acy Liaison Officer at the applica-
ble address in Appendix A.
 Iafoimation Reguired: [adividual's name, place and date of
birth, The ‘determination as [0 the existence of a record will be
facilitated - by .the provision of the individwal's Social *Security
number and dates and places of service.

Us. -

Recohd DCCESS procedures: chucsts {rom individuals qhou!d be
addressed or pmsentei in person to tho same addresses as qwled in
the Noufication Section above.

Requests 'should b~ accompamcd by m.formauon sufhmem o
identify the individual piirsnamt te Sec, 215.4(c) or (d) of the Agen-
cy's regulations as published in this issig of the Féderal Register.

‘Contesling record procidures: Written ' requests from individuals
to umend their ICCO!‘(‘. ‘should be mailed or presented in person o
the same addresses as stated in the Notification Section above.

Requests for review of a ‘refusal to amend a recor‘d shouid be
made in writing did mailed ot dchvercd to:

Administrator
. Agency for 1mern:1uonal Dcvc]opmcnl
320 215t Street, NWC S
Washington, D.C. 20523
ATTENTION: Executive Secretary - anacy Review Request,

Both the ¢nvelope and the lewér should be cleardy marked Atten-
tioni Executive Secntnry anacy Review chuest_ .

Record source cate;vuncs- “The individual concerned and ALD,
employecs ac(mg in their official capacities.

C U ALD, - 14
byst:m name: Awards and’ I.nccnuvcs Records.’ :

System location: a. Cénral File: Incentive Awards anch Office
of Personnel -and ‘Manpower; Agency for International Dc\ck)p«
ment, 515 22ad Street N Wy Washlnglon D.C. 20523,

b. Decenlmh;'ed fies are maintained in various Waslunglon of-
fices and offices’ abroad having responsibility for initiating and/or
implementing incentive award activities or programe See Appendix
A for acteal location cf these offices.

Calcgunes af mdi\‘l(_uals ‘covered by the svslem }omgn Sewu:c
and Civil Service Employess of A.LD and emp!oyces of gther
-govememnt agenmcs

Tategories of records I the mstern. ‘In addition 10 ccmra! fecords

- inuhe custody of ALLD. but oﬁ:cnlly ‘maintzined* by the Civil Ser-
vice Commissior, the agency marnains forms recording employee
suggestions. superviser’s ru:ommcndauons award cilations, and
agency decisions. . -

Authority for maintenance ol 1he system Foreign Assistance Act
of 196 ag amended, Scction 621 {a); Foreign Service Act of 1946 as
amended, 5 U.5.C. Chapter 45, .

Ruutme uses of records m:inl.mncd in the systtrn. mcludmg caligo-
ries ‘of | Users andl the purposes of such uses: To law - enforcement
agencu:s U.S. Goverméat agencies. couns, the. Depanment of
State, for¢ign governments and international agcnctes and Mem-
bers ‘of Cengress, for the purposes sel forth-in the Statement- of
General Routine Uses ermxecha::!y preceding these specific nolices
aof systcms of records .

Policies and practices (or stonng xttmvmg acorssing, retziaing,
and disposing of mecords in the system:

Storage: Paper <copy in file folders. -

Retrievability: By name of individual.

Safeguards: Located in melal file cabmcts with- three-way com-
bination locks in secured premises. with acoess limited to thoss pcr—
sons whose official duties require access:

Retention and di‘posal Destroved one year following completion
of program or granting of award: or when gbsolete..

System manager(z) end address: . Central File: Chief Inccnuvc
Awards Branch, Office of Personnet and Manpower, Agency for
International Development al the location stated above, ]

b. Executive’ Officer or principal Adminisirative Officer in
ALD. Washingion offices and offices abroad. See Appendix A Tor
actual location of efficss.

Notification procedure: Requests by individuals conceming the
cxistence of a-record ray be addrcsaod 1a:

Dtrcctor

Oftice of Personnel and Manpower {SER/PM)
_Aun: Privacy Liaison Offiver -

Agency for Interniational Devctu-pmcnt

320 2t Street, MW,

Wa_slungton D.C. 20523

or presepted in person at State Annex 2, 515 2t Strcct M. V.,
Washington, D.C, 205213,

For offices abroad, lo the an':cy Liasson Officer at the apphca-
ble address in Appendiv AL
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Information chuircd Indmdua.l‘s name, place and dote of
birh, The determinalion as to the existence of a record will be
{acilitated - by “the. provision of the individual’s Secial Sccunly
number and dates and pluces of service.

Record ‘access procedures: Requests (rom individuals should be
addressed or presented in person tu the samie addresses as stvled in
the Notuficaton Scclion above.

Requests should be-accompanied by mformauon sufficient Lo
1dcnufy the individual ‘pursuant to See. 25.4(c} or (d) of the Agen-
cy's regulalions as published in this issue of the Federal Register.

Contesting vecord procedures: Written requests fmm individuals
to amend theirrecord should be mailed or presented in person to
the same addresses a5 s1ated in the Notification Section above.

chutsts for review of a refusal to amend a record should be
madc in wntmg and mmlcd ot delivered to:

Administeator

Agency for lntemauonal Developmcnl

. 320 215t Street, NW.

Washingion, D.C. 20523

ATTENTION: Executive Secretary - Privacy Review Request.

Both he envelope and the letter should be clearly marked Atten-
lion: Executive Secretary, Privacy Roview Request.

Record source eategories: The individual concerned-and ALD.
ur.plov:_es a\:lmg in 1heir official capacities.

AlD. - 15
System name: Empioyecs Payroll Rcl.ords

System lecation: a, For autémated files - Office of Data \{an‘me-
ment,; Agency for Hnematonal Development, 1975 Florida Avenue,
Washihgton, DN.C. )

b. Fur emplovee case file - Employee Services Division, Office
of the Controller. Agency (or International Dc\-'eloPrm:m - 1975
Florida Avenue, Washinglon, D.C.

¢. For alimony and child suppont gamishment me - Emplovee
Refations Branch, Office of Personnel and Manpower, Agency for
Intenatzonal Develcapmcnl 515 22nd Street N, W., Washingion,
D.C. 20523,

d. For retired files - Washmglon National Records Center, 4205
Suitland Road,; Suitland, Maryland.

Ca:sgonn of individuals covered by the systerm: A 1.D. cmp!oyccs
incliding; Direct-hire employees assigned 10 positions in the United
States,  U.S, citizen direct-hire .cmployees assigned to positions
overseas. personal services contraciors, ather contract employees;
and empioyees of Federd, sue, or local RUYETILMENL Agencies as-
signed to A.LD.

Categories of recards in the system- Thls system consists of five
files, three of which are computerized records maintained on mag-
netic ‘discs and magnelic tapes. The other (wo are manual files
taintained in filing cabipets These files are described below.

a. Emplovec Case File - this manaal file contains copies of SF-
s, withholding statements, bond oifolment slips, health benefits
forms. lile infurapce [orms, retirement forms and other papers con-
cermning payroll matters,

b. New American Payroll Sys(cm Antamated Master Emplo\'ce
File this is an automated file. Individual records contain the foltow-
ing types of informaton: name. Social Security account number.
country post, enion indicator, timekeeper code, W-2 mail indicator,
retitement: system, federnl government life inswrance, heahh
benefits, birth date, a wide vartety of dates inciuding those that in-
dicale suspense actions which are due at o future date, :mfi other
dates for the use of financial managers such as limited appointment
cxpiration dute, effective date of pay change; allowances, dedue-
tions, hours worked, leave severance pay, and federad and state n-
come 1ax.

¢. Payroll History File- Lhis fife is an automated (ile. Tndividual
records contun Social Sccunty account number. currenl pay, year
10 dale pay. tax status, allotmenis. bonds, tme and allendance,
retitement, insumnce and other pay data,

d. Address File - this is.an automated file. Tndividual records
contain address records [or bonds, allotment. paychecks: W-2 mail-
ing “address. agency, Social Sccurity account number. bond
number, checkline code and financial organization.

¢ Alimdny and Child Support Garnishment File - this is a
manyal file which containg court judgement and writ and other
lepad orders conceming alimony andfur child suppen payments.

Atthority for maintengnce of the system: Forcign Assistance Act
of 1961 tas amended) 621(a), 625, 636{b), (c); Chapter 51 ttde 5

u.s. C\, Executive Order 10927; P.L. 93-647; Foreign Service Act of
1946, as amended: apd Social Security Act (42 U.S.C. 659),

Routine uses il records maintained ta the sysiem, including catego-
ries of users and the purpuses of such uses: To Treasury Department
for payroll purposea. .

To Treasury Depariment for issuance of savings bonds,

To Civil Service Commission for tetirement, health and life in-
SUrANCE purpuses.

To. the Social Security Administration for Federal Insurance

‘Compensativn Act PUrposes,

To the Internal Re\enuc Service for taxable carnings and

“nlhholdme puiToses.
To the Combingd Federal Campzugn for charitable comnbuuon
purposes.
d To American Federation of Govemmenl Employees for union
tues,

To Amnerican Formgn Service Assoctauon for union dues.

To the Stites of California, New York, Pennsylvenia, Maryland,
Virginia, and the Disuict of Columbia, under agrecmients enteéred
into by the Secretary of the Treasury, w.u,c and lax infonnation
consisting 0of name, address, social secrity namber, wages (as-
defined in Section 3401(al of the Internal Revenue Code, 26 US.C.
340U(a)), and tax withheld. if any. This data is provided gencrally

- wilh Fespect to vmployees of the Agency who are employed in the

State and sithjeci 1o the tax (whether or not tax is withheld); or,
who have opled {or voluntary withholding for their, taxing jurisdie-
tion.

To the Attomney Genernl of the Umled States or his authorized
representative it connection with litigation, law enforcement, or
other matters under the direct jurisdiction of the Department of
Justice, or curricd out as the legal representative of the Executive
Branch agencies.

To the Tutcmal Revenuwe Service for audit and msp-e:cuon and n-
vestigation purposes.

To e Department of Health, Education and Welfan: for
microfilming and producing microfiche.

To"the Chesapeake and Potomac Telephone Company {(a con-
tracter) and its employees for the purpose of telecommunications
transmission of data between the central computer facility and the
remote terminal.

To the Deparument of Stala for retirement and rm\:roh!rmng pur-
poses,

To judpemen: holder {or the purposes of gan'ushmcnl for the
payment of alimony or child support.

Tu a duly aprainted hearing cxaminer or a:b.tmtor (an employce
of another federd agency) for.the purpose of conducting a hearing
in connection w-th an employee’s appead tnvolving discloseres of
recotds of A.LD. financial systems. -

To an arbitralor who is given a contract pursuaat 1o a negotiated
labor agrecment to hear an employee’s grievance thD]\"mg disclo-
sure of records of the linancial management syslem.

To the Civi Service Commission conceming pay, benefits,
retirement deductions, and other information necessary for the
Commission o camy out its Government-wide pcrsonncl manRage-
ment funslions.

To law cuforcement agencies, U.B. Government agencies,

“courts, the Deparntment of State, foreign governments and interna-

tional agencies, wnd Members of Congress, for the purposes set
forh in the Statemeat. of General Routine Uses immediately

-preceding thesc specific notices of systems of records.

Policies and practices for storiry, retrieving, accessing, retsining,
and disposing of records in the systen:

Storege: Aulomated records are stored on magnetic disc andfor
magneuc tape. The manuai files contain microfiim, .microfiche,
pnnted forms, punched curds, and cormespondence.

* Retrievmbility: The five files described above are indexed in the
foulowing mannei; 3. Employee Case File - By name of employee.

b, New American Payvoll System Automated Wiaster Employce
File - by Social Security accobint number.

<. Payroll History File - by Agency (ALD. and O.P.LC.) and So-
cial Securily account aumber,

d. Address Fia - by Social Security account number.

e. Alimony an{ Child Support Gamishment File - by name.

Saleguarde: For the automated system, a *password” is assigned
to A.1.D. cimploy-tes who in the performance of their olficial dutes,
must have accers to these files. For the manual files thcy are
located in metal file cabinets wath three-way combination locks or
in securcd preryies with access limited W those whose official du-
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ties rcquu-e acceﬁs The compuler fac:lny. mt.ludmg thc tape libra~
ry, Is located:in secured premises with combination-lock door and.
aceess is liniited to persons of verified identity who require access.

Retention and disposut: 3. The Employee Case Files arc main-

tained for ten vears alter the date of an emplayee's separation. ‘The
filg is lmn::t'crred o the Waslungton Nl'\uona.l Recordi Cemer one
year after audit. .

b. The New Amt.ncan Pawoll System Autorn.ued Masler I‘m~
ployeé File is maintuined for a two-week period; then it is updated
by writing over the old record. This antsmatéd rccord duplicates
the information in the employee caseé file,

c. The Payroll ‘{istory File is maintained for Iwc years: then it
is written over.

d. The Address File is updated penodlcaﬂy as needcd and’ the
old version is wniten over, -

- ¢, The Alimony -and.Child Support Gamishment File is main-

tained in the office for a periad of seven years after a.n cmployee is
transferred or scpa.raled.
) Syslerrl manager(s} and addrem For Ahmony and Chﬂd SUpport
Garnishment File: Chief,” Employee Relalions Branch, Office of
Personnel” and Mannower, Agency for International Development,
55 22ad Stireat N.W., Washinglon, D.C. 20523,

For all other files: Assistant Controllér, Emplovee Services Divi:
sion. Financial Management, Agency for lnlcmahonal Dcvclopmcnl
1975 Flotida Avenue, Washington, D.C. -~ .

Notification procedure: Requests by mdmduals concemning the
existence of arecord may be addressed 1o
| Director
Office of Pcrsonnei and \Tanpowcr (SER/PM)
Atta: Privacy Liaison Officer.
Agency for International Developmem
320 21st Street, N.W,
Washington, D.C. 20523 .

or presenied in person a1 Slate Annex 2, 515 22nd Sm:cl N W,
Washingtoin. D.C. 10523,

Information Requifed: Individual's name, place and date of
bigth. The determinauon as to the existence of a record will be
facilitated by the. provisicn ‘of the individual's Social bccumy
number and datés and plages of service, .

- Record access nrocedures. Requests from individuals should be

addressed 4T presented in person to the sama addresses as slﬂled in

the Notification Secton above.:

“Reauests should be accompamcd Ty m.l'ormauon suiftuent to
identify the individual pussuant 10 Sec. 215.4(c) or {d} of the Agen-
cy's Regulations as published in this issue of the Federal Register.

Contesting record procedures: Wrilten requests from individuals
to amend their record should be mailed or presented in person W
the same addresses as siated in the Notification Section above.

Reauests -for review.of a refusal to amend a recond should be
made in wnting and mailed or delwemd to:

Administrator
Agency for Internationat Development
320 21st Strest, MW -
“Washington, D.C. 20523
ATTENTION: Executive Secretary - Privacy Review chucsl
‘ Both the envélope and the letter should be clearly marked Alen-
tign: Excculive Sccretary - Privacy Review Request.
Record source ealegories: The individual concerrned and A.1D.
employees acung in their official capacmcs.

ALD.-16
Syqtem name: Al.b:nd:mce and Leave. chomng Records.

System lncation: Central records located in Office of Finaacial
Management, Agency for Intemational Devefopment. 1975 Florida
Avenuz, M.W., Washington D.C. TimeXeéeper's records are kept by
the' cmploymg W'nh.ﬂglon office and oﬂlccs abroad. Scc Appendix
A for a ilisling of (hese iocalions.

Categories of individuals covered hy the s_wuem' Empioyccs of
ALD: and Personal Service Contragtors.

Categories of records in the system: Central Records (Employcc
Payrofl File) and Timekeepers Records contain various combina.
tions-of - the foflowing: time and astendance cards, leave fradests
forms, correspondence and memorandums on leave. payroll deduc-
tions for savings bonds and allounents to vanous insutstions and
comespandence on reimbursements.

Authiority for maintenance of the system: Title 5, U.S,C, Section
1302, 2951, 4118, 4308 and sections 112 (a) and 113 of the Budget
and Accounting Pracedures Act of i950 and Title 6, G:’\O Policies
and Procedures Manuai, .

Routine uses of records maintained it the sysum. Includ[ng miego-
ries of users ond the purposes af such wses: To law. enforcenient
agencies, U.S. Guvercment :agencies. courls; the Department of
Siate, {oreign_governments and international agencies, and- Mem-
bers of Congress: for the purposes -set forth in the Statement of
General Ronting, Uses immediatety prcccdmg lhesc specmc notices
of systems of fecords.

To. thé Civil Service Co;nnusswn concerruns pay. benetits.
retiremient deductions, and ‘other information necessary for the
Commission Lo carry out its Govemment-wide personnel manage-
ment funcuons.

Policles and ‘practices !or stonng. rctncving. moesslng. retaining,
sad dlsposmg of records In the systein:

Storage: Paper copy in [ile folders. :

Retricvability: By nsnc of individual and Socmi Security numbcr

Saleguards: Located in ‘metal file cabinels with three-way com-
bination locks in a sccure spate or secured premises with access
limited 10 those whose official dulics require access.

Retention and disposal: Dcstm)ed after 5 years by burmning or
shredding,

System mmager(s) andd addn-.u Asmstam Control]cr Employces
Services Division, at the localion shown in Syslem Location Scc-
tion abave.

Notification pmccduu chucsts by mdmduals concerning Lhe
existence of a record rmy be addesssed tos

Director

Olffice of Personnel a.nd Manpoucr (SER!PMI

Aun: Privacy Linison Officer

Agency for Intemutional Development

320 2fst Street, N.W,

Washington, D.C. 20523

or presented in pergon at State Aancx 2, 315 22nd Stn:cl M. W.,
Washington, D.C. 20523,

. For offices abroad. 1o the Privacy Liaison Oﬁlccr at the applica-
ble address in Appendic A,

Information Required: !nd:v:dual s name, placc and date. of
birth. The detenminativn as'to the existence of a record will be -
facilitated . by “the provision of the individudl's Social Scl:uruy
.nu.maer and dates and p'laoes of service.

Record . access promlurcs Requests from individuals -should be
addressed or presented in person to the same add.rcsses as sl.ated in

. the Noufication Section above.

 Requests should be accompanied by m.l’emmuon 5uil’lcaent ta
identify the individual pursuant to Sec, 215.4(¢) or {d} of lhc‘!\gcn-
cy's Reguiations as published in this issue of the Federal Register.

" Contesting Tecord procedwnes: Written requests from individuals
-10 amead their tecard should be mailed or presented in person (o
the same addresses as <uited in the MNotification Section above.

chucsts for teview of a refusal to amend a rccord should be
made in wriling and mailed or dchvered 10:

Administrator -~

Agency for Intcmalzonal Development

320 21t Street, NoW,

Washington, D.C, 20323 .

ATTENTION: Executive Sccrelary anacy Review Requc.al

Both the envelope and the letter should be clearly marked Atteo-
tion: Exccutive Svcretuy, Privacy. Review Request

Record source eatepories: The individust concerned and A.LD.
emplovem ncung in their official capauucs.

: ALD. <17
Sys(em name: Employee-Owned or-Leased Properiy Recornds.

System location: Records, are tocated at’ various overseas offices
fisted in Appendix A,

Categorics of mdmdu.als covered by lhe system: u.s, govcmmcnt
cmpinucc:, and contract employces of ALLD.

Cotegories of recores in the system: Recoeds tm-_!msing living
quarters whose rent and uwulity eosts are reimbursed wholly or in
part by A.LT. ond personally-owned vehicles and other property at

post. Records contain a descnption of such propenty, amd how pro-
perty is disposed ol al post.
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Authurity for maintenance of the svstem Forgign Assisia
of i%olr as amended, Sec. 63b: Foreipn deic% -Act ;f ??46«5;
amended. . 0 L0 _

Routtne uses of reconds malntained In the systemn, Including catepn-
ey o users and the purposes of such wes: To the Departmem of
State fur the issudnce of dicemses and establishing of duty free
status of ALD, personnel. . :

To- luw - enforcement  agencies, U.S,  Government agencics,
couns, the Departinent of State. foreign povernments and intermi.
tional agencies, and Members of Congress, for the purposes et
forth .in the. Statement of Gueneral Routine Uses  wnmediately
preceding these specific notices of xystems of records.

Pilicics and. pragtices for storing, retrieving, accessing, retajning,
and dixposing of records in Lhe systen: :

Storaye: Maper copy in file folders.

Ruetrievahility: By name of individual. )

Salepuards: Located in melal file cabinets with three-way eom-
bination locks in secured premuses with access limited to those
whose officiul duties require access.

Retention and divposel: After employee leaves post, reconds on
owned property are relaiged for four years and on leased propeny
for two years; then destroved. : -

System manager(s} and address: Direcor, Office of Managemem
Operatcns, 320 246 Street N.W., Washington. D.C. 20523,

Notilication -procedure! Regaests hy individuals concerning the
existence of a record may be addressed 10!

Direcor L .

Offige of Personnel and Manpower (SER/PA)
Aun: Pnvacy Liaison Officer

Avency fur Internationai Levelopmenr

320 25t Swreet, NAWL

Wastiington, D.C, 20523

or presented in person at State Aanex }, 1601 Nerth Kent
Street. Adinewn, Virginia,

For offices abroad, 10 the Privaey Lisison Officer at the applica-
ble addres in Appendin AL

Information  Readired: Individuat’s nume. place and date of
pirth. The detenmunation as to the existence of 2 record will be
fucitituted hy the provision. of the individual's Social Secunty
aumber and dates apd places of ervice,

Itecnrd access procedures: Royuests from individuals should be
addressad or presented in persHn o the same addresses as stated in
the Noulication Secticin above. C )

Requests should be accompunied by informadea sufficiemt to
wdentify the individoal pursuant o Sec, 215.3(0) or (d) of the Agen-
vy 's Regustions as published in this issue of the Federul Register.

Contesting record - procedures: Writien requests {tom individuals
1o amend their record should be mailed or presened in person to
the same addresses as stated in the Noufication Section above.

Requests for review of a refusal 1o amend a record should be
made i ownling snd mailed o1 delivererd fo:

Adminiatrator

Apency [or Intémational Development

320 215t Strect. NJW.L

Washington. D.C, 20523 .
ATTENTION: Exccutive Secretary - Privacy Review Reauest.

#loth the envelope and the leiter should he clearly marked Aten-
von: iixecutive Secretary. Prvacy Review Request,

Record wource categories: 11.S. Dovernment emplovees, local and
contruél emplovees of ALD. and Amenvan Embassy personnel,

: AL, - 1B
System naune: Employee Use of Property Owned or Leased by the
LS. Governinent Records.,

Systemn  locatinn: - Records are located ut Agency Washington
headauartes and at offices abrawd. Sce Appeadix A for acad le-
cation of those oflices, .

Calegories of individusls covered by the system: LS. Government
employecs. contract gmployees of ALD., and quests at AL
operated All or puest houses. -

Cutepories of records in the system: Records peraining o the oc-
cupingy ur use of propeny owned or leased by the U5 Govern-
ment, and to. facdities and/or ~ernces provided such as: govemn-
meat-leased housing; ROVcrﬁmu\l-nwncd furmiure. 'lm'lll'.mcc§ _:u)d
furnishings: LS. Government property in eustody used lor official
Murposes: government-owned vehicles used for official or unotficid
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purposes; parking permils: government-purchased publications;
long-distarice telephone calls made from ALD. facllities: U.S.
Govermnment vehicle repuir facilities: commissory, liquor; and post
exchange - purchases; gasoling purchased from’ or through pust
exchange purcnases: gasuline purchased from or thralgh an A.LD.
overseas post! . govenment-furmeshed housing manteénance and
repair services: and A LD, stdT or guest house [acilities.,

Authority for ‘maintenance of the system: Foreign Assislance Acl
of 1960 ax anmserided, Sec, 621, 635; Foreign Service Act of 1946 as
amunded. ! '

Routing uses of records maintzined in the system, including catepe-
ries of users and the purposes of such uses: To haw enforcement
agenctes, U5, Govérmment agencies, courts, the Department of
State, furcign govemments and internationaf agencies. and Mem-
bers of ‘Congress; for the pirposes set forth in the Statement of
Generaf Routice Uses immediatety preceding these specific notices
of systems of records. -

Policies and practices for storing, reteleving, sccessing, retalning,
and dispoesing of records in the system: -

Storage: Pupee copy in file folders, and card index [ile,

Retrievabilita: By nume of individoal. )

Safeguards: Yocated in ‘metal file cabinels with three-way com-
bination lowks in securcd premises with access timited 1o those
whose officid duties require access: :

Retention ani disposal: Records on the issuance of U.S. Govern-
ment property e destroyed ‘three years after the propenty is
turred inor othenvise acconnted for. Individual trip Uckets reflect-
ing official- and unofficial’ use of vehicles are destroyed 6 months
after the end o! the fiscal vear. Maintenance and tepnir records and
reluted papers pertinning to the maintenance and repair of in-
dividual residenunl units occupied by individuals at overseas posis
are destroved at the end of 4 years, Destruction is by shredding or
burning. ’ -

Syslern manazer(s) and address: Direclor, Office of Munugement
Qperations, Apeney for International Development. 320 21st Street,
teW. Washimglon, DO

Notificabon procedure: Requests by individualy conceming ke
cxistence of a rzeord mav be addressed to;

Director

Qffice of Personnel and Manpower (SER/PA)
‘Altn: Privacy Linisen Officer

Agency tor Internativonad Development

320 215t Swreer, NOW,

Washingtyn, D.C. 20823

or presented in person at State Annex 2, 515 22nd Street N. W.,
Weshineton, [D.C. 20523, .

For offices abroad, to the Privocy Liaison Officer at the applica-
ble address in Appendix A. . .

Informatiun Required: Individual's name, place and date of
birth. The defermunation as o the existence of a record will be
facititated by ‘he provision of the individuals Social Securnty
number and dat:s and places of service. ’

Heecord accest procedures: Recuests from individuals showld be
addressed or presented in person Lo the same nddresses as stated in
tne Motfication Section abave.

Reoussts should be accompanicd by information sufficient to
dently the individuad pursuant o Sec. 215:4(c) or (d) of the Agen-
cy’s Reguluton: a~ published in this issue of the Federak Register.

Contesting record procedures: Wetlen nequests from individunals
to suuend thewrr record should be mailed or presented in person
the same addressex as stated in the Noufication Section above.

Requests for review of a refusal to-amend a record should be
muude i wirting and nuuled or'delivered to:

Admisistrator %

Agency for Internationad Developrent

20 ikt Strcet, MW,

Washngron, 1.C. 20523 : .
ATTENYION: Exccufive Secrelary - Privacy Review Request,

Roth the envelope and the letter should be clearly marked Alten-
tion: Exceutive scereury - Pnvacy Review Request.

Record source categories: U.S. Government cmployees, [ocal and
contract empiovees of ALLDL, and persoanel of the Department of
State.

ALD. - 19
System anme: Travel and Transportation Records.
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System tocstion: Central Records located in A.ID Waﬂhmgwn
Headquaiters. Decentralized reconds. - maintained . in . vanous
Washington olfices and offices abroad having responsibilitios for

initiating requests for travel or tansportilion of things, Travel Ad-

vagee Cottrol History. File. for Automated Files: Office of Data
Mandgement, 1875 Connéclicit Avenue, N. W., Washington, D.C.
Travel Advince, Employes Case lee--Empioy:c Services Division,
Office -of the  Controiler,. 187F Connecticut Avenue,.. N.. W.,
W‘\Shmglon. D. C Sec Appcndu( A ior actu.d lomuon of these of-
{ices,

Categories ol Indiwdmals cuven:d by the systerm: AL D employees
'md their dependents‘ individuals whose travel is sponsorcd or pzud
for by AJLD., and visitors to A.LD. offices abroad,

Categonles of records in the system: ‘a. (,cmral Rccords* u:we.l
authorizatons: itneranes; government -billé. of lading: govemment
transporiation requests; card fite pertaining to passports, Lravcl and
shipment of effects; and corrcspondence

b. Decenu'a.hzed Records:-copies of documents m'\mlamed in the
central ‘recovds:” exportfimport.’ permits;  baggage declarations.
customs deéclarations: ‘passpons and’ tecords of apphcauuns for

visas; travel advance reéquests; arrival and departure nolices: record -

of clearances prior 10 departire fromi post abroad; packing Tists and
informalion on meelings. abroad mdud.mg ‘meeting schedules and
bmg:aphlcal skelch of avtendees. :

<. Fravel‘Advance, Employee Case Fileé: a manusl filé containi-
ing copies of travel authonzauons and relaled paid vouchers and
correspondence.

d. Fravel Advaﬁcé Control His(ory Fthr aummated file contain- |

ing namte, social security account number, appropriztion code, daté
issued, advance issied and advarice outsianding.

Au!hnnty {ur. maintenarice of the system:. Foreign Assistance Act ”

of 1961 as amended, ¢ip. Sec. 621, 636 {a) dnd (b); Foreign Service
Act of 1946 as arnended, See: 911; and-Chapter 57, 5 U.S.C.

Routine uses of records mam!smed in the system, mclud.m.g m!egc«
ries of users and the purposes of such uses: To commercial travel,
transportation and shipping .companies’ and agents’ for making
travel, transportauen and shipping arrangements,

To U.S. Treasury for payment of bills and vouchers.

To U.S. Dispatch Agepts to arrange shipment and clearance of-

effects.

To law en.[cnrcernent agenc:cs Us. Govemmcnl agenc:cs.
courts, the Department of State, foreign governments and interna-
Lional agencies. and Members of Congress, for the purposes sei
forth in the Statement ‘of "‘General Routine. Uses immediately
preceding these specific notices of syslems of r-ccords.

Policies and practices for soring, retrieving, sccesiing, remming, ’

and disn(mng of records in the system:
Storage: Paper copy tn {ile foider
Retricvability: Individual’s name or other p»cmonal 1dcnuiler

Safeguards: B:ogmptuc information and passporis kept in metal
cabinets; with three way combination lock. Other records Xept in
areas with access hmm:d to thosc whose official dulies rcqu.mz ac~
cess.

Retention and disposals - Rel.ajm:d far four years- amd {liea
destroyed. by shredding or buming:

Systein manager(s) and address: a. Cemral Records: Dn'ectur Oi-
':u: of Management Operations, ‘Agency for International Develop-
ment, 320 2st Street, NW. Washington. D.C. 20523

b. Decentralized Records: Administrative and Execuuvc officers
and office supeérvisors:in ALD. Washington olfices and nf[iccs
abroad. See Appendix A {or actual location of offices.

¢, Travel Advance. Employee Case Filer Chief, Centrd Ac-
counts Divisiun., Office of . the . Conuoller, 1875 Connecu:.ul
Avenue, N. W_; Washinglon. D.C.

d. Travel Advance Control History File: Chicf,  Information
Management Division, Office of Dawa Man.tgerncnl. 1875 Connecti-
cut Avenue, M. W, Washington, D.C.

‘iut:.l:cntmn procedure: Requests- by individuals concermng the
existence of, a record may bc dddrcssed to:

Director”

Office of Personnel and Manpovier (SER/PM)
Atin: Privacy Linison Officer

Agency for Internattonal Development

3230 2Ust Strzet, MY,

Washington, D.C. 20523

or presented in person at Slalc Anm:x 2, 515 22nd Strcct M.W,,
Washmglon D C. 20523,

For offices abn:!'\d o the Privacy I.Jalson Officar at the*applica-
ble address in Appendix A,

~Information’ Required: Individual's riame, place and duls of
birth. The detemmination as to the existence of a record will be
tacilitated  hy “tho 'provision "of . the - individual's Sounl Sccunly_
nurmber and dates and places of service.

Record necess pw:cdum Requests from mdmdules sholild be
addressed or presented in person 10 lhc samg a.ddresses as smlcd in
the Notficaten Section above, ~

Réquests - should be sccompanied by information su(flt:lcnl 1o
ldcnu.fy the individual purseant to Sec. 215 4{e) or'(d) of the Agein-
cy's Regulations as published in this issue of the Federl Register,

Contesting record procedures: Written requests from individuats
to amesd their record should be mailed or preseated in person 10
the same addresses as stated in the Notification Section above.

Requests for review of a refusal to amead a record should be
made in writing and nrmued or delivered to:
. Administrator -
- Agency for Iniemational De\'clopmcnt
©320 21st Street, NV, , .
Washington, D.C, 21523 -
ATTENTION: Execulive Socrclary Prw:u:y Review Request.

Noth the envelope and the léver should be clearly marked Alten-
Uon: Executive Sccretary - Privacy Review Request

Record soun:: cnleeu*us The mdmdual concermed and A LD.

cmployccs acting in their official capacities.

ALD. - 20
Systtm name: Claims Records,

Speem lm:ntjcm a. Ceatral Records:

Office of Personnel and Manpowet. Agency (or [nternational
Development, 1601 Kert Streel, Ardington, Virginia for. allowance
claims and health bencl:t claims. . .

Office of the General Counsel, Agency for International
Dcvempmenl 320 2t st Stru:l ... Washingtoa, D.C. for tort
claims. .

Office of Manngemcnt Opemllons Agency for Latemational
Development, 320 21st Street, N.W., Washington. D.C. 20523 {or
c]a!ms uivolving loss of private personal propenty.

Office of  Financizl - Management, Agency for Iriternational
Developrient, 1975 I‘londa Avenue, M. W, Washington, D.C. for all
other claims, -

b, Dccenlm.hzcd n:t.on;is m.mnla.me:d in various- Washington of-
fices ~and offices abroxd "having responsibiliies for initiating
requests for clauns activity. ‘;oe Appendix A for actual locauon of
these olfices.

Catepories of Individnals covered by the system: Employecs who
have filed claims againit the Agency and employce,n against whom
the Agency has filed a claim.

Categories of records in the system: a. Central Records: Documen-
tation of - claims, voucher disa.llowanccs duplicate payment and

bills for coltection. .

‘b, Decentralized Records; Cﬂples of documents maintained in
the central ‘records, legal . rcvu:u.s ard optnions, and referruls to
G.AOC

Authority {or maintenance of the sysl:m- Foreign Assistance Act
of 1961 as amended, Sec, 621 Foreign Service Act of 1946, ar
amended; Federal | Tort Cla.nms Act and G.A.O. Policy and
Procedures Manuatb.

Routine uses of records maintzined in the system, Inciuding categao-
ries of users and the purpeses of soch usess To US. Treasury for
payment.

To U.S. Despatch f\gmu to \.cnfy movement of persons and
thines and costs thereol..

To Office of Opentions, Department of Slate, for review and
tnitial adjudication of private personal property claims.

Routine uses of records meaintined In the system, inchirding catege-
ries of users apd the purposea of such uses: To the Statc - ALLD. -
U.S.LA. Joint Survey Boa:d for review of claims arising Trom
evacuation. : '

To comumercial travel. transportstion; and shipping companics
and agents o venly aclual costs of servces;

To the Oifice of the Director of Medical Scrvices, Department
of State of determine validity of mudical claims.

To law enforcement agencies, U8, Government m‘nclc-.l.
courts, the Depastmect of State, foreign goveraments and inlema-
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tional agencies, -and Members of.Congréss. for the as
forth in the Statememt of Genernl %{rnminio Uses ";‘fm’miﬁ
preceding thesg specific notices of systems of records,

Stovage: Paper copy in tile folders, o :
Rewcievability: By name of individval or otber personal identifier.
Safeguards: Located in metal file cubinets with threc-way com-
bination locks in secured premises with access limived 1o those

whuse oflicial duties require access, :

Reluntion and disposal: Retained for seven years and then
destroyed by shredding or burmng.: ! :

System mansagee(s) and address: a. Central Records:

For Allowance Claims: Chief, Forcign Service Technical and
Staffl Support . Branch, Agency [or International Development, 515
2ind Sureet N, W, Washington, D.C. 20523, :

For Health Bencfit Claims: Chief. Employee Relations Branch,
Agency for International Development, $15 22nd Street N, W,
Washinglon, D.C. 20523, ) : ) .

For Tort Claims: Députy General Counsel, Agency for Inlerna-
tional Development; 320 21st Sireet, N.W., Washinglon, D.C.

For Private Personal Property Clajms: Office of Muanagement
Opérations. Agency for Intemational Development, 320 215t Street,
N.W., Washington, D.C, 20523, -

For Uncollectable Claims: Assistant Controller, Contral Ac-
couning Division, Office of Fintncial Management, Agency for In-
ternabonal Development, 1975 Florda Avenue, Washiogton, D.C.

b. Decenuralized Records; Administrative and Executive Officers
in ALD, Washinglon and offices abroad. Sce Appendix A for ac-
wal location of office.. )

Natilication procedure: Requests by individuals conceming she
ex:slence of a record may be addressed to:

Director B

OMffice of Percnnnel and Manpower (SER/PM)

Atn: Privacy Linison Officer

Agency for Internanonal Development

320 21<n Streer, N.W.

Washington; D.C. 20523 .

or presented in person at Stule Annex 2, 515 22nd Strect N. W,
Washington, D.C, 20523, ' '

For offices abroud. to whe Privacy Liaison Officer a1 the applica-
ble address in Acrendix A, . : -

information Kequired: Individual's name. place and date of
birth, The deterrunation as lo the existence of a cecord will be
faviditated by the provision of the. individual's: Sociai Security
aumber and dates and places of service. )

Record aceess procedures: Reguests from individuals shou!d be
addressed or presunted in person tw the same addresses as stuied in
the Nualiciiion Section above,

Requests should be sccompanied by information sufficient to
identify the individual gursuant to Sec, 215.4fc} or (d} of the Agen-
cy’s riles as published in this issue of the Federal Register.

Cobtestina record procedures: Writlen requesis from individuals
o amend their record should be tnuiled ‘or presented in person 10
the safe addiesses as stated inthe Noufication Secuon above.

Pequests for review of a refusul o amend a record should be
made i writing and raiked to:

Administrator :

Apency for Intemational Develnpment

320 211 Streat, MW,
Washington, D.C, 20521

ATTENTION: [xccutive Secretury - Privacy Review Reouest.

Both the envelope and the letier should be clearly marked Auen-
ton: ‘Exevutive Sceretary - Privacy Review Request .

Record source catepories: The individeal concemed and ALD.
emplayees acting in their of{icial capacitics.

ALD, .2
System name: Pubtic Information Records,

System location: Dffice of  Public Aflfairs. Agency for inlema-
lional Development, 320 2151 Sireet, N, Washington, D.C. 20523

Categories ol - individuals covered by the system: Empivyvecs of
ALDL Menthers of Congress, individuals associuted with furcise
€ConBOHe assistunee. amd ndividuwils requesting infonmatien under
e Freedom of information Act,

Citegories of records in the system: Biographical infermation on
cmnioyces. who' serve as pubhic speakers, press relenses. . news
k'let‘m_\n.'phumqu.p‘m, requests for aveess 1o ALY scenrds ender
the Freedem of iniormation Acl. and related correspondence.
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Authority for malntenznce of the system: Foreign Assistance Act
of 1951, as amended, Sec 621, 634(h); PL93.502; § UL.S.C, 301: and
the Freedom of Informativon Act {5 U.5.C. 552). -

Routine uses of records mainlained in the system, including catego-
Hes of ‘users and the purposes of such usest Persons or organizations
requestiog A.LD. to make availuble an emplovee Lo speak in public
on ALD. activities- are provided . a biographical skelch of the
speaker in order (0 select and intraduce the speuker. .

Fo law enforcement agencies, - U.S. Governmént agencies,
courts, the Department of Siate, fureign governments and intema-
tonal agencies, ind Members of Congress. for the purposes set
forth in the Statement of Geoersl’ Routine Uses immediately
preceding these specilic nolices of systems of records,

Policies and proctices for storing, retdeving, mecessing, retaining,
and disposing of records in the system: ’

Storage: Paper copiés and phélograghs in file folders.

Retrievability: By name of individual, ’ .

Safeguards: Located in metl file cabinets with three-way com.
binalion lock in a secure space ur secured premises with access
‘imited to those whose officiul duies require access.

Relention and disposal: Destroyed after five vears by burning.

Systemr manzees(s) and addeess: Director, Office of Public Af-
fairs, Agency for Intemativewi Development, 3260 21st Street, NLW. |
Washingion D.C. 20523,

Notificatlon procedure: Requests by individuals concerning the
existence of a record may be addressed Loz

Director

Office of Personnel and Munpower (SER/PAD

Attn: Privacy Liaison Officer

Agency for lnematony Development

320 215t Serect, NOW,

Washinglon, D.C, 20522 i

or presented in person at State Annex 2, 515 22nd Street N W,
Washington, D.C. 20523,

For offices abroad, 1o \he Privacy Liaison Officer at the applica-
ble address in Appendix AL : )

Infomution Required: Individuad's name. place and date of
hirth, The determination as W the existence of a record will he
facilitated by the provision uof the individual's Social Secuny
aumber and dutes and places of service. ) )

Record access procedures: Requests from individuals should be
addressed or pres:nted in per~od To the same addresses as stated in
the Motification Seclion above, _

equests shotld be accompanied by information sufficient - to
wemify the individual pursst 10 Sce, 215.4(c) or (d) of the Agen.
<v's Regulations es published an ahis tssue of the Federal Register.

Contesting record procedures: Wetten requests [rom individuals
1o amend their record should be mailed or peesented in person
the sume addresses as stated i the Notiflication Scction above.

Requests for review of a retusal 1o amead a record should he
made in wrzng ard mailed vr dehvered to:

Admmstraten -

Ageney for irtemationasi Development

320 215t Sirest, MWL

Washinglon, CL 20523 .

ATTENTION: Executive Secretary - Privacy Review Request.

Buth the envelope and the etter should be clearly marked Atleg-
tion: Exceutive Seeretary-Povisy Heview Request.

Revord source <ategories: Limpioyees, public media information,
AJLD. records. ard individuals requesting access Lo recornds under
the Freedom of Information Act,

. CAdD .22
sSysterw name:  Congressional  Relations,  Inquiries, and Travel

Records, ‘

System lecation: a. Principal files are maintined in the Office of
Legisianve Affars, ALD. 20 2150 Stieet, NW.. Washington,
2.C. 20521,

b. Records of Zongressivingd inguires cancerning employees of
and appheants for emplovment wath the Offive »f General Counsel
arg maumaned in the Office - of the General Counsel, ALD., 320
Doak Sarpar, N, Washingion, B30, 3501 .

<. Fekated frics are moasnamed in certrin arcas of the field of-
Frees hinred ot Apecidis A,

J. Rettred Tilvs are maantuned i the Wishington National
Records Cester, 4208 Suithond Bead, Suitland. Marvland.,
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Categories of Indlvidusls eovered by the system: Members. Oi Cl;m*
gress, membess of their personal stiffs and of Congressional Cony
miittes staffs: employeas of -ALD. or .applicants for e_mpk!ymem
who ars or have been lbe Sub]-f:cl of Conmswxml mqumes aud
recomméndations. - .

Catep;oncs ol votonds in ke srskm_ Congn:ssmml oom*smndmce
and ‘menroranda of Congressional telephone calls' covering {1)
requeste for infommation. apd  assistance "o mattess . related - 10
fon::gn assistancey (2) requests for assistance from the' Agency in
arranging officia} {ravel overseas by Members of- Congress, their
saffs or committee staffs to inspect and observe foreign assistance
programs abroad, and (3} inquiries aboul A:LD. employees and
recommendations concerning employees or applicahts for eninloy-
ment. Also incliides information abgut individual members of Con-
press derived from public media “sources: including baosmphn:
records, and extracts from the Congressional Recond.

Avthocity for muimterancs of the system: Foreigr Assistance Act
of 1961 as amended, cspecially Sccuen 634b): 3 U.s.C 301 4“4
us.C, Chaulcrs 3t and 33,

Routine uses of records mammimd in the system, !n:!u:hng “cntego.
mdwnandlbepmmso(mhum To law enforcement
agenexs, U.S. Government agencies, courts, the Department of
State, foreign govemmenis aed international agencies, and Mem-
bers of Congress, for the purposes set forth in the Statement,of
General Routine Uses immediately pmcedmg these specific notices
of systefns of fecords. . -

Polidesandpmhcd!orslming reirievi ,accn:m:xg seteining,
auddmmngdrtmrdsmlhcsysﬂ.em o mﬁ

Storage: Paper copy in file folders. . ’

Retrievabillty: By name of mdmdual member of (’_‘ongress

Sa.ltﬁuardS‘ Except for material comple[cly in the public domzin,
located in a secure space or securéd premises with access liroited to
those whose omcm.] duties require the information, :

Retention and dkpcsal Excent for’ correspondence mmlwng -
ters of policy, records are destroyed by buming aflef no more than
L5 years: fileS related to individoal Congressmen are setired at the
end of each session of Congress. Recorids involving pﬂiu,y matters
are retained permaneily in arcidval files, =

Syswn rfoanapes(s) and address: a, For récords maintained 1( Lo-
. cation (a): Assistant Administrator for Leg;slauvc Affm.rs. AlLD,
320 21st Street, MW, Wash.mg!on D.C. 20523

b. For recards maintained a1 Location (b): Qffice of the General
Counsel, A.LD., 320 2{st Strect, N.WY. Washinglon, D.C. 20523,
~. . For rccotds miaintained at Location (c): Executive Officer of
the appropriate A.LD. office fisted at Appendix A

Motification procedure- Requests by mdnudu‘ds conceming the

. existence of a record may be addressed to: .

Direcror

Office of Personnel and Manpaower (SER.IPM)

Altn: Privacy Liaison Officer

Agency for International Develo-pmnl

320 215t Street, NJW.

Washington, D.C, 20523

or presented in person al State Annex 2, 515 22nd Street No W,
Washingtoa, D.C. 20523,

For offices abroad, to the anacy Lmsun Officer at thc applice-
ble address in Appendix A.

Information Required: Iadividual's name. For records of Con-
gl‘csstonal correspondence,’ inclide - pame -of Congressman and ap-
propriate session” of ~Congress. The deicrmination as o the ex-
istence of 3 record will be facilitated by the provision of the in-
dividual's Socna.l Secun!y numbcr and dates and places of service.

Hecord  access, ures: Requests from individuals should be
sddressed or presented in person to the sovor addresses as 'staled in
the Notfication Scction above.

Requests shoutd be accompanied by information suificient w
wdentify ‘the individual pursuant (0 Sec. 215.4{¢) or (d) of the Agen-
cy'& Regulations as pubh’thed in this issue of the Federal Register,

Contesting record ures: Written requests from individuals
1o -amznd taeir record-shouid be mailed or presented in person w
the same addn:“cs as stated in the Notificauon Section above.

chucsrs for review of a refusal to amend a record should be
mede i writing and miailed or delivercd 10t
Adminstrator
Agency {or lmemational Development
IA 213t Street, MWL
Washmglon D.C. 20523

. ATIF.NT‘[ON Exccutive Secretary - anm,y Review Requést.
 *Bath the envelope and the letter should be clesrdy marked ;\llcn- .
tion!* Exceutive Seeretary, Privacy Review Request,

“HRord soarce caleporiess Members ol Congresy and their :ﬂ'\ff‘ﬁ.‘
Congressional-Comfutiee Siall Mémbersy A.LD, employees; Con-
gressional Directory, Congressionad Quarterly, and Comgressional
Rccon] nc\'-";pa-pcrﬁ mdgaum:‘i and sther puhhc nwedia, - .

) . ALD-23 .
System name: - Emptoyeas Equ..d Employment Opmnunuy Cnn\-
plaint Investigative Records.

_ Securiiy:classification: Confidential. :

System focatfon:. Files arc miintained {n thie Office of Equ.z\l Op-
portinity, Agéncy for International I)cvclopmcnt ]20 2Lst Street;
N\V Washington, D.C, - N

Retired Filey, Washington N'monal Rccords C:nter 4205 Sml—
ln'nd Road, Suithind, Marykind. . v
Catepories of individuals. covered by the system: F_mployoes of

ALD. who have filed a discrimination complaint.

Cnu:gnncs of recards in the system: Employea’ s ‘hame, bcmng
lr:mscnpls deposiligns, winess statements, salary _grade, supcr-
visor's cva.lu.\uon. b:o;,raphx: data.

Authority for maintetages of the systesr [.xccuuve Order 11478
of Aug 8, 1969: and Federal Personnel Manual Chapter-713.

Rautine uses of revords mabntained in the systens, loelodiog cotegs-
tier of users and the of stich ases: To the Civil Service -
Commission for the purpoccs of compﬁmg statistics on unployee.s

To law enforcement agencies, "U. S. Guvemment. agencies,
courts, the DXeparunent of State, Toreign governments and inkerma-
tional agencies, and Members of Congress. for the purposes: set
forth: in. the Statement of General Routirie - Uses immediately

- preceding these speci’ic potices of systems of records.

Policies and practices . for- storing, relrieving, lzcc-:.mnz retajning,
and dtqmsmg of recowds in the system: .

Stotsgel Paper copy in {ile folders.

Retrievablilty: By name of individual.

Safeguards: Located in metal file cabinets vnth three-way com-
bination "lock in secured premises wilh accesa fimited to those
whose ofhcuﬂ duties.requirp a¢cess.

Retention and dispesal: 'Records are retained !’m- three years a!:cr

* the closing‘of a case and ase then retired to the Washington Na-

tiomal Reconds Senter for 10 years after lcmumhun of employce or
20 years alter last enmry in lile.

System manager(s) snd address: Director, Fcruai Op-ponumty Pro-

-grams al the location shown in System Location Section above.

Systerns exempled from certain provisions of the act; Pursuant to 5.
V.S.C. 552 a (KXY, all investigatory material inr the record whick
mests the oiteria of 3 U.S.C 5522 (K)S) is exempied from the
notrce, access, and contest requirciets of Sectuons (X3 (d),
(eX 1), (eMaAHGY (HY and (1) and () of § U.5.C. 532a in order o fui-
(ill comrmitments mace o prolect the confidentalily of sources. See
Agency Regulations published in this issue of the Federal Register.

ALD. -4 :
Sw<tern narmme: Emergency Casé File,

Systemn location: .4, Central records located in ALLD. Washiogton
Headguarters.

b. Decentralized records m:lmlam:d in various Washingion of-
fices axd offices abroad having responsibilities for admeustmative
processing. See Appendix A for office locauvns.

c. For retred. records: Washingion Nufionz] Rccord‘ Center,
4205 Zuitland Road, Suilland, Maryland.

Cateparier of individuals cosvered hy the system: A.LD. craployecs
and emiployees of uthcr .8, Governiment Agencics asugucd to
ALD, :

Catenories of records lo the syitem: a. Materal and claims con-
nected with employee deaths. emphoyee emergency locator cards,
blvod dopot reeords amd emergeny visitanon travel.

b, Decentralized R:ro—d\ Copicx of ducuments maintained in
the central fecords.

- Authority lor mainl:mrm: of tbe systern: Forsign Assistance Act
al 1961, as amendad; Forcign Service Act of 1946, as amended:
and Titde 5, Sub<clapter VUL

Reutine et of reconds mamtained in the system, Incloding catega

-~ phes of users apd the purpuses of sach um-v. Té surnvors of cor
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PRIVACY ACT I5SUANCES
ployees {or the purposs of setding claims and to families of em- Avthotity for nance : Privacy Act of

plavees for cmergancy visitation travel amihgementa and arrival
notfications.

To law enforcement agewcies, U.S. Government g encies
courts, the Dapartment of State, (oricen governments aned ?nlcma:
tonal agencies, and Members of Congress, for the purposes set
Vorth in . the Statement:.of General Routine Uses immediately
preceding these specific nolices of systems of records.

Policies and practices for stoxipg, retrieving, nocessing, reinlnlng
and disposing of records iz the system: ) '

Storage: Paper copy in file folders. :

Retrlevablilty: By name of individual | - ’

Saleguards: Saféguarded in metal (e cabinets with three-way
combination locks,

Retention and disposal: Cases rglated 1o caiployee death are
retained for three years and then retired to Washingion National
Records Center for permanent retention. Emergency locator cards
an< blood donor rcocds are destroyed when obsolete, Emergency

visitation records are filed in Offical Personnel Folder upon
compistion of tmavel.

Sysiem maneger(s) nnd address: a. Ceatral Records: Chicf, Em-
ployee Relations Branch, Office of Personnel and Manpower,
Agency for International Development, Washington, D.C.

b. Decentralized Records: Administrafive and Executive officers
and office supervisors in A.[D, Washington offices and offices
abroad. See Appending A for actual location of offices.

Notification procedure: Requests by individuals concerning the
existence of a record may be addressed to:

Director .

Office of Personnel and Manpower (SER/PM)
Altn: Privacy Liaison Officee

Agency for Intemnationa) Development

320 ZIst Sirect. N.W.

Washinaton, D.C. 20523

or presenied in person at State Anpex 2, 515 22nd Street N. W,
Washington, D.C. 20523,

For olfices abroad, to the Privacy Liaison Officer at the applica-
bie address in Appendix AL )

Information Required: Individual’s name, place and date of
hirth, The determination as 10 the existence of a recond will be
acilitated by the provision of the individual's Social Sccurity
aumber and dates and pixces of service.

Record nocess procedures: Requests from individuals should be
addressed or presented in person to the same addresses as stated in
‘the Notification Section above.

Reauests should be accompanied by information sufficient to
idenuly the individual pursuant to Sec. 215.4(¢) of {d) of the Agen-
cy's Regulations as published in this issue of the Foderal Registar,

Contesting record procedures: Wrilden requests from individuals
to amend their record should be mailed or presented in persea to
“h¢ same acdresses as slated in the Noufication Section above.

Reauests for review of a relusal to amend a record should be
made in wrting and mailed or delivesed 1o

Administrator

Agency for Intermational Development

320 21 sh. Stecer, NW,

“Hashington, D.C. 20523

ATTENTION: Executive Secretary - Privacy Review Request.

Yoth the cnielope and the letter should be clearly marked Atten-
ton: Execulive Sccrctary-Privacy Review Request

Record snurce entegories: The individual concermed and ALD.
empioyees acting 10 their olficiai capacities,

 ALD.-25
Syster1 nrme: Privacy Act Implementation Records.

Syrtem Incavon: Qffice of Personnel and Manpower, Personnel
Services Division, 515 22nd Street N. W., Washington, D.C. 20523

Catererits of Individualy covered by the system: fnddividuals, U5,
Fecteroi nrd locai yovemments, and Meombers and Commitices of,
rleneress,

Cetreories of records In the system: Correspondence and other
JozTuments reinted to reauests for aformation aboul the onustence
f rmeoqds, reguests for aceess 1o information, reouests for anend-
Jenls (o reconds. and requests for review of refusais to amend
reeonds,

171

ty —— of the system:
1974(P.1.93-579) Sec. 552a (c), (e), (D), and (p); and 5 U.5.C. 301,

Routine wiey of records malnlained in the systém, Including cotegds
rles of users snd the piarposes of suth usen To law enforcerment
agencies, -U.S. (jovemment agencies, courts, the Department of
State, foreign goveraments and intemational agencies, and Mem-
bers of Congress. for the purposes set forth in the Statement of
General Rouuine Uses immediately preceding these specific notices
of systemns of records. i

Policies and practices for stori + retrleving, socessing, retainin,
and disposing of racords n the systnfm: ue # B

Storuge: Paper copy in lile folders. -

Retrievabllity: Ily name of individual,

 Seleguards: Maintained in metal containers with three-way com-
bination Jocks and acceasible anly o authorized personncl with a
need for the information in the performance of their offical duties.

Retentlon and disposa): Records are retained for one year and
then setired 'to e Washington National Records Center for tep
years before destruction, - ' o

System yoanager(s) ol sddress: Privacy Linison Officer. Office
of Personnel anc Manpower, Agency for International Deveiop-
ment, 515 220d Street N. W., Washington, D.C. 20523,

Notificatlon procedures Requests by individuals concerning the
cxistence of a record may be addressed to:

Director - . : )
Office of Personeel and Manpower (SER/PM)
Attn: Privacy Liaison Officer

Agency {or [rtemational Development

320 21st Streer, NOW,

Washington, D.C. 20523 . .

or presented in person at State Annex 2, 515 22nd Street N, W,
washington, D.C. 20523. -

For offices abeoad, to the Privacy Linison Officer at the applica-
ble address in Appendix A. .

" Infofmation Required: Individeal's name, place and date of
birth, The determination as to the existence of a record will be
facilitated by the provision of the individuals Social Security
number ami dates and places of service,

Record socess procedures: Request. from individuals should be
addressed o5 presented in person to the same addresses as stated in
the Nonfication Scction above,

Requests shoud be accompanied by information sufficient to
identfy the indivivual pursuant Lo See. 215.4(c) or (dY of the Agen-
cy’s Regulations as published in this issue of the Federal Register.

Contesting record proceduces: Written requests from individuals
to amend their record shouid be mailed or presented in person to
the same addresses as stated in Lthe Notfication Section ahove.

Requests for review of a refusal 1o amend a record should be
made in writing and mailed or delivered to:

Administrator

Agency for Imermational Development

320 2ist Sueet, N,

Washingten. ©.C. 20523

ATTENTION: Executive Secretary - Privacy Review Request,

Both the enveloe and the letter shouwld be clearty marked Atien-
tion: Executive Secretary-Privacy Reviaw Request.

Record soarce categocies: Individuals and Agency employecs acts
ing in their offical vapacities.

AlLD. -2
System: uame: Litigation Records.

Security classification: Secret. R

System location: & Active [des are maintained a) \he Office of
the General Counscl, Agency for Tntermational Development, 320
2ist Strect, NOW. Washingion, D.C. 20523,

b. Retired reco-ds are maintained at the Washington National
Reécords Center, 4215 Suitland Roud, Suitland, Maryland,

Categorkes of Individusls covered by Ihe system: Foreign Service
cmplavees, Civil Service emplovees, personad services conraclors,
forner employees. wnd members of the public.

Categorics of records {n the system: Correspondence and other
documents relatine to disputed contracts, and tort chims against
the Aeency, und ciher ¢lums and aclions against the Agency.

Authorily for ma ntenanee of the system: Forvign Assistance Act
of 1961, ds amcnd:d; Foreign Service Act of 1946, as amended;
Tort Claims Act
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EFFECTIVE DATE
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_PAGE NO,
12C-17

AGENCY FOR INTLRNATIONAL DEVELOPMENT(

Roudne s of mmﬂsmainhlued lnt.'xesystem Including
ries o users and the purposes of such uwees: To law cm‘on:cmcnz
agencies, U.S. Goveriient agencies, courts, the Department of
State, foreigd governments snd Infernational agencies, and Mem-
bers of Congress, for the purppses set forth in the Statement of
General Routine Uses mmedmtdy prcccmng these spe:cxﬂc nolices
of systems of records. -
| ‘Pollcles and practices foe stoing, Mriewng. aece&:ing retindng,
and disposing of records iy the system:

Storege: Paper copy in- file fokiers. - :

Retrievability: By namé of employee and calendar year,

Salegwards: Maintained in combination vault insulated seainst fire
and located in seciwe premises with access hmned 10 those wt:osc
officiil duties require adcsas.”

Retention and disgosali Maintained for twa years fullomng s::n.le—
ment of case and ! then retired  to | Washinglon Mational Records
Cr.msr t‘or five year§ prior 10 deslmcuon.

m.anagu'(s) and address; Assistant General Cmmscl for

M:magcmcnz and” Administration; Office of the Geneml Counsel,

S%My for: lm.cmauonal Dcvclopm-;m 320 21st Sm:et, Washington,
20523

System exempf.ed from ﬁtrtgtn mvidons of the acli Thu system
is €xempt under 5.U.8.C. 552 (‘k)(l) (&X2), ‘and (X5} from the
notice, ‘access, and conlest requirsinents. of  Sections (c¥3). (d),
{eX1), (e)(d)(G) (H) and {Ty and (f'of 5 U.5.C. 5520 These exemp-
- tions are claimed ‘to’ protect - the fhaterials required by Executive
Order to be kept ‘secret in’ the interest of natiopal “defense -or
foreign pohcy. o prevent 5ubjecls of investigation from fmstmt:ng
the invesligatory process, 1o msure the proper functioning and in-
tegrity of law enforcemént activities, to- prevent disclosure of in-
- vesligative lechniques, to maintaig the ability to oblain candid and
necessary information, to fulfill commitments made 10 sources to
protect the conf d:nnahly of informaton, and to avoid endangcrmg
these. sources. See Agency Regulations published in this issue of
the Federal Register.

[FR Doc.77-47334 Flled 0-18-77:8:45 am}
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Access to and Proteclion of Records on ITndividuals
Privacy Act 1974 " oF TR
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Foreign A ffairs Manual

Vol. § - Communications and Records

Transmittal Letter: CR-~129 § TL:SY-Q
Date: September 76, 1985

Security Regulations

Chaptef 900.

NOTE: This chapter has been printed in photocomposed Fformat.
In the previous format, revisions within text were shown by
asterisks preceding and following the revised material, In the
new format, new or revised material is shown in italics. FAM
updates are now issued only by complete subchapters (910, 920,
etc.). The Directives Staff (FAIM/DIR) no longer issues FAM
changes by the pen-and-ink method or one-page changes within
subchapters. The purpose of these procedures is to allow
easier filing for users and thereby maintain greater

FAM volume integrity.

Subchapters 910 through 990 have been renumbered to conform
with the new format.

The -attached version of the security regulations reflects
modifications in classification policy in <compliance with
Executive Order 12356 of April 2, 1982. It amends the system
for classification and declassification of government documents
Telating to national security.

Attached is Exhibit 962, which was inadvertently omitted from
previous TL:CR-123,

Action Required of Each Employee:
a. Become familiar with and follow these regulations.

b, Keep your copy up to date and readily available,
¢, Destroy old copies of superseded Security Regulations.

(FAIM/DIR)
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910 : '
POL]CY AND PROCEDURAL_SECURITY

911 GENERAL F’OL(CY

TL:CR- 129°& SY.9 9.26-85)
= (Uniform Slale/AID/USlNA GDA/OP!C)

E.0. 12356 (heremaﬂer called “the Order | recegmzes

that it is essential that the pubiic be rnformet_i_cancermng tha

activities of its government, but that the inferests of the Unit-
ed Slates and its ¢itizens require that gertain informatian -

concerning the national defense and foreign relations be pro-
tected against unauthonized disclosure. With this object, the
Order prescribes a uniform systeni for classifying, declassify-
Ing, and safeguarding national security information,

The purpose of these regulations is to assist in the imple-

mentation of the Order and Information -Security Oversight -

Otfice thereinafter referred to as "1S0QOT), Diractive No. 1,

{hereinatter called “"the Directive™), and users of these requ-

lations may refer to the Order and Dicective for additional gui-

" dance. For additional guidance on security of automaited

_information systems used 10 process classified information,
refer to 5 FAM 800 and specific Systerm Securily Standards
issued by the inforrnanon Sysrems Sec:unry Slaff (A/ISS)

912 IMPLEMENTATION. AND L
: OVERSIGHT RESPONSIBlLlTIES

The Order requires each agency that originates or handles

classified information to gromulgate imglementing regula-
tions. TheOrderfurtherrequrres_thateachagerlcy_ongir\atlrrg C

or handling classified material shall designate a senior official
to direct and administer is information security ‘program;
This official shail be responsible for actively overseeing the
Agency's program, including a security educalion program,
to ensure effective implementation of the Order. - - )

In addition, this official shal! have the followmg responsrbrh-
ties:

a.. To estabiish and mdnitor Agency pohcres and proce-
dures to prevent over- 'or ynder-classification to ansure the
protectlon from unauthorized disclosurg of properly ‘classi-
fied mformanon mcludmg mlelhgence :nformanon and to en-
sure “orderly “and effective ' declassification of Agency
documents that no !onger require protection in accordance
with the terms of the Order.

" b. Toreview proposed classified disclosures of an excep-
tional nature bearing upon issues of concern {o the Congress
and the public,

¢. Toissue any needed quidelines for classification or de-
classification.

{t) Vo recommend to the Agency head the Iollowing:

{2) - Proposals for reclassmcanon in accordance with

section 1.8(c) of the Order;

{3) Other categories of m_iorma!ion, as defined in se¢-
tion 1.3 (a) (10) of the Order, which require protection against
unauthorized disclosure but which are not specifically pro-
tected by section 1.3 (a)(1) through {9} of the Order;

{4} _ Waivers, for specified classes of documents or in-
formation of the requirerment to indicate which portions of

documents are classified and whrch are not as provrded by
section 1.5 {b) of the' Order and S

{5) Waivers for specified classes of documenls or infor-
mation, of the requirement to prepare derivativa classifica-
tion quides, as provided by sectlon 2.2 {¢) of the Order.

d. -To prepare a list of officials, by name or position, dele-
gated Top Secrat, Secret and Gonfidential classification au-
thority.

e. To receive, and it necessary act on, suggesuons and
complaints with respect .to that Agency’s administration of
its information security program.

f. To provide guidance concarning correchve ar disciplin-
ary action inf unusually important cases involving unautho-
rized disclosure or relusal to declassify.

g. - To maintain liaison with the Director of 1SO0 and to
furnish reports and information as required by section 5.2 of

~the Ordar.

912.1 Depariment of State _

Wiihin this Department of State. the senior official is the
Deputy Assistant Secretary, Classification/Qeclassification
Cemer hereinafter referred to as (DASICDC)

91 2.2 AID

Within AID {a conlporreht of the tnternetion_éi Development
Corporation Agency), the senior official is the Inspector Gen-
erak

912.3 USIA

Within USIA, the senior OﬂlCIﬂI is lhe Dlrector Office of the
Pubhc Liaison.

912.4 OPIC

Within OPIC, the sanior official is the Vice President for
Personnel and Administration.
912.5 ACDA

within ACDA, the senior official is the security officer,

913 RESPONSIBILITY FOR
SAFEGUARDING CLASSIFIED
~ INFORMATION
913.1 Primary
“The specific responsibility for the maintenance of the se-
curity of classified information rests with each person having

knowledge or physical custody thereol, no matter how ob-
tained.

913.2 Individual

Each employee is reSponsibIe tor becoming familiar with
and adhering to alt security regulations.

Volume 5 - Communications and Records
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913.3 Supervisory

The ultimata responsitility for safeguarding classified in-
formation rests upan aach supervisor to the same degree
that the super\rlsor is charged with functional responsibility
for the arganizational unit. While cartain employees may be
assigned specific secunly responsibilities, such as Top Se-
crat Control Ofticer or Unit Security Officer, it is nevertheless
the basic responsibiiity of supervisors to ensure that classi-
fied material sntrusted to their organizational units is handled
in accordance with the procedures prescribed in these regu-
fations. Each supervisor should ensurs that no one employee

is assigned unreasonable security rasponsibilities in addition
to usual adiministrative or functional duties.

©913.4  Organizational

The Offices of Security in State, AID, USIA, and ACDA are
responsitile for physical, procadural, and parsonnel security
in their respective Agencies. In the department of State, the
Office of Comimunications {COMSEC)s responsivle for com-
munications security. The Office of Personnel and Adminis-
tration is responsible for physical, procedurat, and personnel
security at OPIC.

914 through 919 (Unassigned)

913.4

Volume 5 - Communications and Records
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920
CLASSIFICATION

921 GENERAL POLICY
| (TL:CR-129 & SY-9 9-26-85) . -
{Uniform s:aremrwusmmcomopic,‘)

a. When there is reasonabta’ doubt about the need to
classify information, the information shall bs safequarded as
if it weis Conﬂdentlal" pending a determination about its
classification by an original c!assufc;mon authority. When
there is redsonable doubt about the. appropridte classifica-
tion tevel, the Information shall be safequarded at the higher
level pending the determination of its classification level by
an onginal clas_smcahon authority, Determinations hereunder
shall be made within J0 days. -

b. Information may not be classitied unless its disclosure
reasonably could be expected to cause damage to the na-
tional securily. tnformation may not be classified to conceal

violations of law, iriefficiency, or administrative error; to pre-

vent embarrassment to,a person, organization, or agency;
ta restrain competition; or 10 prévent or delay the release of
information that does not requ:re protection in the interest
of natiorial security.

¢. The President or an Agency head er official destgnaled
under. Sections 1.2 {a}{2), 1.2(b}{1}, or 1.2(c)1) of the Order
may reclassify information previously declassified and dis-
closed if it is determined in writing that: :

(1) "Thé information requires protection in the interest
of natibnal secunty. and -
(2) The information may reasonably be recovered.

These reclasstrcatlon actions shall be reported promptiy
to the Director. of 1500,

d. ltis perrmtted to classify or reclassify mformanon atter
an Agency has received a request for it under the Freedom
of Information ‘Act or the Privacy Act, or the’ mandatory re-
view provisions of the Order, provided that such classifica-
tion meets the requirements of the Order and is
accomplished personally and on a document-by-document
basis by the Agency head, the deputy Agency head, the se-

" nior official, or an officia! with original Top Secret classifica-
tion ‘authonty. Every effort should be made lo classnfy
properly at the time of origin: When a determination is made
that a document requires classification or reclassification,
however, all holders of the document should be notified aind,
in the Department of State, a copy of the classification or re-
classification memorandum should be sent to the Foreign Af-
tairs Information Management Center (FAIM). In addition, it
the classification or reclassification was done in any office
cther than the DAS/CDC, that offiice should send a copy of
the pertinent memorandum to the COC.

e. For the Oepartment of State, these funci:ons witl be

" performed by the DASICDC.

[.  For AID and OPIC, the function will be performed by
the Adminisirator, and the Vice President for Personnél and
Administration, respectively.

g. For USIA, the function will be performed by the Direc-
tor of Public Liaison. '

h.. For ACDA the function will be performed by me Depu~
ly Admlmstratwe Qirector;

. Information classified in accordance with these regula-
tlcms shall not be declassified automatically as a restit of any
unofficial publication or inadvertent or unaisthorized disclo-
sure in the United States or abroad of Identical or similar in-
formation.

922 CLASSIFICATION DESIGNAT!ONS
922.1 Designations of Classifications

" Only three (3) designations of classification are authorized:
"Top Secret,” “Secrat,’” and "Confdentlal Y

_922 1-1 . Top Sacret

lnformatnon rmay be classified * Top Secret if ﬂs unautho-
rized disclosure could reasonably be expacted to cause ex-
ceptionally grave damage to the national security. This
classification should be used with the utmost restraint.

Examples of "'excepticnally grave damage' Include armed
hostilities against the United States or its allies; disruption-
of fore'gn relations vitally affecting the national security; the
compromise of vital national defense plans or complex cryp-
tologic and communications intelligence systems; the revela-
tion of sensitive intelligence operations; and the disclosure
of scientific or technolegical developments vital to national
security.

922.4-2 Secret

Infarmation may be classified “Secret™ if its unauthorized
disclosure could reasonably be expected to cause serious
damage to the national security. This classification should be
used sparngly. :

Examples of "serious damage” inchude dlsruptnon of for-
¢ign relations signifi cantly aftecting the nationat securily; sig-
nificant impairment of program or policy directly related to
the national security; revelation of significant military plans
or intelligence operations; and compromise of significant sci-
entific or technological developments relating o national se-
cunty
922.4-3 Conﬂdentla]

Information may be classified "' Confidential" if its unautho-
rized disclosure could reasonably be expected to cauge dam-
age to the national security.

Except as otherwise provided by statute, no other terms
shall be used lo identify classified information. Terms or
phrases such as “For Gfficial Use Only" or "Limited Gfficial
Use" shall not be used o identify national security informa-
tion. No other term or phrase shall be used in conjunction
with these natlonal security information designations, such
as "Secrat Sensilive” or “Agency Confidential” to identify
national security inforrmation.
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922.2. Foreign deémment Information

I clagsified by the' foreign govemment the information
shall elther retain its original classification or be assigned a

U:S. classification désignation that will ersure a degree ‘of

protection at Ieast equlvalent 1o that requwed by the entity
that furmshed tha information, If nat given a specific classiti-
catlon by the forelgn goveriiiient, the information will be as-
signed an ‘appropriate classification . dependent on. the
sensitivity of the subject matter and the degree of damage
its unautfigrized disciosure could reasonably be expected to
causé to the natidnal security. Classification dosignations as-
signed by the U.S. agency shall be marked on the foreign
government |n!_0rmatlon in accordance with the provisions of
section 912.

923 REQUIREMENTS FOR

CLASSIFICATIONS

Wn:h the exceptlon of the Atomic Energy Act of 1954, as
amended, these regulations afa the only basis for classifying
information in the agencies named herein. To be eligible for
classification, mforrnaﬂon must mest the two following re-
quirernents: :

a. First, it must deal with one of the followmg critenia:

© (1) Military plans, weapons, or operations;

(2) . The vuinerabilities or capabilities of systems, instal-
lations, prolectlons of plans refating lo the national secunty,

(3). Foreign government mtormauon

{4) . Inleliigence activities {including spec:al aclivities), or
intefligence sources or methods;

{5) Foreign relations or foreign activities of the United
States:

6) Sclentific, techno!ogma[ or economlc matters relat-
ing to the national security;

(7} U.8. Government programs for safeguarding rucle-
ar mateniais or f{acilities;

(8) Cryplology;

(9) Coniidential sources or

(10) Olher calegonns of information that are refated o
the natlonal ‘Security and that requiré protection against un-
authorized disclosure as daetermined by the President or by
Agency heads or ‘other ‘officials who ‘have been delegated
criginal c_la_ssn__f icatfon authorily by the President. in the De-
partment of State, the DAS/COCG, as the senior offictal, shall
recommend such other cateqories of information to the Sec-
retary. Any deteriination made under-this subsection shall
bu reported promptly to the Director of 1SO0.

b. Second, an official with original classification autherity
must determing that the unauthorized disclosure of the infor-
mation, either by itsell or in the context of other information,
reasonably could be expecied to cause damage to the na-
tional security. Unasuthorized disclosire of foreign govern-
ment information, the identity of a confidential foreign source,
or intelfigence sources or methods is presumed to cause
damage to the national security.

¢ Gertain Information that would otherwise be unclass;
fied may require cfassnfscahon when combined or associated
with other classified or unclassified information. Classilica-
tion on this basis shall be supported by a written explanation
that, al'a minimum, shall be maintained with the fite or record
copy of the information.

924 CLASSIFICATION AUTHORITY

‘& Inthe Oepan‘ment of State, atithority (o classffy fnfor-
mation originally as Top Secret tmay be exercised by the Sec-
Fatdry: the DAS/CDC as the senior official; and officials to
wiom the Secretary or the senior official delegate this au-
thority on tha basis of their frequent need lo exereise such
authority. Normally thege will not be below the lavel of Depu-
ty Assistant Secretary in the Depaitment; or chiaf of mission,
charge d'affaires or principal officer at an autonomous con-
sular post overseas

In ACDA, authority to classify information originally as Top
Secrat may be exercised by the Director and those officials
to whom the Director delegates this authority on the basis
of their frequent need (o exercise such authority. .

b.  Authority for original classification of information as
"Secret” may be exercised by officials with Top Secret au-
thority, the Administrator of AID, and the Director of USIA.
This authority may be delegated to subordinate officials by
the Secretary or the senior official in the Department of
State, the Director of ACDA, the Adminisirator of AID, the
Director of USIA, or an official with original Top Secret classi-
fication authority, who may designate in writing, by name or
by position, on the basis of & frequent need o exercise such
authority. Normally the individual receiving the delegated u-
thority will not be below the level of office director, section
head (in a mission abroad), country public affafrs officer, or

the equwa!ent

¢. Authority for original classification of information as

“Confidential” ma v be exercised by officials with Top Secret
or Secret classification’ authority, and the President of the
Overseas Privale Investment Corporation. This authonity
may be delegated to subordinale officials by the Secretary
or the senior official in the Department of State. the Direcior
of ACDA, the Administrator of AlD, the Directer of USIA, or
an official with original Top Secret classification authorfty,
who may designate in writing, by name or by position, on the
basis of a frequent need to exercise such authonly.
" d. ~ Delegated original classification authority at any level
.nay not be redelegated. :

e. In the absence of an authorized classifier, the person

designated to act for that official may exercise the classifying
authority. .
L In the Department of Slate the . Classifica-
tion/Declassification Center, in AID and ACDA the officer of
security, and in OPIC the Vice President fof Personne! and
Administration, shall maintain a current listing, by classifica-
tion designation, of the positions of officials canrying ariginal
classification authority, The fisting shall be reviewed as need-
ed to ensure that such delegations have been held to a mini-
mum, and that officials so designated have a continuing need
to exercise such authority,

925 CLASSICATION STANDARDS

925.1 Limitations of Classification

A reference to classilied documents that does not directly
or indirectly disclose classified information may not be classi-
fied or used as a basis for classification.

925.1
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925, 2 Duration oi Classrfrcatron .

A lnrormatlon shall be classrh&d {or as long asis requued
by national security consideritions. When it can be deter-
mined, a specific' dite or ‘event for declassilication-shall be
set by fHe orginal classification aulnanty at the time the infur-
matron Is" originally ‘classified,

b, Information classmed under predecessor orders that
is not subleot to aufomatic deciassification or that is marked
for review before declassrﬁcalron shall remam classrlred unil
reviewed for declassification. 1

¢.. Automatic declass;f‘catron determmahons under pre-
decagsor orders shall.remain valld-unless: the classification
is extended by an‘authorized official of the ongmatmg Agen—
¢y.. These extensions may-be individual documents or cate-
gorias_of information. The Agency st be responsible far
notitying- holders of the information of such axtensions.as
sgon as possible. The authority to extend the classification
of information subject to automatic deciassitication under
predec_ossor prders is fimited to those officials who have clas-
‘sifigation authority over the information and are designated
in wriling to have ongmal clossrfrcatron authority at the level
of the mfomatron lo ramain classified. Any decision to ex-
tend  this classification.  on other ‘than - a
documerrt-bydocumonr Dasrs shaﬂ te reported to the Girec-
tor of the 1500. :

925 3 Derrvatwe Cfassrfrcatron

 Derivative class-t’ cation is made by a person no! nec-
essarrly having ongmal classification authority, based on an
originally classified document or as directed by a clessifica-
tion guide. The derivative classrfrer may be one who repro-
duces, - extracts, restales paraphrases or suminarizes
ciassrr ed. materiafs, orF applies’ tarkings in accordance with
source matena! or a classification guide.

‘b, Detivative classifiers must respect ariginal classifica-
tion markrngs Qnly if the denved documenl by means of
paraphrasrng, excrsrng. o{c has cleary tost the original
grounids for classification, may rts ongmai ciassr!’rcatron be
rernoved of lowered

c. Sub]ect to paragraph b, above markmgs on deriva-
tively classified mataerial, including declassification instruc-

tions; shafl be carried forward from the original material, or

shall be directed by the classification qguide.
d. Agencies with original classification authority, shaﬂ
prepare classification guides to tacilitate’ thie proper and uni-

torm derivalive clagsification of information, except as pro- .

viced in paragraph g, below. Each quide shall be approvod
personally and in writing by an officialwho:

{1} Has program or supervisory responsibility over the
information or is- the senior Agency official who directs and
administers the information security program; and

{2} 15 authorized ta tlassify information orrgmaliy at the
hrghesl level of classification prescribed in the guide.

a. Classification guides shall, at a minimum:

{1) - Identify or cateqorize the elements of rnrormauon
to be grotected; .

2) State whrch ciassrlrr:auon lovel applreo to each ere-
ment of. category of information; and

(3) Prescribe deciassification instructions tor each ele-
raent or category of information in terms of (i) a period of

' time, {ii) the occurence of an ovenl or (iu) a notalion that the
. information shall not be automatrcally declassified wuhout
- the approval of the ong[nating agency. |

b czassl!écatron gurdes shalt be. Traviswad at least avery--

9y years ang’ updated as necessary Each agency shall main-

tain a fist of its classification guides in current use,-
g. Agency heads. may. for. good cause, gram and Tevoke
waivars or‘ the requrrement to prapare classification: gurdes
for specrfred classes of docyments or rnfornrauon In the De-
partment of, State; the DASICDC, as senlor offrmal shail.

- make recommendatrons to the Secretary concemmg such

waivars. In-AlD, the Insp&ctor Genoral shall make recom~
mendations o the Admrmstrator comemmg such - wmers

In OPIC, thé Vice President, for Personne) and Admrn_rsira»
tion shall make recommendations to the President of OPIC
congGerning such waivers. In USIA, tho Drrecior of the Office
of Public Lidison shall make recommendauons to the Director
concerning such vaivers, The Directar of 1SO0Q shall be nati-
lied of any waivers. The decision fo waive the requirement
to issue classification guides tor specific classes’ ot docu-
ments or information should be based, at a mmlmum on an

“evafuation of the foilowing factors:

{1} The abrlrty ta 5egregate an-d descnbe the e!emem“
of information; -
- {2} The’ pracircalsty of producing or drsseminaling the
guide because of ihe nature of the information;” -~
(3} . The anticipatéd usage of the gurde as @a basis for
derivative classification; and
" {4)  The availability of alternative sources for derivative-
ly cIassitying lhe information in ai uniform' manner,

926 DECLASS{F{CATION GENERAL

(TL:CA- I?Q&SYS 5-26-85)
{Unilorm S!am-‘AID/USIA/A CDA/OPJC)

8926.1 Agency Coordrnatron

information shouid be declassaf ed or downgraded as soon
as palional security conszderairons permrt Information’ will
be protecled in, accordance wilh the provisions of the Order
for as long as it meets the' classrrcauon recuitements pre-
scribed by these regulations. Agencres shall coordinate their
review of classified information with other Agencies or for-
gign. govemmems that have a direct interes! in the subjéct
malter

926. 2 Authonty to Declassrfy or
Dovmgrade :

‘a. lnformatran shaﬂbedeclassmed ordawngraded by the
official who acthorized the originaj classification, if that offi-
ciat is stili serving in the same position: the originator's suc-
cessor: a supervisory official of either; or officials delegated
such authority in swriting by the Agency head.or the.senior
Agency official designated pursuant 1o section 5.3{a){1} of the
Order. In addition, if the Director of 13O0 determines that in-
tormation is classified in violation of the Order, the Director
may require the Agancy that classified the information to de-
classify it, Any such-decision by ‘the Oirector. may be ap-
pealed to the National Security Council. The information shall
remain classified untit a decision has been made on the ap:

peal.
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~b. The Agency shail maintain a current, unclassifiad list-
ing of officials delegated declassmcat:on and downgradmg
authority:

926.3. Systematic Review For
Deciassiﬂcation

o a The Agancy fay ‘schedule c!assmed records of pe:ma
nent historical or other vatue (or bulk review tor declassifica-
tion and may either perform such reviéw itself. or may refer
tie racords, togéther with guidefines for declassnrlcation, to
the Archivist of the United States for review,

b.  For fecords of the Cepartment of State, a sampling of
class:f:ed records of permanent value far gsven period wil
ba selected by the Office of Historian (PAHQ), and reviewed
by- the  Systematic - Review . Officé of . the Classifica-
tianiDeciassification Center. The ‘Systematic Reviaw Office
will prepare guidelines, which will be ransmitted by the Sec-
retary of Siate to the Archivist of the United States, not Jater
than February 1, 1983; for usain reviewing the remainder of
the permanently ‘valuablé classitied records of the given peri-
od whari these records dre access1oned to the National Ar-
chives. -

¢ AID will prepare gutdeunes and transmit them to the
Archivist of the United States not tater than February 1,
1983, for use in reviewing permanently valuable classified re-
cords that have been accessioned to the National Archives.
Tha Reécords Manageament Branch, Commumcatlons and
Records Managament Division {MISER.'MO} is designated
as ihe office responsible for systematic review matters within
the Agency.. The branch staff will provide assistanca to the
Archivist in the systemalic review process. OPIC will adopt
the quidelines prepared by AID for use by the Archivist of the
United States.

d.. For information concemmg recorgs of USIA, contact

the Agency s Declassification Officer, Office of Administra-

lion. :

e. The Agency guidelines will identify categories of infor-
mation that cannot be automaticaty deciassified but must be
teviewed item-by-item to delerming if there is a need for con-
tinued protettion.

. These guidelines may be authorazed by the Agency
head for use by other Agencies, in addition to the National
Archives, having custedy of the originating Agency 5 Classi-
fied information of the pericd ¢overed,

g.  These guidelines shall be reviewed and upgated every
5 years. unless earlier review is requested by the Archivist.

h.  For information concerning records of ACDA, contact
the Agency's Declassification Oﬂtcer Oifice of Administra-
tion.

I For fereign government information. the Agency will
prepare by February 1, 1983, specific guidelines for system.-
atic review of foreign government information in records ac-
cessioned lo the National Archives, and will revise such
guidalings every 5 years or earlier as requested by the Archi-
vist.

. The Agency shall be bound by he special proceduras
lar systématic review of classified crypiologic records and
clagsilied records pertaining to inteliigence activities {includ-
ing special activities) sources or methods issued by the Sec-
retary of Oefense and the Oirector of Central (nfeliigence,
respectively.

927 MANDATORY REVIEW

Each Agency shall review for decfassrr cation any classified
inforination requested, under the Mandatory Review provi-
sions-of- the- Crder-except as noted in paragraph d. below,
provided that:

a. ‘The requester is a .S, cltizen, resident alien, Federal
Agency, or State or local government;

b. The request describes the information with sufficient
specilically to enable the Agency o Iotats the records con-
taining the infermation with a reasonable amount of etlart;
and .

¢. The Agency receavmg the request is the Agency that
Oﬂgmated the information,

d Forelgn Government lnformanon

" {4) _Except as provided in this paragraph, Agenmes
shall pracess’ mandatory revisw requests for classified re-
cords containing foreign government information Tn- accor-
dance with section 2001.32(a) of the 1500 Directive. The
Agency that initially received or classified the foreign govern-
ment informiation shall be responsible for making a dectassit-
cation determination after consullation with concerned
Agencies. If the Agency receiving the request is not the Agen-
cy that received or classified the foreign government informa-
tion, it shall refer the request to the appropriate Agency for
action. Consultation with the foreign originator through ap-
propriate channels may be necessary prior to final action on
the request,

(2) Information requested shall be declassified if it no
longer requires protection under the provisions of the Order.
1 will then be released to (he requester unless withholding
is otherwise authorized under applicable law, such as the
Freedom of Information or Privacy Act. I the information re-
quested cannot be declassified in its entirety, the Agency will
make reasonable efforts to release those declassitied por-
tions that constitute a coherent segment. Upon the deniai ot
an initial request, the Agency shall also notify the requaster
of the right of administrative appeal, which must be fileg with-
in 60 days of receipt of the denial, and shalj enclose a copy
of the agency's regulations governing the appeal process.

(3) Initial requests may be addressed lo:

{a) Departmeni of State. The Information and Privacy
Coardinator, Room 1239, Bureay of Administration, Depart-
ment of State, Washingtan, D.C. 20520, with the envelope
clearly marked "MANDATORY REVIEW REQUEST.”

{b) AlD. Ditector, Cffice of Public Affairs for AID: Room
4898, 2201 C Street, N.W., Washington, D.C. 20523:

{¢} USIA. Freedom of Information and Privacy Act Co-
ordinator, Office of Administration, 1776 Pennsyivania Ave-

‘nue, N.W., Washington, D.C. 20547;

{d) ACGDA. Freedom of information and Privacy Act Of-
ficer, Office of Adminisiration, 320-21st Street, N.W_, Wash-
ington, D.C. 20451; or

{e} OPIC. Director of Public Atfairs, 1129-20th Street,
N.W., Washington, D.C. 20527.

e. Inresponding to mandalory review requests, Agencies
shall either make a prompt declassilication determination
and nolity the requester accordingly, or inform the requester
of the additional time needed to process the case. Agencies
shall make a final determination in 1 year from the date of
receipt. except it unusual clrcumstances.

927
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!nlormahcn onglnated by a Pres:dent the White House
Slaﬁ by cammittess, commissions, or hoards appointed by
the Prasident, or others specnﬁcauy providing advlce and

coungel o a Presmianl or acting on behalf of a Presm!ent is
axempled from mandatory review, Howevar, the Archivist of

the United. States has the duthor:ty to review, downgrade
and declassily such information that is under the contral-of
the Administrator of General Sarvicss or the Archivist, for ex-
ample in Presidential Libraries, pursuant to sections 2107,
2107 note, or 2203 of title 44, U.S. Code. The Archivist will
consult with Agenmes havmg pnmary subject matler intergst
cuncernmg the deciassification ‘of the requested material,
Any decasmn by tha Archivist may be appealed to the Diractor
of IS00; with the. tight of furthar appeal to the National Se-
curity Council. The mtormat:on shait remain classified pend-
ing a prompt decision on the aopeal }

-g.. - Requests’ for c|assmed information not specrflcaﬂy
ideritified as being made under the Mandatory Review provi-
sions. of the Order will be processed under the terms of the
FOIA, the Privacy Act, of other appropnate procedures.

o n consideting requests for. mandatory review, the
Agency may dec!me to review again any requesl for material
that has been recently reviewed and denied, unlass the re-
quest constltutes an appeat of an initial denial.

Mandatory feview requests for cryptologic mformauon
and informalion ¢oncerning intelligence activities {including
special activities) or inteiligence sources or methods shall be
processed solely in accordance with special procedures is-

sued by lha Secrstary of Dalen_se and the Dlrector oi Centra|

- Intelligence, respectively,

|- .Inresponseto arequest for Informatlon under the Free-

-dom of Information Act, the Privacy Act 0. 1974, or the man-

datozy review provisions of the Otder,:an Agency shall refuse
to confirm or deny the existence ar nonexistence of request-
¢ information whenever the Jact ot its existence or nonexis-
tence is itself classifi able under these regulattons
'k, For datailed regulauons for the internal processing of

mandatory review initiat requesls ‘and appeais sea;

(1} - Départment of State. § FAM 900 22 CI‘-‘H secﬂons
171.22 and 177160; .~ -

(2) .-AlD, AlD Handbook 18 part lll chapter 11y

(3} - USIA, 22 CFR section 503; or

{4) OPIC. 22 CFR section 708,

{8} * OPIC. Dirgctor of Public Aﬁanrs. 1129 20th Street,
N.wW. 20527 ’

928 SCHEDULE OF FEES

For State see 22 CFR sectmns i71.5and 171 13 for AID
see 22 CFR 212/35; tor USIA, see 22 CFR section 503. 6lch
for ACDA, see 22 CFR ser,llcm 602

929 ACCESS BY PRESIDENTIAL
 APPOINTEES -

- For procedures aof the Department ‘of State, see 22 CFR
seqtion 171.25; for procedures of AlD, see 22 GFR secuon
171.25; for proceduies of USIA, see 22 CFR section 503;
for procedures of ACDA, see 22 CFR section 602; for proce-
dures of OPIC, see 5 FAM 628,
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o 930
MARKING OF DOCUMENTS

931 1DENTIFICATION AND MARK!NGS

(TL CR-129 & SYQ 9-26.85)
{Umform Srate/AID/USIA/ACDA/OPIC)

Excepl in exlraordlnary cnrcumstances as pro\nded in sec-
tion 1.5(a) of the Order, &r as indicated herein, the marking
 of paper documents shall not deviate from the following pre-
scribiad formats. These markfngs shail also be affixed to ma-
terial other than -paper documants, or the originator shiall
' provlde holders or recipients of the Ifolmation with written
instructions for protectmg the tnformat:on These markmgs
include ong of the three (6)] clasmﬁcaﬂon tevels defined in sec-
tion 812, the identity of the ortgmal classification authority
{except as noted under 9. 12(b)ii) below)-the agency and of-
fice or origin {gxcept as noted under 9.12{bXil) below) and the
.date or event for dec!assnrcauon or the notation *'Originating
Agency's Determmahon Required™ {DADR).
a. -Classification level. The markings “Top Secrat.”
"Secret,” and "Confidential" are used to indicate:
(1} - that information requires protection as nationat se-
curity; infarmation unider the Qrder:,
{2) - the hlghest levaiof classufication can!amed in a doc-
ument; and
{3 the classmcatlon level of each page and, in abbravi-
ated form, sach portion of a document.

931.1 Overall Marking

Theé highest level of classification of information in a docu-
ment shall be marked in such a way as {0 distinguish it clearly
from the information text, These markings shall appear at the
top and buttom of the outside of the front cover (it any}, on
the title page (if any), on the first page, and on the outside
of the back covar_(af any).

- 931.2 Page Marking

‘Each interior page of a classified document shall be
marked at the top of and bottom eithier aceording to the high-
est classification of the content of the page, hcluding the

designation "UNCLASSIFIED™ when it is applicable, or with
the highest overall classification of the document,

931.3 Portion-Marking

Agency heads may waive the portion marking requirement
tor spacified classes of documents or information only upon
a written determination that:

a, There will bé minimal circulation of the specified docu-
ments or information and minimal potential usage of these
documents or information as a source for derivative classifi-
calion determination; or

b, Thereis some other basis to conclude that the poten-
tlal benafits of portion marking are clearly outweighed by the
Increased administrative burdens. Unless this requiremant
ias been waived, each portion of a document, including sub-
Jects and tilles, shall be marked by placing a parenthetical
designation immediately preceding or lollowing the text to

which it applies. The symbols “(TS)" for Top Secret, “(S)"
for Secrat, *{C)'" for Confidential, and “{U)" tor Unclassilied
shall be used for this purpose. If the application of these sym-
bols is not practicable, the document shall contain a state-
ment sufficient to identify the information fhat s classified
and the level of such classification, and the information that
Is not classified. 1f all portions of a document- are classified
at the same Ievel, it may be marked with a statement to that
effect, e.g., "Confidential - Entire Text." If a subject or title
require classification, an unclassified identifier may be as-
signed to tacilitate reference, .

{1} For the Departent of State, the Secretary has
waived the portion marking requirement for the following
classes of documents under Section 2001.5{a}3)(i) of the Di-
rective——documents which will have minimal circulation
and minimat potential usage as a source for derivative classi-
fication: .

{a) ‘documents containing Tob Secret information;

{b) actionfinformation memoranda prepared for Assis-
tant Secretaries and above;

{c) instructions to posts and negotiation delegations;

{d) in-house research studies; and

{e) . inter- and intra-office memoranda.

{2} The Secrelary has also waived the portion rmarking
requirement for documnents, both telegraphic and nontete-
graphic, containing foreign government information, under
Section 2001.5{a}3){ii} of the Directive.

931.4 Omitied Markings

Information assigned a level of classification under pre-
decessor orders shall be considered as classified at the level
of classification despite the omission of other required mark-
ings. Omitted markings may be inserted on-a document by
the official specified in Section 3.1(b) of the Order.

931.4-1 Classification Authority

If the original classifier is other than the signer or approver
of the document, the identity shali be shown as "CLASSI-
FIED BY (“:dentlﬁcatlon or eriginal classification authori-
By
931.4-2 Agency and Office of Origin ’

If the identity of the originating agency and office is not ap-
parent on the fact of the document, it shall be placed below
the “CLASSIFIED 8Y" line.

931.4-3 Declassification and Dowugradmg
Instructions

De{:lasslhcallon and, as applicable, downgrading instiuc-
tions shall be shown as follows: '

a. For information to be declassified automarically on a
specilic date or event: "DECLASSIFY ON: {date)' aor "DE-
CLASSIFY ON: (description of event)”.

b. For information not to be automatically declassified:
"DECLASSIFY ON: Originating Agency Determination Re-
quired or CADR"..
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c.  For.information to be downgraded automallcally ona
specnf c date or ‘upon occurrence of a . specific. event:
“DOWNGRADE TO {classification level} ON {date or descnp—
tiors of event)”, .

931.4-4 Special Markings

a. Transmittal documents, A transnutta{ document shall
indicate on Jts face the highast classification on any informa-
tion transmitted by it. it shal also mclude ma tol!owmg of sim-

Mar instructions:

{1} . For an unclassmad transmittal - documen{ UN-
CLASSIF!ED WHE\I CLASS!FIED ENGLOSURE 1S HE-
MOVED;"” or". :

‘ {2).. For classmed lransmmal document: "UPON RE-
MOVAL OF ATTACHMENTS THIS DOCUMENT 1S (¢lassiii-
cation fevel of the transmittal document standing afone).”

b. Restricted Data or Formérly Restricted Data. Re-
stricted Data and Formerly Restricled Data information shalf
be markied i accordarice with requiations issued under the
Atomic Energy Act of of 1954 as amended. :

€. lnlelltgence gources or methods. Dociments that
contain information refating to intelligenice soutces of meth-

ods shall include the jollowing markings unless otherwise

prescribed by thé Director of Central Inteligence: 'WARN-
ING NOT]CE-—-INTELLIGENCE SOURCES OR METHODS
INVOLVED."
Cod. Fore:gn governmenl mlormatton {FGI] ‘Documents
that contain FGI shall include either the marking “"FOREIGN
GOVERNMENT INFORMATION", or a marking that other-
wise indicates that the 1nf0m1at|0n is foreign’ governmen\ in-
formation. . .~

It the fact that information is forelgn gmemmenl mforma-
fion must be cancealed, the marking shall not be used and
the dccument shall be marked as ii it were wholly of U.S. ori-

s gin. .

931.% Eiectncaily Transmltted
“Information (Messages, Cables)

National secunty information that is transmitted elec.lnca!ly
shall be marked as follows:

a. The hlghest fevet of dlassification shalt appear before
the first'fine of text;

b. A “CLASSIFED 8Y" line is not required; i.e., name
and office of classifier may be omitted; and

¢. The duration of classification shall appear as follows:

(1) - For information to be declassified automatically on
a specific date or event “DECL: (date) or "DECL: (descrip-
tion of event),”

(2} For 1nformanon not to be automatlcaﬂy declassified
which requires -the originating agency's determmanon

"OECL: GADR."

(3) . For information to te automatically downgraded_:
*ONG {abbreviation of classification level to which the infor-
mation is to be downgraded and date or description of even
on which downgrading is to occur)”

d. Portion marking shaﬂ be as prescnbed in Section
g.12a§3). .
_e. Special markmgs as prescrtbed in Sectson 2001 Sle)2,
3, “and 4 of the Directive shall appear after the marking for
the highest level of classification. These include:

{1) -Restricted Data or Formerly Restricted Data: Elec-
trically transmitted information containing Restricted Data or
Formenrly Restricted Data shall be matked In accordance with
regulations issued under the Atomlc Enargy Act of 1954, as
amended, -

@ !nforma(ion concermng intelfigence - sources and
methods: “WNINTEL," uniess prescribed by tha Director of
Central Intelligence.

{3) Foreign government m!ormatlon “FG or a mark-
ing that otherwise indicates that the informatlon is foreign
govermiment information,

It the fact must be concealed, the markmg sha!l not be
used and the message shall be marked as lf 1t were wholly
of U.S. origin.

f, Papercopies of eleclncally transmnlted messages shall

“be marked as prowded in 8.21{a) through {a)

931.6 . Changes in Classnficanon
Markings :

When 4 changeis made i in the level or the duration of clas-
sified information, ail holders of record shall ba prompily noti-
fied. Holders shall alter. the markings to conform to the

‘change, citing the authority for it. it the remarking of large

quantities of information is unduly burdensome, the holder
may attach a change of classification notica to the storage
unit in fiew. of the marking action otherwise requiréd, tems
withdrawn from the collection for purposes other than trans-
fer for storage shail be marked promptly in accordarice with
the change notice.

932 TRANSFERRED MATERIAL

a. Inthe case of classified infarmation transferred in con-
junction with a transfer of functions, and not merely for stor-
age purposes, the receiving agency shafll be deemed 1o be
the originating agency for purposes of the Order.

b. Inthe case of classified information that is not officially
transterred as described in Section 3.2(a) of the Crder, but
that ongmaled in an agency that has ceased 1o exist and for
which there is no sucessor agency, each agency in posses-
sion of such information shall be deeimed to be the originating
agency for purpose of the Order. Such information may be
declassilied or downgraded by the agency in possession af-
ter consultation with any other agency that has an interest
in the subject matter of. the information. '

¢. Classified inforation accessioned into the National
Archives of the United States shall be declassified or down-
graded by the Archivist of the United Stataes in accordance -
with the Order, the Directive, and agency quidelines.

833 MARKING CLASSIFICATION
STATUS OF DOCUMENTS -

Overall Ciassmcahon and Page
Marking

Except as otherwise specified for working papers, the
overall classification of a document, whether or not perma-
nently bound, or any copy or reproduction, shah be conspicu-
ously marked, stamped. or affixed permanently at the top
and bottom on the outside of the front cover {if any}, on the

833.1

. title page (if any}, on the first page, and on the cutside of the

933.1
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back cover (it any) Each intenor page shall be marked tf>p
and hottorm according. toits content. Altematwely, the averall
classmcatlon of the documenl may be COHSDICUOUb|y marked
or stamped at.top and bottam of sach interior page when
such marklng is necessary to achieve production efiamency
and the particuiar information-to which classification 1s as-
mgned Is otherwuse sulﬂmently identified. In any case, the
ciassmcatlcm marklng of a page shall not supersede the clas-

sification marklng of portions of the page marked with lower

lgvals. of. class:hcauon

933.2: Wnrkmg Drafts

"Nl workmg drafts must be marked with the appropriate
classification. H copies are 10 be retained after tinalizatioh,
then drafts mist contain all markings shown on final coples.

933.3 Wholly Unclasszﬂed Material

Norm_ally, unélassified material shall not be marked or
stamped 'Unc!assmed" unless it is essential to convey to a
recipient of such material that it has been examined with a
view to imposing a security classification and that it has been
datermined that It doés not require classification.

934 MARKING GROUPS OF
" DOCUMENTS

934.1. Transmittal Documents

A lransmmal docurnent including endorsemenls and com-
ments when stch endorsements and comments are added
to the basic comminication, shall carry on its face a promi-
nent notation as to the highest classification of the informa-
tion tansmitted by it. and "a. legend showing the
cfassrr{:anon if any, of the transmittal document, endorse-
ment, or commant standlng alene. For example, in the.case
of an unclassified décument which transmits as an attach-
mant, 3 classified dogument, it shali tear a notation substan-
ltally as - follows: SECRET, (TOP -SECRET or
CONFIDENT]AL) Unclasstﬁed When Separaled From At-
tachment.

934.2 Physically Connected Documents

The classification assigned to a file or group ‘of physically
connected documents must'be'as high as that of the most
highly classified document in it. Docliments separated from
1he fite are handled in accordance with their individual classifi-
cation. A cover sheat, OF-124, Classified or Controlted File,
may be placed on the front of each file or group of physically
connected docurnents, marked to indicate the highest classi-
fication it covers, or the front and back of the foider must be
stampegd.or marked according to the highest ctassification o!
the combined information carnitained in it.

934.3  Limited Use of Posted Notice of
. Large Quantities of Material

When the volume . of material is such that prompt
re-marking of each classified itern could not be accomplished
without unduly interfening - with operations, the custedian
may, upon approval from the Office of Securily, attach down-
grading, declassification, or upgrading notices to the storage
unit in iau of the re-marking othenwise required. Each notice
shall indicate the change, the. authority for the action, the

date of the action, the identity of the parson taking the action,
and tha storage units to which it applies. When individual
documants or other matarial are withdrawn from such stor-
aga:units,-they shall be promptly re-marked in accordance
with the change, or if the documents have been declassitied,
the old markings shall be cancelled.

935 MARKING ON SPECIAL
CATEGORIES OF MATERIAL

Security classilication and declassification instructions as-
signad by he classifier shall be conspicuously stamped,
printed, written, painted, or affixed by meansy of a tag, sticker,
decal, or simiiar device, on classified material other than pa-
per copies of docume_ms. and on containers of such material,
if possible. If marking the matarial or container is not practi-
cable, written notification of the security ¢lassification and
declassification instructions shall be furmished to recipients.
The following procedures for marking varous kinds of mate-
fial containing classified information are not all inclusive and
may be varied o accommodate the physical characteristics
of the material containing the classified information and with
organizational and operational requirements.,

935.1° Charts, Maps, and’ Drawmgs

Charts, maps, and drawings shall bear the appropriate
classification marking under the legend, title block, or scale,
in a manner that differentiates between the overall classifica-
tion of fhe document and the classification of the legend or
titie itself. The higher of thase markings shall be inscribed at
the top and bottorn of each such documant. When folding
or rolling charts, maps, or drawings would cover the classifi-
cation markings, additional markings shall be applied that are
clearly visible when the document Is folded or rolled.

935.2 Photographs, Films, and
Recordings

935.2-1 Photographs

Negatives and positives shall be mzrked with classification
markings and kept in containers bearing conspicucus classi-
tication markings. Roll negatives shall be marked at the be-
ginning and end of each $trip and single negatives marked
with the classification. Each photographic print shall be
marked with the classification at the top and bottom of the
face side and, where practicable, the center of the reverse
side. Gaution rmust be exercised when using self-processing
fitm o paper 1o photograph or reproduce classified material,
since the negative of the last exposure may remain in the
camera, All cornpenent parts of the last exposure shall be
removed and destroyed as classified waste or the camera
shall ba protecled as classified material,

935.2-2 . Transparencies and Slides

Classification markings shail be shown on each transpar-
ency or slide. Other markings, when practical, shall be shown
on the border, hofder, or frame.

935.2-3 Motian Picture Films

Classified motion picture films shall be marked at the be-
ginning and end of each reel by titles bearing the classilica-
tion. Such markings shall be visible when projected on the
screen. Reels shall be kept in containers bearing conspicu-
ous classification markings.
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935.2:4 Recordlngs
Recordmgs sound or electronic, shalf conta:n atthe begm-

ning and end a statement of the assugned classitication which |
will provide adequate assurance that any listener or regeiver -

will know ‘that classified information of a specified ievel of
classification is involved. Recordmgs shall be kapt in contain-

er5 ar on regls that bear consp_icueus classification markings.

1 935.2-5 - Microforms -

Mucroforms are images, usually produced ph{)tographicaliy )

on transparent or opaque materials, in sizes too small to be
read by the Unaided aye. Accordingly,:the assigned secunty
classification and abbreviatad downgrading (if appticabla}
and dsclassification. [nstructlons shall be conspicuously

rnarked on the' rmcroform mednum of its conlamer. S0 as to .

be readablé by the unaided eye, These marklngs shall also
be included on'the i image 50 that when the i image is enlarged
and displayed or printed, the: markings will be conspicuous
“and readable. Further marking and handling shalt be as ap-
propriate for the particufar microfori involvad. For exanple,
rolt fitm mictoforms (or roll microfilm emptoying 16, 35, 70,
or 105 mm films) may generally be handled as provided for
roll motion picture fim and decks of “aperture cards™ may
be handled’ as provided for dacks of accounting. machine
punched cards. Whenever possnble, microfiche, microfitm
strips, and mlcrofon‘n chips shatl be handled in accordance
with this paragraph.”

935.3 ' Decks of Accountlng Machme
Punched Cards

A deck of classmed accountmg machine punched ca!ds
may be considered as a single document. Only the first and
last gard require classitication markings. An additionai card
shalt be added {or the job contra! card modified) to identity

the co’ntems'ot the deck {al @ minimum, the number of cards) )

and the hlghest ctassnficatlon therein. Aitematively. a manual

log for decks. undergomg frequent chafnges ‘may be em- -

ployed. Cards removed for separate processing or use and
not immediately réturned to the deck shall be protécted o
prevent comprormise of any classified information contained
therein, and for this purpose shall be marked individually.

935.4 Hemovable Automatic Data
Processing and Word Processmg
Storage Media

_ Hemovabie mformanon sturage media, emp!oyeﬂ with au-

tomatic data processing (ADP) systems and typewriters or

word processing systems, shall bear external markings and
internal notations sufficient to assure that any recipient of the
media, or ol the classified information contained therein

when reproduced by any means, will know that classified in-
formation -of a specific classification level 1s involved. This
category media and devices that store digitally recorded in-
formation are generally intendéd to be mounted or removed
by tha users or operators. Examples include magnatic tape
reels; cartridges and cassetles, removable discs, disc car-
tridges, disc packs and diskettes, paper tapa resls, and mag-’
natic cards, Onde a piece of removable magnetlc storage

media has been used for the piocessing of classified informa-

tion, it will always be treated and protected as classified until

sanitized by an approved method.. Systems- Security. Stan-

dard Numbers 1 and 2 contain specific gwcfe}mas for mark:ng'
classified magnetic Storage media.. ’

935.5 - Nondemountable Data and
- Program Storage Media
All nondemounlable data and program - .storage media,
such as Winchester type disk units, used for the processing
of classified data must be trealed as classified unless declas-
sified with approved methods or lechmques When removed

~ from operational use stich storage media will be marked with

the appropriate external ‘classification;

935.6 Documents Produced by ADP
Equ:pment

Ata minium, the frst page, and the Iront and back cov-
ers, if any, of documenls produced by ADP. equ:pmem shall
be marked with the overail classification. Classification mark-
ings of intericr pages may be applied by the ADP equipment
or by other means. When the application of declassmcanon
instructions and other rnarkmgs by the ADP eqmpment is not
consistent with economic and eificient use of such squip-
ment, such mstmctnons and’ markings may be applied to a
document . produced by ADP equipment by superimposing
upon the first page of such document a “*Notice of Daclassiti-
cation Instiuctions and Other Asscciated Markmgs Such

- notice shall include the date for dec!assuf cation or. review for

dec!asssf cation and all other such applscable markings. If in-
dividual pagas of a document produced by ADP equipment
are removed or ‘repreduted for distribution to other users,
each such page or group of pages shali be marked by super-
imposing on each such paga or-group ‘of pages, a copy of
any “Notice of Declassification Instructions and Gther Asso-
ciated Markings™ applicable to such page or gioup of pages.

935.7 Material for Training Purposes

In um:zmg unctassified documents or malena! to simulate
classified documents or matenal for training purposes, such
documents or material shafl be marked “(insert classification

designation) for Wraining, otherwise Unclassified.”

936 through 939 {Unassigned)
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- 940 _
ACCESS TO CLASSIFIED INFORMATION
AND MATERIAL

941 GENERAL ACCESS
_ REQUIREMENTS

(TLICA29 & SY-9 9-26.85) - .
(Uniform StateiAlD/USlA/ACDA/OP!C}

No person may be given access to c!assnﬂed mtonnanon
unless that persan has been determined to be trustworthy
and unless actess is riecessary for the perférmance of official
duties. Access to classified information shall be granted in
accordance with the following:

941.1 Determination of Trustworthiness

No person shall be given access lo classiftad information
unless a favorable detemination has been made as to the
person’s, trustworlhiness. The detarmination of eligibifity, re-
ferred 1o a$ a securily clearance, shatl be based an such in-

vestigations as the agency may reduire in accordance with

the applicable standards and ciiteria, Special and specifically

authorized clearances ara required for access to information
ideniified as Restricted Data, COSMIC, NATO, Cryptograph-
ic, Intefligencs, and other information given special protestion
by law or regulation.

941.2 Determination of Need-to-Know

A’person is not entitled to receive classified information
sofaly by virtue of official position or by virtue of having been
granted a security clearance. A person must alsg have a
need for access to the particular classified information
sought in connection with the performance of official Govern-
ment duties or contractual obligations, of as otherwise spe-
cifically authorized by these regulations. The determination
of that need shall be made by officers having responsibitity
for the cfassmed mformatron

942 ACCESS BY HISTOH!CAL
RESEARCHERS AND FORMER .
PRESIDENTIAL APPOINTEES TO
AGENCY FILES

3. As agency records for a particular period are dectassi-
lied, they are transferred to the National Archives, Historical
researchers, therefore. will normally be referred to the Na-
tional Archives lor research in such declassified records.

b. For the Department, former Presidential appointees
may apply to the Information and Privacy Coordinator for ac-
¢ess to those documents which they originated, reviewed,
signed, or received while serving as Presidential appaintess,
provided that all of the following conditions are satisfieti.

{t) A determination has been made thal granting ac-
cess lo the intended recipient is consistent with the interests
of national security and that the intended recipient is trust-
Wwarthy. Access will De limited (o categories of information
Over which the agency has classification jurisdiction.

(2) The intended recrpuem agrees in writing to safe-
quard the information from unauthorized disclosure ina man-
ner consistent with applicable statutes and regulations.

{3) Theintended regipient agrees in writing to authorize
the review of notés and manuscripts for the purpose of deter-
mining that no classitied information is contained therein.

(4} The informatilon involved will not be further dissemi-
naded without the express permission of the agency.

{5) Theinformation requested is reasonably accessible
and can be located and compiled with'a reasonable amaunt
of effort. Otherwise, {ees will be charged to assemble the in-
formation, in accordance with the schedule in 22 CFR 6.14.

{6) Any individual or research assistant requiring ac-
cess in.behalf of the intended recipient must aiso meat ail of
the above conditions. Such personal assistants must be au-
thonized to be working for the former appointee exclusively
and not gathering information for pub!ication an their own.

. {7} Information compiled by research assistanis are
simitarly subject to all conditions identified above.

(8} Upon request, such information as the recipient
may identify will be reviewed for declassification in accor-
dance with the provisions of these requlations.

c. For USIA, former presidential appointees and histori-
cal researchers may apply 1o the Office of Public Liaison.

d. For AlD, former presidential appointees and historical
researchers may apply to the Office of Public Aftairs.

e. For ACDA, see 22 CFR, Seclion 602.

f. For OPIC, farmer presidential appointees and historical
researchers may apply to the Directar of Public Affairs.

943 ACCESS BY OTHER PERSONS
OUTSIDE THE EXECUTIVE BRANCH

Release of classified information to Congress shall be ap-
proved and ceardinated in the Department by the Office of
Congressional Redations, the Office of Security, and the
Classification/Qeclassification Center; in USIA by the Office
of Public Liaison; in OPIC by the Director of Public Affairs;
and in AID by the Office of Legislative Affairs, Congressional
Liaison Staff,

Subject to the above paragraph and sections 942 and 944,
classified material will not normally be released to persons
outside the Executive Branch of the U.S. Government. How-
aver, axceptions may be made provided that all the condi-
tions in section 942 are satisfied.
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944 ACCESS BY CONTRACTORS OR
CONSULTANTS
8y agreament, the Secretary of Defense is authorrzed to
act on behall of the Department of State, USIA, OPIC,. a_:_1_d
AID inrendering industrial security sarvices. The Office of Sé

curity will verity those contractor firrns and personnel having

cufrent clearances to participate in classified contracts or
purchase orders, A pamphlet outlining procsdures required
for classified contracts performance is avan[able fram the OF-
fice of Security.’ :

Agency-employees are personally responsnb!e for cbtain-
ing clearance lrom the OHice of Security prior to reféase of
clagsified material to a consultant or contractor. For require-
menis for storage of glassified matenal by persons not regu-
lar employees, see section 971.4.

945 ACCESS BY FOREIGN NATIONAL
EMPLOYEES

Classified information must not be made available to, or
left in the custody of, foreign ndational employess. Such em-
ployees will not be permitted to attend meetings where clas-
sified information is discussed except as mdy be specifically
approved by the Office of Security.

Classified information must not be dictated to ar typed by
foreigr national employees. This restriction must not ba cir-
cumvented by the assignment of classification after suchan
employee has prepared a particutar document. However,
when waranied. information collected by foreign’ national
amployses and prepared in report form by them may then
be classified. National Security information must not be en-
tered into a word or data processing system to which {oreign

nationals have access. The limitation against retroactively

classifying data also applles to any document prepared on
an autom'necl Infon‘nation system used by foreign nationa[s.

946 AUTHORIZATION FOR LIMITED
ACCESS -

' When foreign natiorial employees ‘obtain information from
privileged sources of otherwise develop information warrant-
ing an administrative control dasignation, or must be given
access to administratively controfied information driginated

elsewhere in order (o perform their officlal dutles; they may
be authorized Ilmtled access o such lnformatmn provided
that:

a. The_.foretgn natlonaj emp_!oyee s U._S, cmzen supervi-
sor requests, in writing, authority to permit access to admin-
istratively cantrolled information, specifying the rgasons the
employes mist have dccess in arder to pertorm official duties
and describing the categones of infarmation contempialed
for access.

b.  The regional secunty ofhcer examines the request,
and, if concurring, issues & memorandum of limited aceess,
recomimending -approval to ‘the principal officer..

¢. The principal officer must authorize the limited access
in writing. Such authority shall be reviewed by each succeed-
ing principal officer, and the officer shall affirm or discontinue
such autharily as the officer deems. appropriate, )

d. Theemployee's access is not construed to mean blan-
ket authority 10 receive adiministratively controfied informa-
tion. Foreign natidnal employees authorized o have access
to administratively controfled information shall be permitted
access only to that type of information specified in item {a)
of this section on a strict “need-to-know" basis.

947 through 949 (Unassigned)
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- 850 S
CONTROLLING OFFICIAL DISSEMINATION

951 OTHER FEDERAL AGENCY

INFORMATION

- {TL:CR-129 &' SY-9 9-26-85)
{Uniform State’AIDRUISTAJAGDAIOPIC) )
Classified information that originated in another agency

must not be cammunicated oulside the receiving agency
without the consent of Yha originating agency. For these pur-
poses, State. USIA, OPIC, ACDA, and AID are to be cansid-
eredf separate agencies. Such approval must be obtained in
writing, and a record of the approval andg communication
must be maintained by the communicator,

952 . DISTRIBUTION TO OTHER
AGENCIES

Classilied in!oirmétion may be sent to other agencies oniy
through established liaison or distribution channels.

953 CONTROLS FOR DISSEMINATION
- AND USE OF INTELLIGENCE

INFORMATION

953.1 intelligence Documents

Information contained in intelligence decuments, including
those produced by the Bureau of intelligence and Research
(INR), that is marked with spacific control markings must be
handled within the framework of the limitations imposed by
‘suich contrals. For details and definitions of these controls,
refer-to 11 FAM 418, :

Failure to comply with these provisions will be considered
& viotation to be handled as prescribed under section 994,

953.2 Dissemination of Intelligence
Information.

Information bearing the notalion "WARNING NOTICE - IN-
TELLIGENCE SOURCES AND METHODS -INVOLVED",
shall not be disseminated In any manner outside authorized
channgls without the permission of the originating agency
and an assessment by the senior intelligence official in the
disseminating agency as to the potential risks to the national
securily and to the intelligence sources and methods in-
volved.

In general, lelegrams and other documents originating in
the Department of State which include or refer to classified
ileligence  information  should be  cleared  with
INRIDOGIOIL/CS:

953.3 Special Access Program

The access. distribution. and protection of particularly sen-
sitive ciassified information controlled under special access
programs eslablished pursuant to section 4-2 of the Order
shall be carried out according lo the special procedures of
those programs,

954 DISSEMINATION ORDERED OR
REQUESTED BY A COURT OF LAW
OR OTHER OFFICIAL BODY

a. Any subposna, demand, or request for classfied infor-
mation or recards from a court of faw of other official body
shafl be handled in accordance with agency regulation (State,
5 FAM 485; USIA, MOA 1l 527 and 625.8).

b Testimony invalving classified information is subject ta

- the pracedures for 'responding to subpoenas and must not

be given befare a caurt or ather offigial body without the ap-
praval required by those procedures. An employee cailed
vpon to givé such testimony withouf pricr authorization shall
state that to disclose the information desired is not autho-
rized and that a written requiest for the specific information
should be transmitted to the head of the agency concerned,
Such testimony, when so approved, shall be given only under
such conditions as the authorizing officer may prescriba.

. ¢ All repenis, records, and files relative to the loyalty of
employees or prospective employees fincluding reports of in-
vestigative agencies) shail be maintained in confidence, and
shall not be transmitted or disclosed except as required in
the efficient conduct of business, and then only in accor-
dance with applicable raguiations.

955 DISSEMINATION TO FOREIGN
GOVERNMENTS

Dissemination of Classified
Information to Foreign
Governments and International
Organizations

For datailed instructions governing the refease of classified
information to foreign governments and international organi-

955.1

‘zations, see 11 FAM 500.

855.2 Disclosure of Classified Military
Information to Foreign
Governments and International
Organizations

The Mational Disclosure Palicy Commitlee establishes the
procedures governing the release of classified military infor-
mation to foreign governments and international organiza-
tions.

Al requests for the releasé of such information shall be di-
rected ta the National Military infarmation Disclosure Poficy
Committee (NOPC), Oirector, Office of Munitions Control Bu-
reau of Politico-Military Afiairs, U.S. Department of State.
Washingten, D.C. 20520. (See also 11 FAM 533.2))
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955.3 Disciosure of Communications
Security Information to Forgign
Governments and International
Organizations -

‘The' National’ Communications. Security  Committee

{NCSC) establishes the national policy governing the reléase
ot communications security information and the procedure
to be folowed when comrunications security assistance is
requested by foreign governments and international organi-
zations. Requests for such communications security assis-
tance or advice must be referred to the Deputy Assistant
Secratary for Communications {Department of State mem-
ber of the NCSG). |~

956 SPECIAL DISSEMINATION
CATEGORIES

856.1 Crypto Marklng

A designation or marking of “CRYPTO' is appl:ed lo cryp-
tographrc material, mdlcatmg that it requires spetial consid-
eration with respect to .access, storage, handling, and
accounting. Regulations and procedures governing use and
disposition of material so marked are established by the
Communications Secuniy Division, as indicated in section
980 and documented in commumcauons security publica-
tions.

956.2  Authorized 'Speciar Distribution
~ Captions
956.2:1 NODIS

"NO CISTRIBUTION (NODISY " means no distribution to
other than addressee without the approval of the Executive
Secretary, This caption is used only on messages of the high-
est sensitivity between the President, the Secretary of State,
and chiefs of mission. ~

956.2-2 EXDIS .

“EXCLUSIVE DISTRIBUTION (EXDI'S) means distribu-

tion exclusively to officers with essential need-to-know. This
caption is used only for highly sensitive traffic between the
White House, the Secretary, the Under Secretaries, and
chiefs of mission.

956,2-3 LIMDIS

“LIMITED DISTRIBUTION {(LIMDIS}" means distribution
strictly limited 1o officers. offices, and agencies with
need-to-know. This caplion is reserved for messages of
more than usual sensitivity.

956.2-4 STADIS

"STATE DISTRIBUTION only {STADIS)" preciudes initial

distribution to other Federat agencies and is used when dis-_

- closure of certain communications to other agencies would
be prejudicial to the best interests of the Departiment of
State. This caption may be used in conjunction with the cap-
tions "EXDIS" and "“LIMDIS.”

For delails regarding captron messages, see 5 FAM 212,

956.2-5 DIRDIS {USIA)
For’ sensrtlve c(}mmumcalions betwaen tha Diroctor or

‘Daputy Director and tha Ambassador, Country PAQ; or Head

of Media Extension; I{is not 6 be used for direct communica-
tiori toany other officer in the agenicy or the field. Only the
Diractor ahd Depuly Director are authorized 1o approve its
us6 on outgoing messages fram Washmgton Only the Am-
bassador, CPAQ, or Head of Medid ExXtension may use this
channel in the field to communicate with the Director or Dep-
uty, DIRDIS _tetegrams fust be marked at least Limited Ofi-
cial Use (LOU), of classified as security warrants. Use of this
caption bars the automalic distribution procedures

905 2~ 6 SPECDIS FOR (USIA)

{Nama of appropnate Country PAO or Med[a Extensron
Head overseas and the appfopriate Associate Girector of DI-
rector 'of Ofiicer ar- Sarvica ih Washmgton } It 1s for sensitive
conununications between individual Associate Directors or
Directors of USIA Offices and Service in Washington and the
Country PAOs and Media Extension Heads in the figid.
SPECDIS FOR cannot be used o direct communications to

" any other oﬂ"cer in'the field, Only Associate Directors or Di-
. rectors of Ofﬂces and Servrces are aythorized 10 use this

caption in; Washlngton Only the CPAQ or Media Extension
Head rnay use this channet in the fiéld to communicate with
Associate Directors and Directors of Offices arid Services.
SPECDIS FOR telegeams will be distributed on!y to the ad-
dressee and the Director's office; SPECDIS FOR must be
marked LOU or classified as security warrants. Use of this

caption bars automatic distribution procedures.

957 RESTR!CTIONS ON PEF{SONAL UsE

957.1 Personal Inierests

Classified infarimation must not be used for personal inter-
ests of any employee and must not be éntered in perscnal
diaries or other nonofficial-records.

957.2 'In Conversation _

The discussion of classified information must not be held
in the presence or fiearing of persons who are not authorized
to have knowledge thereod.

Classified information must not be drscussed in conversa-

lions on telephones or ofiice intercoms, except as may be
authorized aver approved secure communications circuits.

958 ADMIN!STRATNELY CONTROLLED
INFORMATION

958.1 Designation

Certain sensitive official information and malenal wihich is
not national security information and therefore, is not classifi-
able, nevertheless warrants a degree of protection. Such in-
lormation or material’ may include, among oiher things,
information received through privileged sources and certain
personnel, medical, investigative, commercial, and financial
records. Material of this type which requries limiled dissemi-
nation shall be designated and marked Limited Offictal Use
by any official having signing authority for the material. Such

_material shall be physically handled and transmilted as if it

958.1
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wera “Confidential™ and stored, as a minimum, in a barlock
cabinet. The automated procassing of Limited Official Use
information must be accomplished in such a way as to mini-
miza the polential for unautherized access to this informa-
tion. Responsible supemsors will assure that such
automated procéssing is accomphshed in compliance with
established Departmental automation secwrity guidelines,

958.2  Decontrol

Unless otherwise provided, a‘d’ministratively controtled in-

formation shall ba dutomatically decontrolled 4 years from
Its date of arigin. If protection is nat required for that period
of time, the official designating a document **Limited Ofigial
Usa' shall specify on the documenit that it shall be decontrol-
led upon the cccurrence of a specitled avent, removal of con-
trolled attachments, or a passage of an appropriate period
of time not lo exceed 4 years, If protection is required for a
period longer than 4 years, the official designating the docuy-
ment “Limited Gtficial Use" shall specify that is is exempted
from aulomatlc decontrol. Information and material not ex-
empted by statute may be exempted from automatic decon-
trol only with the approval of an official authoﬂzed tg class:fy
information at any level.
* If at any time, material designated Limited Official Use is
requested under the Freedom of Information Act or Privacy
Act it shali be reviewed and a determination made on its re-
lease according to the prbvisions of those Acts.

T ————

958.3 Decontrol Notations

Administrativaly controlled infarmation and material shail
be marked with the Limitad Official Use designation in the
same’ mannér as classification markings are applied; Unless
the dosumant is being automatically decontrofied at 4 years,
a decontrol nofation shail be placed as the last tine of air-
grams and telegrams, or on other documents on the bottom
of the front page.

Information which may be decontrol[ed upen conclusion of
a specific date. action. or event earher than 4 years shali read

"Qecantrol on

Certain indormation or material whlch is axempt from auto-

matic decantrol by statute should ba marked as follows:

"Exempt from Automatic Decontrol
by Statute”

In rare instances where information or material designated
“"Limited ©Hicial Use" is not exempt by statute or decontral-
led on an earlier date or event but requires pratection for a
period tonger than 4 years, the official designating the materi-

al “Limited Official Use" shall mark it as follows:

“Exempt from Automatic Decontrol;
Authorized by "

In the latter category, information and material may be ex-
empted from automatic decontrol with the approval of any
official authorized to classity information.

958 (Unassigned)
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| Cee0
TRANSMISSION AND CONTROL
OF CLASSIFIED MATERIAL

961 TOP SECRET CONTROL

PROCEDURES .

{TLACR-129 & SY-9 9-26-85)

{Unitorm State/AIDIUSIAIACOA/OPIC)
961.1 - Requirements

The designation of Top Secret controt officers is requirad

by the Ordearto provide positive control aver the movement,
use, and disposition of all Top Secrét decuments, to include
those resident on automated information systems. The use
of Top Secret cover shoets {OF-115).and a system of Top
Secret control numbers and recéipt are prescribed to insure
that Top Secret documents are fully accounted for at all
timas, and that information is available on the identity of each

person who has h_ad access. {See Appendm Vi for List of Se- '

curity Forms.) -

961.1-1_ Designation of Top Secret Control
Officers
a. At Post .

Al each overseas post, a Top Secret contro! oﬂlcer and
an alternate wilt bé designated in writing to exercise control
and maintain accountability records of material classified Top
Secret [except COMSEC) in lhe custody of the post. The
designated Top Secrat control officer must be a senior officer
atthe post who can make the operational decisions concern-
ing the use, storage, and distribution of the Top Secret mate-
rial. The designated alternate is usually the communications
and records supervisar dug 10 the custody and storage re-
quirements for Top Secret_mat_erial. When Top Secret controi
officars and altemates are designated by the principal officer.
no action other than writien notification to the regional secur-
ity officer i required. The written notification should include
the names and functional titles of the designees and the date

_of désignation. In the event that Top Secret material is an-
tered into an autornated information sysiem at any post, the
System Manager/Security Otficer will Function as the Top
Secret Contro! Officer for this automated information sys-
tem.

b. Domestic

The executive director of each bureau will designate in
writing a Top Secret control officer arid an allernate o exer-
cise control and maintain accountability records of material
classitied Top Secret in the custody of the Bureau. The des-
ignated Top Secret control officer will be 8 senior grade offi-
cer of the bureau who can controf the dissemination and
storage of the material, Designated bureau Top Secret con-
trof officers may, with the concurrence of the Office of Securi-
ty. designate. unit Top Secret control officers to aid them in

- the control and storage of Top Secret material in the various
sactions of the bureau, it operational necessily or physicat
locations require such additional designations, The bureau

Top Secret control cm:cer wall have pru'nary responsnbmty for
the decountability of al material and records within' the bu-
reau. to include Top Sectet Information. resident on auto-
mated information systems operated by a bureau or office.
Whan bureau Top Secret cantrot officers and altérnates are
designated by the executive director, or unit Tap Secret con-
trol offlcers are desugnated by the bureau Top Secret control
officer, a capy of the' demgna tion tncfudfng names, functional
titles; area, room number, and telephone number Wil ba fur-
nished to AISYIOPSD0. In AID; a central Top Secret cofitrol
officer is located within the Qffice of the Executive Secretary.
The central Top Secret control-ofticer maintains Uists of bu-
reau Top Secral control officers and coardinates the anhyal
inventory. In ACDA; the Top Secret control officer is facated
within the Office of -Administration, Communications and
Services Division.

¢ . In USIA

In USIA, Top Secret cofitrol oﬁ' icers and alternates will be
designated only by theoffice head in the Office of Secumy
{MIS), the Exgcutive Sécratariat (D/S), and the Communica-
tions Division (MITC). Al Top Secret documaerits. will be per-
manently stored and dislributed for pperational use under the
control of one of these three Top Secret control officers. The
Top Secret control officer for MIS will maintain central ac-
countabilily records tor all documents lexcept COMSEC), in-
cluding those stored under the operational control of the
other two Top Secret officers.

861.1-2 Duties of Top Secret Control Officers

a. Maintain strict accountability aver Top Secret matenal
while under their junsdiction.

b.. Receive, store; issue, copy, and destroy all Top Sécret
material within their jurisdiction,

¢. Maintain a permanent register to account for all Top
Secret material either origitated in or received in the area (us-
ing OF-123, Top Secret Document lnventory Record and
OF-115. Top Secret Cover Sheet).

. d. Maintain receipts of outgoing or destroyed Top Secret
material on OF-112, Classified Material Receipt.

e. fReview and change classification on Top Secret docu-
ments as direcied by regulation ar markings.

f. Destroy or arrange for retirement of Top Secret maleri-
al as required by regulation or document markings.

g. . Complete annual inventories no later than October 31
and submit report to the cognizant regional security officer
for overseas posts and A/SYIOPS/DQ for domestic service.
In AID, reports are submitted to the central Top Secret con-
Irol officer with a copy 1o the Office of Security.

h. Assign appropriate Tap Secret control aumbers to
Top Secret documents originating in or received within their
area without a control number, In AlD, the central Top Secret
contral officer assigns alf control aumbets.
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i Allow no copy of a Top Secret document to be made
without the. parmission of the originating office,

J- Insure all Top Secret material is stored according o
these regulations (see saction 971,2), .

k. Insure that each individual who has access to the Top

_ Secret dacument signs the Top Sacret Cover Sheet,

I -Raview each Top Secret document during the invento-
ry penods wilh view loward pf)swble dastruction of the docu-
mem

Assure !hat no mdwndual wa!hm area of jurisdiction
tranSmlts Top Secret documents o another individual or sec-
“tion without the knowledge and consent of the Tap Secret
control officer:

a.  Assure compuance with automation security policies
governing the control and protection of Top Secret informa-
tion resident on automated information systems.

961.1-3- Additionai Duties of Top Secret Controi
Officets in US1A

a. InUSIA, the Top Sécret control officers alsa perma-
nantly store Top Secret documents under their immediate
supervision and ‘control and monitor the handling of dgcu-
mants when they are dlstnbuled for aperational use, as fol-
tows:

(1) -MIS—Office of Security: Maintains central ac-
countability records for ‘ail Top Secret documents texcept
COMSEQC). Permanenﬂy stores and distributes for opera-
Jtional use Top Secraet documents other than certain classes
of Information which are retained by (/S [Executive Secre-
tariat) and MITC (Commumcauons Dlwsmn] for permanent
storage;

(2) DIS—Executive Secretariat: Permanantly stores
and distributes for operationat use any Top Secret document
which in the judgment of DIS should be readily available to
the Director; and :

{3) M C-.—Cornmun:cahons Division:  Permnanently
stores and distributes for operational use any Top Secret
document which in the judgment of MfTC relates primarily
to communications security matters under the responsibility
of the agency's COMSEC officer. )

b. The Top Secret control officer for M/S, DIS. or MITG
will determine how long a document may be retained by an
operaticnal element priof to its retum for permanent storage,
Periods greater than 3 waeks must be specifically authorized
by the Top Secret control officer and may nol exceed 8
weeks without being returned to the Top Secret control offi-
cer for visual accountability prior to reissuance. All Top Se-
eret documents must be returned 1o the Top Secret control
officer for annual inventory on Octobar 31 each year,

961.1-4 [nventories of Top Secret Documents

The Top Secret contro! officers will conduct inventories
upon change of custody and conduct an annuat inventary to
be completed as of October 31. It is mandatory that the pres-
ence of each document be physicaily verified. A report of the
inventory Is prepared on the Top Secrat Docursent lnventory
Racord, OF-123. Any documents unreconciled at the lime of
the invantory inust be reported immediately to the Office of
Security.

Top Secret control otficers will be heid ultimately responsi-
ble for any loss of Top Secret documents under their jurisdic-
tion which has been caused by improper administration of
lhese requiraments.,

If another individual of the area is dlrectly responsible for
the lass of any Top Secret material, that person will be held
rasponsible for the loss of the information.

961.2. Top Secret Control Numbers
961.2-1 Required Assignment of Top Secret
Control Numbers
A Top Secrat control number must be marked at the top

-Tight hiand front of each copy of each Top. Secret docurnent

when onginated or received. Draft copies should be de-
stroyed when a final version is reproduced and distributed.
If itis necessary 1o retain a draft copy because of drait Clear-
ances or for other reasons, it should be assighed the ongma!
series designation control number and a cOpy nursber,

Top Secret control nunabers are also used on forms re-
quired for the control of Top Secrat information, such as. Top
Secret Cover Sheet, OF-115; Classified Material Receipt,

DF-112; and Top Secret Document Inventory Recard,
QF-123.

961.2-2 Compasition of Top Secret Control
Numbers

A Top Secret control symbe! belongs to the post or argani-
zational element. Each successive Top Secret control officer
shalt use the same post! or organizational eterment symbol.
Control symbols are located in Appendix V. -

The Top Secret control number consists of the contrcl
symbol, the last twe digits of the calendar year, the congecu-
tive number of the Top Secret document originated or re-
ceived that year, the series letter, and the copy number. For
example:

a. At Posts

If the Top Secrel control number is LNG-79/18-A/3:L.ND
is the Tap Secret control sympol for London; 79 indicales
the catendar year: 18 indicates the 18th Top Secret docu-
ment gither originated or received at posi that year; A is the
series designation; 3 is the 3rd copy in that series.

b. Department

if the Top Secret control number is EUR-79/38-A/8:EUR
is the Top Secret control symbol for the Bureau of European
AHairs; 79 indicates the calendar year; 38 indicates the 38th

“Top Secret document either originated or received in EUR

that year; A i the first reproduction of the document in EUR:
and 8 is the 8th copy in that series.

961.2-3 Assigning Top Secret Control Numbers

a. Upon origination. oF receipt without 2 Top Secret con-
trol number, of a Top Secret document at a post or in a unit,
the Top Secret control officer must immediately assign the
post or unit Top Secret control number on the document and
complete Top Secret Cover Sheet o be affixed to the docu-
ments, In AID, these functions are reserved solely to the cen-
tral Top Secret control officer.

b. In USlA, each domestic element receiving a Top Se-
cret document not previously entered into agency account-
ahitity records, or which produces a Top Secret documant
by derivative classilication marking (except COMSEC) shall
immediately inform the Top Secret control officer of M/S and
identify the document so that centrat accountability recorda-

961.2-3

Volume 5 - Commustications and Records

- 205 -



	7. AID Handbook 18, Part Ⅲ, Chapter 12 Access to and Protection of Records on Individuals, Privacy Act 1974（プライバシー保護マニュアル：原文及び骨子仮訳）
	8. Security Regulations: Policy and Procedural Implementation of E.O. 12356（国家安全保障関係情報の取扱に関する米国国務省/USAID共用マニュアル：原文及び骨子仮訳）

