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STUDY ON THE FREEDOM OF INFORMATION AHD_PRIVACY ACTS

Background: The United States Congress ofiginaliy passed the Freedom of-'
Information Act in 1966 after a decade. of _debate among federai- agency
officials, legislators and public intereét ‘group representaciﬁes. The
objective of the Freedom of Information'Act‘waé ﬁb make”availéﬁle,.in one
form or another, virtually every record possessed by a governmenf agency in.
the Executive Branch unless  the record was specifically ekempt from
disclosure. The wnine exemptions of the Freedom of Information Act
ordinarily provide the only basis for non-~disclosure and are discretionary,
not mandatory. The Freedom of Ianformation Act is noted as U.S.C. #552; tﬁe
complete text of which is printed in attachment A to this study.

Major amendments to the original Act were enaCted in 1974 and 1986.
The 1974 ameﬁdments were made in an effort to further extend the disclosure
requirements and also as a Congressional reaction to the abuses of the
"Watergate" era of the Nixon administration. These amendments considefably
narrowed the security exemptions and broadened many provisions relating to
fees, time limits, screening and inspection pf withheld information in the -
private chambers of judges io the United States federal court éyStem.

Beginning in 1981, there were efforts to further amend the Freedom of
Information Act which were. finally enacted into law in 1986. These
amendments provided new law enforcement record exciusions and created new
fee and fee waiver structures. The new fee.struétures for the Agency for
International Development (hereinafter referred to as USAID) made as a
result of the fee amendments is attachment B ﬁo this study.

The Privacy Act of 1974 {5 U.S.C, #552a) was enacted in 1974 but did
not become effective wuntil September 1975, The Act "has not been

substantially amended since that time. The complete text of the Privacy Act
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is printed in attachments A (page 40) and.C to.this study,

The Privacy Act grants certain rights to United-States citizens and to
‘aliens 1aﬁfuliy adimitted for perménent resideﬁce for access Eo personal
information maiﬁtained by agencies of the Executive Branch of the
goverument. .Agencies subject to the Freedom of -Information Act are also
subjeet to the Privacy Act.

In general, the Privacy Act allows citizens to learn how records
concerning themselves . are colleeted, maintained, used and disseminated by
the . federal government. It also allows them the opportunity to seek
revision of information which they believe is incorrect or incomplete.
| The essential feature of both laws is that they make Executive Branch
agencies aécountébie for their policies aﬁd procedures on the disclosure of
information. While neither law grants an absolute right to examine all
government.documeﬁts, both laws provide a right to request records and to
receive a regponse to that request. If a requested record cannot be
released, the requester 1is entitled to a reason for the denial. - The
requéster " also has a vight to appeal the denial and, if necessary, to
challenge the denial decision in the Federal Courts. USAID internal
procedures for implementing the Freedom of Information Act and the Privacy

Act are attachments D and C, respectively, to this study.

Discussion: The text of this section is based upon a questionnaire which Mr.
Igarashi gave me as well as upon question and answer periods during the time
Messrs. Murata and Kita were in Washington as the Survey Team from Tokyo
(Mr. Igarashi was alsc present during these periods of time). The questioas

are answered as presented on the questionnaire and are numbered accordingly.



1., "Are there auny laws, ordinances, oY ~by-laws. to  ensure access. to
information .related to official development asgistance (ONA) held by
administrative organs and aid agencies in your country and what ig the basic
philosophy of your government or its corganizations as lo such Eteedom of

information?

The release of documenis-cpncerning USAID is governed by the Freédom
of Information and Privacy Acts, Exeéutive Ocder (E.Q,) 12356 and USAID
internal Freedom of Information and Privacy regulgtions- The basie
philosophy is .to release as much information as possible. Copies of the
aboveﬂmentioned laws, E.0. and internal regulations are attached Uto: this

study.

2. What types of information does your'organization open to the public and
what methods and means does your organization adopt to assure such freedom
of information?

USAID releases all types of info{mation required by the aforementioned
laws and uses .its discretion to ﬁaithhold those documents which can be
withheld pursuant to applicable sections of the Acts. See section (b) of
the Freedom of Information Act and sections (j) and (k) of the Privacy Act.
Internal vegulatiomns have been writteh to assure compliance with the laws,
Séé Chapters 10 and 12 of USAID Handbook 18, Part IILI, both of which are

attachments D and C to this study.

3, What are the types of information which are not opened te the public at
all or only in part and in what manner?

While the USAiD philosophy 1s t6 release as much information to the
.public as possible, some discretion is used in terms of the e#emptions
allowed by the Freedom of Ynformation Act. |

:Our'éxperienéé has shown.that we have used five.diffefent exémptions

more than any of the nine allowed by the Freedom of Information Act, They
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are listed in order of most to 1east'ﬂsed:
(b)(&)"*frade ‘secrats and commercial or financial information
(b){5)~-inter—agency or intra-agency memorandums or letters
(b)(6)~~p¢rsonne1 and medical files
(b)(?)“*investigatoryrinformatioh regarding personnel
{(b){(1)--material ﬁroperly_classified under E.0. 12356 and

withheld 1in the interest of national defense or
foreign policy

0f the other four exemptions (b)(2)--information concerning internal
personnel practices, (b)(3)--other laws which supercede the Freedom of
Inforﬁation Act, (b)(S)——examiﬁation material and (b){9)--geclogical and
gebphfsical information concerning wells, we ﬁave used (b)(2) and (b)(3)
oaly once or twice and have never used (b)(8) or (b)(9).

All réquésted documents are.classified by.the originating office of
the document. (The origiﬁating office also has the option to mark the
document "unélassified.'W When a document has been properly classified
under E.O. 12356 {please see attachments E and ¥, the. Freedom of
Information 0ffice—~0ffice"of Public Inquiries (OPT)~-of USAID requests the
originating official éf his/her superior if the document can be declassified
and released.

If so, this ié done and the document is released by the Freedom of
Information Office. 1f not, the document, in whole or in part, remains
classified and is withheld under one of the appropriate exemptions of the
Fréedom of Information Office. - In USAID the Freedom of Information Officer
makes the finél deciéion and informs the requester, in writing, of the
reasons why the document was withheld and the names of agency personnel who
recpmmended such withholdiﬁg.

USAID Freedom of Information officials obtain their training by reading

the appropriate Acts; applicable Federal Court cases, guidelines issued by
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the Department of Justice and Freedow of Information/Privacy Act seminars
sponsored by the Department of “Justice, Office of Personnel Management,

other government agencies and, in some cases, the private sector.

4. Have there been any problems to your organization with the governments of
recipient developing countries as to freedom of specific information and
have you ever been vequested by a third-party government to supply data and
reports on another country? ' : ,

We have never had any prqblem concerning the second question, ﬁecausg
we have never been requesté& bf a third-party govefnment to supply documents
of another country, citing the Freedom of.Iﬁfbtmation Acg as the Basis of
the reqﬁest. We have had, however, probiems with bbpies of documents in our.
possessibn wﬁich_have Been pfepgred by the host government-in relation to
contracts let as a result of grants or loans of USAID funds tae the hést
country. Contractors generally comg'to USAID f0r documents when they cannqt
obtain them from,_or either do not wish to ask, the host“government.

This.often putrs USAID in a legal dilemﬁa felating to the provisions of
fhe Act. We always seek permission of the_hdst.government to acquiesce in
our request. This is done either directly by the USAID Mission Director or
tﬁrough ghe Uﬁited States Ambassador to the host country. The_ host
counfry's deqisioﬁ is relayed to USAID Washington because the decision to

withhold (if that is the case) can be made only at this level.

5. Technical cooperation is an operation conducted through and accompanied
by the distribution of information related to the privacy of experts to be
dispatched, trainmees to be iunvited, and consultants to be employed. (as to
school - career, business career, wages and salaries, -allowances,’ family
make-up, race and so on). How does your organization treat such
information? '

The provisions of the Privacy Act and USAID internal regulations

govern the distribution of information concerning government employees,
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consultants and experts. '.Generally speaking, hoﬁevér, the United States
Office:of Personnel Managemént has ruled.that the  five items listed below
are public information and must be distributed to requesters irrespective of
the provisions of the Privacy Act:

(n Employee'é name

(2) Ewmployee's current and past government titles

(3) Employee's current and past salaries

(4) Employee's current and past grade level

(5) Employee's official government address

Beyond these items we have been essentially conéervative even.in

relation to Priva;y Aét-regulations on the release of private information.
Types of information which are rarely and in some. cases.never réleased are
an employee's educational background, race, home address and telephone
number, religion, date of birth and social security number. However, it
should be remembered that all of the above information can and is released

with the written consent of the individual involved.

6. How do you treat information related to development investment and
finance operations in your organization, when conducting such operations?

Hﬁen voluntafy private organizations apply for grants of aid--for
example, Pan American Developmen.t.Foundation——they must file a request to be
placed on USAID's "approvéd':' 1is.l:. The request includes papers outlining
the missibn of the organization and its financial condition. These papers
are available for public inspection. In those cases when the application
for funds states that the'organization‘s annual report is available to the
public but not included with the package given to ﬁSAib, USAID is mot
obligated to obtain the information upon a request; but we do advise tﬁe

requester where such information may be obtained. Also, USAID publiShes
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annnally ‘a -report which indicates all of the-volunﬁeer_ageﬁciésfou the USAID
“approved”" list, a brief description . of their mission and a total of the
grants which USAID {and other.governmEnt agencies) have coontributed to them.
The most recent copy of this report was given to Mr. Murata when ﬁe was in

Washingtou and is attachment G to this study.

7. 1) Have you opened to the public ‘data "on contracts by respective

consultants? _
2) Have you opened to the -public lists of designated entérprises of

respective contracts? _ _
3) Have you ever opened to the public such internal materials as internal
regulations or procedures for implementing comtract opevations? :
4) Have you adopted a system to publicize or ‘explaim, upon request,
information councerning conclusion of contracts (for example, reasons why a
consultant has or has not been designated for a certain project, reasou why
a participant has not wou the first order in evaluarion of proposals, and so
on}? -

While the general thrust ‘of ﬁhis report concerns the Freedom of
Information and Privacy Acts, Messvs. Murata and Rita were interested in the
above questions since it is my understanding that the stay in Washington in
November, 1987, of a Coatract Survey Team from .Japan was not of sufficient
time to cover all contract questions.

Tﬁe b#sic answef to eéch of the abéve.questions is "yes." The United
States Government has established 2 government-wide procurement program
which is also applicable to USAID. USAID uses the rules and rEgulatiﬁns of

‘the Federal Procurement Regulations as a basis for procuring conkract

services. A copy of USAID‘S internal handb00k of contract instuctions is
rather large and bulky. Extra copies were not available while the Freedom

of Infofmétion Survey Team was in Washington. Copies have been ordered from
the USAID4Washington warehouse in Virginia and will be given to Mr. Igarashi
to send to Japan.

The USAID publishes annually a book entitled Current Techoical
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Services. and ‘Crants . which lists contracts and grants active during the

current "year. - . This publicétion gives contract number, name of the
contractor, -date contract is in effect, dollar -amount of thercontract and a
brief one-, two~ or three-line description'of the contract. The coﬁtracts
are aiso listed in three different ways: 1) alphabetically, 2) by country
location where thé contract is active and 3) by state locaticn in the United
States of the contractor's address. It should be noted that the book does
not contain contracts of less than $100,000, which. have been negotiated
overseas,; and overseas personal service contracts. [ gave the most recent
copy of this book,; known as the “yellow book" because of its color, to Mr,
Murata while he was in Washington. This book is available to the public
without deleﬁions.

Contracts to be awarded by USAID, as well as other government

contracts, are announced in the Commerce Business Daily. As the name

suggests, this is a 1isting.of contracts open for bids which is published by
the United States Depaftment of Commerce each day.

Contractors have the vight to know what other companies bid on the
contract, how much each bid was and to be "debriefed" as to why their bid

was not the winning bid. The “debriefing" ‘is done by the USAID Contract

Office and not by the Office of Public Inquiries (OPI).

As mentioned elsewhere in this study, contracting companies or their
legal representative uses the Freedom of Information Act to obtain
contracting data. The Office of Public Inquiries (OPI) of USAID has often
been requested to furnish copies of contracts and the winning company's
proposal; we do not release losing proposals of one company to another
(without permission).

In releasing contracts aund winning proposals, we routinely withhold

what could be considered "trade secrets or commercial data” and privacy
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inforﬁatiou' of tﬁe company's ?ersonnel under Freedom of Information' Act
exenpt ions (bj(é). and (b} (67, respectively. When asked for a wiming
‘proposal, OPIL contacts, by mail, the "winning" company and asks that company
what material, other than those wmentioned above, they wish withheld. The
letter also states that they have ten working.dafs'in which to reply to
OPI's  inquiry. 1f a disagreement still exists, we try to negotiate a

resolution with the company. OPI, however, makes the fiunal decision as to

what material is ultimately released or withheld,

%. What is the recent general trend of demands for fréedom of information to
your . organization by .Congress, interested parties {including governmental
authorities, devélopment and aid organizations, universities, the consultant
industry, non-government organizatioms, and other private sectors and what
are your measures to respond to and ideas regarding such trends? :

During the past five years there has been a yearly increase “in the
number of Freedom of Information requests received by USAID's Office of
Public Inquiries, in particular a steady increase from the business
community. These have been, for the most part, requests for other companies
winning proposals subm%}ted as a result of contract bids as well as for
copies of thése specific.contracts which USAID had approved.

On the other hand, requests. from students and professors in colleges
and universities have_somewhat 1es§ened. One decrease in this area that we
'have noticed particularly is requests for documents concerning USAID's
involymént in the Vietnam Waf. We.can onily assume that as time has passed,
Jinterest in that war from the researcher's point of view has diminished.

The Freedom of Information Act requires all agencies in thé Executive
Branéh, iaciuding USAID, to submit an annual report to Congress on or bhefore
March.!;:_The contents reqﬁired_in the report is specifically cited in the

PFreedom -of Information Act. USAID's last report to Congress (1987) -is
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attaéhmeht H to this stu@y.

The-Privacy Act réquires that agencies submit annual reports to the
Office.'of Management. and Budgef .(OMB) “in the Executive Office of the
President. OﬁB compilaes information from agencies and submits a report to
the President. The contents required and the dates of submission are given
to agencies annually by OMB: this changes from year to year. All reports
are available to the public on request.

Both the Freedom of Iuformation and Privacy Acts are so entrenched in
the public mind that iﬁ is- doubt ful any effort will be made to diminish
information ﬁow available to the publie in any'way. Whiie Congress has not
amended the Privacy Act in any significant manner, that body has amended the

.Freedom of Information Act for fee and fee waiver provisions. The changes
seem to reflect a growing attitude that a greater effort should be made to
collect a mofe équitable share from reqﬁesters of the cost involved
concerning information obtained through the Freedom of Information Act,
However, 1 bélieve that fees collected will never sufficiently cover all
costs 1in manpowér and materials expended which this Act has cost the

government,

9. Have you found any problems as to the publication of information, and .
what types of problems have you experienced, if any? What do you think
about future peérspectives of the problem of freedom of information and about
possible measures you may take?

The Office of Public Inquiries has not had problems concerning
publicationé that the agency has.made available fo ﬁhe public. When Freedom
of Information requests are received and processed, we have been prudent in
the use of exemptions allowed under tﬁe Act.

During the past five years no organizatiom, company or person has
taken USAID to court for the denial of any information. On the other hand,

.‘13_,



we have experienced court cases because we. did not prod_uc’e documents within

the-tau working days requirement of the #ct. We have found, however, that

most requesters vealize that such a limited time frame is inadequate for a

thorough searvch and'do not wake undue demands, as long- as thay know USAID is

making a conscientious effort to supply the requested documents.

Unless Congress passes amendments to the Freedom of Information Act to

limit exemptions now available to agencies, I do mnol’ see any. additional
problems in the future regarding the supply of requested information for the

public.

ATTACHMENRTS

Records
B. Part 212--USAID Fee Schedules

C. Chapter 12, USAID Handbook 18, Part IIT: Access to and
Protection of Records on Individuals: Privacy Act 1974

D. Chapter 10, USAID Handbook 18, Part II11: Public Access
to Records : i

E. Eiecutive Order 12356

F. Security Regulationg: Policy and Procedural
Implementation of E.0. 12356

G. Report of American Voluntary Agencies Eungaged in
Overseas Relief and Development Registered with

the Agency for International Development

H. USAID 1987 Report to Congress on the Implementation
of the Freedom of Information Act
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TULLE 22 —-- PORETGN RPELATIONS
CHAPRPTER TlﬂHAQLNC” FOR LNTERMATLONAL DPUfLOPMBNT
[A.I.D. Req, 12]
PART 212--RUBLIC INFOnuA“TOﬂ
section Zié;jﬁ‘u Schiedule aof fees and metnod of paywent for
Sservices rendered, [Rearvranged and condensed for the

purpose of this enclosure.)
(a}  The following specific fees shall be applicable with
respect Lo services roendered:
{1)COMBERCIAL USERS

Search: %11.00 ail hou:

Ravieaw: 524.00 an houx

Duplication: . 208 a page
(2} SDUCATIOHNAL & HON-COM: ARCIANL SCIBNTIFIC INSTITUTIONS

Search: no fee '

Raeview: no fee

Duplication: 20¢ a page after the first 100 sages
{3) NEWS MEDIA

Searchn: no fee

Reviay no fee

Duplication: 20g a page after the first 100 pages
{4) ALL OTHERS

Search: $11.90 an hour after the first 2 hours

Reviaw: - no fee

Duplication: 20¢ a page after the first 100 pages
{h) pDefinitions applicable to above:
(1) "Search" includes all time spent looking for material
vhaii ts responsive Lo a request, including page-by-vage O

line-by-line identification of material within documents.
Line-by-line search will not be done when duplicating an
entire docuwment would prove the less egpcnqlvb and quickar
method of complying with a reguest, "search” is
distinguished from "review" (sece below).

“ refers to the ptOCLSb of making a copy of a

document available to the FOIA reguester, Coples can take

the form of paper copy, microfilm, audio-visual materials

among others and will be in a form that is reasonable
seable by requesters.

"puplication

- 7 l —



{3) "Review" refers to the process of ‘exémining document
located in response to a commercial use request LO ;
determine whether any portion of any -document located is
permitted to be withheld. It alSo_inClud@s‘proqessing any
documents forv disclosure, e.g. doing all that is necessary
Lo excise them and otherwise prepare them fov release,
Review does not include time spent resolving general legal
or policy issues regarding the application of exemptiOns.

(4) *Commercial use request" refers to & request from or
on behalf of one who seeks information for a use Or -
purpose that 1s related to commerce, trade, or profit
interests of the requester or the person-on whose behalf
the reguest is pade. [ determining whether a requester
properly belongs in this category, the Agency will
determine the use to which the requester will put the
records sought, or where that use is not clear from the
request itself, the Adency may seek additional
clarification before assigning the reguest to a specific
category. :

(5) "gducational institution” refers to a preschool, &
public or gprivate elementary or secondary school, an
institution of graduate higher sducation, an institution
of undergraduate nigner education, an institution of
professional education, and an institution of vocational
education, which operates a program Or drograas of
scholarly research.

{6) "Non-commercial scientific institution" refers to an
institution that is not operated on a "commercial™ basis
as that term is referenced above and which is operated
solely for the purpose of conducting scientific research
Lhe results of which are not intended to promote any
particular product or industry. '

{7) “Representative of the naws media™ refers to any
person actively gathering news for an entity that is
organized and operated to publish or broadcast news to the
public. The Larm "news” means information that is about
current events or that would be of current interest to the
public. Examples of news media entities include televison
or radioc stations broadcasting to the public at large, and
publishers of periodicals (but only in those instances
when they can gualify as disseminators of "news® who can
make Lheir products availabe for purchase or subscription
by the general public. fThese examples are not intended to
be all-inclusive.) Horeover, as traditional methods of
news delivery evolve (e,q., electronic dissemination of
newspapers through telecommunications services), such
alternative media would be included in this category.
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In the case of "freelance® +Hournalists, bthoy may be
regarded as working for a news organization if they can
demonstrate a solid basis for expeclting publication
Lhrough that organizstion, even though not adtually
anployed by it. A publication contract would be the
clearest proof, but the Agency may alse look bo tLhe past
publication record of a requester in making this
determination,

{c) Other provisions.

(1} Advance pavyuents: Yhere the Agency estimates or
determines that allowable chavges that a requester may be
required to pay are likelvy to exceed $250.,00 the Agdency
will require a requester to make an advance paymnent of the
entire fee before continuing to process the reguest.

(2) Waiving or reducing fee: In accordance with section
f4){(A)(11} of the FOIAcL the aAgency will furnish documents
"without charge or at reduced charges if disclosure of the

information is in Lhe public interest because it is liXely
to contribute significantly to public understanding of the
government and is not primariiy in the commercial interest
of the reguester,

{3) Charges for Unsuccessful Search: fThe Adency will
assess charges for time spenl scarciking, even 1f the
Agency fails to locate the records or if records located

are determined to be exempt from disclosure.

(4) Aggregating Requesters: Vihen the Agency reasonably
believes that a requester 1s attempbting, or group of
requesters is attempting, to break a request down into a
series of reguests for the purpose of evading the
assessment of fees, the agency will 2ggregate any such
requesters and charge accordingly. '

(5) Remittances: {i) Remittances will be in the form of
either a personal check or bank draft drawn on a bank in
the United States, a money orvder, onr cash.

(ii) Remittances shall be made payable to the order of
the U.S. Treasurer and mailed to the birector, Office of
public Inquiries, Bureau for External Affailrs, Agency for
International pevelopment, Washington, DC 20523. The
agency will assuwe no responsibility for cash which is
lost in thne mail. '

(iii) A receipt for fees paid will be given only upon
request. _

(iv) wWhere it is anticipated that the fees chargeable
under this section will amount to more than $25.00, and
the requester has not indicated in advance a willingness
to pay fees as high as are anticipated, the rgqueste{ will
be promptly notified of the amount of the ant}cipated fee
or such portion thereof as can readily be estimated.
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In appropriate ¢ases an advance deposit may be roguired,
The requester is at aany time welcome LO confer withn
knowladgeable Agency personpel inan attempt Lo formulate
tne reguest in a manner which will reduce the fee and meet
the needs of the requester., A reguest will not bhe deamead
to have heen recoived until the requester has agreed Lo
pay Lhe anticipated fees and has made an advance deposic
if one is reqguired. :

(a) The Agency will bedin’
Aassessing interest charges on the 3lst day following the
day in which the requester is advised of the fee charqged,
Tnteresi will be at the rate prescribed in section 3717 of
Title 31, USCA, : : :

{(h) Where a requestér has previously falled Lo pay a
fee chardged in a timely fashion (i.e. within 30 days of
the hilling date), the Agency will regquire the requester
to pay the full amount owed plus any applicable interest
as provided above, and to mdke an advance paywent of Lne
full amount of the estimated fee pefore the Adency beyins
to process a new request or a pending request from the
requester, : _

(c) When the Agency acts under paragraph (6)(a) or (b)

{6) - Non Payment ol Fet

a

Ve
of this section the administrative time limits prescribed
in subsection (aj{s) of the FOIA (1.e. 10 warking davs
from receipt of initial request and 20 working days ffrom

[
receipt of appeals frow jnitial denial plus parmissible
extentions of these time limits) will begin only after the

(7) Effect of the pebt Collection Act of 1982 (pub. L.
§7 3657 The Aqcncy will use the authorities of the

pebt Colliection Act, including disclosure Lo consumer

reporting agencies and use of collection agencies, where

avpropriate, Lo encourage repayment.

Section 212.36 - Denial of reguest for access bo records.

d

] i5 determined that the Agency cannot comply with
all or part ©f a reqguest for records, the person making: the
request shall he immediately notified if the determination, the
reasons for the determination, tne name and title of each
officer responsible for the denial, and the right of the person
to appeal the adverse detecimination,

(b) The denial of a request for records may be made only
by the Assistant Adwinistrator, Bureau for Zxternal Affairs, or
his delegate. 7hoe General Counsel shall be consulted prior to a

{a) Tf it

decision to deny access, _

{c¢) Any person who has been denied access to records
pursuant to this ssction may appeal the adverse decision not
later than 60 days aiter the date of the notification of denial
or, in the case of a partial denial, after the date the
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