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MODEL LETTER ‘4’

NOTTICE TO THIRD PARTY OF INTENTTON TO DISCLOSE

Request reference Not

Dear:

This (Denartment’Agencv/Commlssion/Board ‘etc.) has inm its
possession records that contain information which (belongs to/was
-supplied by/relates to) youfyour GCompaay.

On (date) pursuant to the Access to Informatlon Act we received
a request for the following record(s): - .

Although we have reason to believe that these records might
contain : : :

(information as described in pavagraph 78(1)(3), (b) or (c)), we do not
have sufficient information in our files to substantiate this. Thus, as
required by the Act, we intend to disclose the record on (date).

You have 20 days from the malllng ‘date of this Notice to make
written representations ro the undersigned as. to why the record should
not be disclosed. If you have not responded by the explry of the 20-day
period, the record will be disclosed on the date set out above, Any
representations you make will result in a review of our decision to
disclose the record,

. Copies of sections 20 (the exemption for third party information)
and 28 (the provision dealing WLth notification of *hlrd parties) are
enclosed for your couvenience. : :

Yours truly,

Access to Information Coordinator

Enclosures
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MODEL LETTER 'B’

" NOTICE TO THIRD PARTY OF INTENTION
T0 DISCLOSE IN THE PUBLIC INTEREST

Request reference KNo:

Dear:

This (Department/Agencyfcbmmlssinﬁ/Board, etc,) has in its
possession records that contain information which {belongs to/was
supplied by/relates to) you/your Company.

On (date) pursuant to the Access to Information Act we received
a request for the following record(s):

: Although the informatlon coatained in the record(s) falls
within section 20(1) ((b), (e¢) or (d)) of the Act, it is our opinion
that its disclosute would be . in the public interest as it relates to
public health, publlc safety or protection of the environment and that
public interest outweighs in importance .any financial less or gain to,
preJudlce to the competitive position of a interference with contractual
or other negotiations of a third party. Therefore, pursuant to
subsection 20(6) of the Act, we have decided to comply with the request
to disclose.

You have 20 days from the mailing date of this Notice to make
written representations to the undersigned as to why the record should
not be disclosed.

If you have not responded by the expiry date of the 20-day
period, the rvecord will be disclosed on (date).

Copies of sections 20 and 28 of the Act are enclosed for your
convenience,

Yours truly,

Access to Information Coordinator

Enclosures
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MODEL LETTER ¢l

NOTICE TO THIRD PARTY OF INTENTION TO DISCLOSE
FOLLOWING RFPRESEVTATIOBS BY THIRD PARTY -

RegueSt raference No:

Daar:

On. {date) this (Department/Agency,'égc.) received your
representations in response to our Notice dated ) oy
19 .,

We have considered your views and. have declded chat the
records for which access have been requested are not etempt from
disclosure under subsection 20(1) of the Access to Inrormation Act,

We are entitled to request a review of this declslon by the
Federal Court - Trial Division, pursuant to section 44 of the ‘Act. That -
request for review must be made within 20 davs of the malllng date of
this Notice.

If you do not request a rev1ew of thls macter, the person who
requested the record will be given access to it on (date)

A copy of sectiom 44 of the Act is enclosed for vour conyenience.

Yours truly,

Access o Informaticn Coordinator

Enclosure
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MODEL LETTER 'D!

NOTICE TO THIRD PARTY OF INTENTION TO DISCLOSE
IN THE PUBLIC INTEREST FOLLOWING REPRESENTATIONS BY THIRD PARTY

Request reference No:

Dear?

- On (date) this- (Department/Agency/Counission/Board, etc.)
received your representations in response to our Notice dated
19
1] ]

We have considered your views and have decided that the public
interest in disclosure clearly outweighs in importance any prejudice to
your interests. -Thus, we intend to disclose the record(s) on (date},

You are .entitled to apply to the Federal Court - Trial Division
for a review of this decision pursuant to section 44 of the Act., That
request for review must be made within 20 days of the mailing date of
this Notice..

_ If you do not request a review of this matter, the person who
requested the record will be given access to it.

A copy of section 44 of the Act is enclosed for your convenience.

Yours truly,

Access to Information Coordinator

Enclosure
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MODEL LETTER 'E'

NOTTCE TO THIRD PARTY OF DECISION NOT TO DISCLOSE
FOLLOWING REPRESENTATIONS BY THIRD PARTY. -

Request reference No:

Dear:

On (date) this (Department/AgenLy, ete.) recelved your
representations in response to our Notlce dated -~ - =,
19

We have con31dered your ‘views and have declded that the
record(s) to which access has been requested is exempt under :
paragraph 20(1)  of the Accéss to Information Act. Thus,- the
record{s) will not be disclesad. '

The.apﬁlicant has been-infqrmed of -this decision.’

However, under the Access to Information Act the applicant has
one year from the time access was requestéed to complain to the Information
Commissioner concerning this refusal to disclose.

You will be advised if there are further developments in this
matter, .

Yeurs truly,

Access to Information Coordinator
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MODEL ‘LETTER, 'J!'

NOTICE TO APPLICANT OF DECISION TO DISCLOSE
RECORD ON RECOMMENDATION OF INFORMATION COMMISSTONER

Request referance No:
Dear:

" As a result of the recommendation of the Information
ommissioner regarding your complaint we have reviewed our earlier
decision with respect to the record(s) you requested and have decided to
disclose (it/them}.

Third parties which may be affected by the disclosure have
been notified of the decision to disclose and have 20 days to apply to
the Federal Court - Trial Division for a review of this matter.
Accordingly, the record(s) will be disclosed to you on the expiry of
this period unless an dpplication to the Court is made by a third party.

~You will be advised of any such request.

Yours truly,

dccess to Informaction Coordinator
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MODEL LETTER 'G!

NOTIGE TO THIRD PARTY OF COMPLAINT 10 I\‘FORMATION COMMISSTONER

Requebt reference No‘

Dear:

This (DepartmenC/Agency: etc.) has in its possession records
that contain information which (belongs to/was supplled by/relates to)
you/vour Company. :

On (date) pursuant to the Access to quormation Act, wa
received a request for the following record(s)

We decided that the records were exempt Erom dleclosule under
paragraph 20(1) : of the Act.

However, the applicant has -complained to the Information
Comnmissioner who will be undertaking an iavestigation of the matter. If
the Commissioner makes a preliminary decision to recommend that the
records be disclosed, you will be contacted by the Commissioner's office
and will be giveil an opportunity to make representations as to why the
record(s} should not bhe disclosed,

You will be advised of furrher developments in this matrer,

Yours truly,

Access to Information Coordinator
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MQDEL_LETTER e

NOTICE TO THIRD PARTY OF INTENTION TO DISCLOSE
RFCORD ON . RECOMMENDATION OF INFORMATION COMMISSIONER

Request reference No:
Dear:

Please refer to our Notice dated y 19,

- The Information Commissioner has completed his investigation
of this matter and has recommended that the record(s) be disclosed.

As'a'result~of that, we have reviewed our earlier decision not
to disclose ‘the record(s) requested and we have decided to disclose it.

. You are entitled to apply to the Federal Court - Trial Division
for a review of this decision pursuant to section 44 of the Access to
Information Act. That request for review must be made within 20 days of
the mailing date of this Notice.

_ 1f you do not apply for a review of this matter within the
"20-day time limit, the record{s) will be disclosed to the applicant..

A copy of section 44 of the Act is enclosed for your convenience,

Yours truly,

_Access to Infoermation Coordinator

Enclosure
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MODEL LETTER 'I'

NOTICE ?O.THiRD PARTY OF DECISION TO DISCLOSE
RECORD ON RECOMMENDATION OF INFORMATION COMMISSIOWER

(NO PREVIOUS NOTICE)

Request reference No:

Dear:

This (Department/Agency;;gtc.)ﬁhas_in its possession records
that contain information which (belongs to/was supplied by/relates to)
vou/your Company. .

On (date) pursuant to the Access to - Information Act, we
received a request for the following record(s):

We decided that the records are exempt from disclosure under
paragraph 20(1) “of the Act.

" However, following a complaint by the applicant and an
investigation by the Information Commissioner's office, the Information
Commissioner has recommended that the record(s) be disclosed.

As a result of this, we have reviewed:our earlier decision not
co disclose the record{s) reqiested and we have decided to disclose it.

You are entitled to apply to the Federal Court -~ Trial Division
for a review of this matter pursuant to section 44 of the Act, That
request for review must be made within 20 days of the mailing date of
this Notice,.

If you do not apply for a review of this matter within theé
20~day time Iimit, the record will be disclosed to the applicant,

A copy of section 44 of the Act is enclosed for your convenience.

Tours truly,

Access to Information Coordinator

Enclosure
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MODEL LETTER 'J°

. NOTICE TO THIRD PARTY OF APPEAL BY APPLICANT -
OR INFORMATION COMMISSIONER TO FEDERAL COURT

Request reference No:
Dear:

Please refer to our Notice dated y 19

Following a complaint by the applicant to the Information
CommJSSlonEI and an investigation by the Commissioner, we decided to
abide by our earlier decision that the record(s) requested is/are exempt
from disclosure under paragraph 20(0) : of the Access to
Information Act.

The (applicant or Information Commissioner) has applied to the
Federal Court — Trial Division for a review of this matter.

Under section 43 of the Act you have a right to appear as a
party to the review.

Yours truly,

Access to Information Coordinator
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MODEL LFTTER 'K!

NOTICE TO APPLICANT OF APPEAL BY ThIRD PARTY IO FEDERAL COURT

Request reference No:

Dear:

Please refer to our Notice dated I o, 19,

J——

Please be advised that (uname) who would be aifected by the
disclosure of the records you have requested has applied. to the Federal
Court - Trial Division for a review of thls mattet under section &a of
the Access to Informatlon Act.

Under section 44 of the Act you have a right te appear as a
party to the review,

Yours truly,

Access to Information Coordinator
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'MODEL LETTER '7,'

NOTICE OF INTENEION TO
DISCLOSE TEbTING RESULTS UNDER 5S. 20(2)

Request reference No:
Dear:
‘This (Department/Agency/Comm1351on, etce.) has in {ts possession
records that contain information which (belongs to/was supplied by/relatea

Eo) you/your Company

On (date) pursuant to the Access to Information Act we received
a request for the following record(s):

. Although the 1nformat10n contained in the record(s) falls
within paragraph 20(1) ((b), (c) or (d)}) of the Act, in our view, the
record(s) contain(s) the results of product or emvironmental testing
carried out by or on behalf of this institution and, thervefore, under
subsection 20(2) of the Act we cannot refuse to disclose it.

You have 20 days from the malllng_ﬁate of this Notice to make
written representations to the undersigned as to why the record(s)
should not be disclosed.  Your representations must be confined to the
following:

{1} that the record(s) does not contain the results of
product or envirommental testing carried out on behalf of
a government institution, or

(2) that the testlng was done as a service to a person, a
group of persons or an organization other than a government

institution and for a feea.

If you have not responded by the expiry date of the 20-day
period, the record(s) will be disclosed on (date).

Copies of section 20, the exemption for third party informatiom
and section 28, the provision dealing with notification of third parties,
are enclosed for your convenience.

Yours truly,

Access to Information Coordinator

Enclosures
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MODEL LETTER 0

NOTICE TO THIRD PARTY OF INTENTION TO DISCLOSE
UNDER 55, >0(’) FOLLOWING REPRESENTATIONS BY: THIRD PARTY

Request reference No:

Dear:

On (date) this (Department/Agency/CommlsSLQn/Board, ete.)
received your representations in response to our Notice. dated '
2 19, :

We have consldered your views but reconfirm our. p051t10n that
the information whieh has been Lequested falls under subsection 20(2)
and that it should be disclosed.

You are entltleq to apply to the Fédé;al Court - Trial Division
for a review of this matter pursuant to section 44 of the Access to
luformation Act. That application for review must be made withln 20

davs of the mailing date of this ?otice.

If you do not apply for revzew, the person who requestea the
record(s) will be given access rg if,

A copy of_section 44 of the &ct is enclosed for your convenience.

Yours truly,

Access to Infermacion Cooxzdinator

Enclosure
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.l Introduction
1.1 #Purpose and scopex

N .. The -purpose . of Part III of Chapter_410 is to assist in the
interpretation of the Privacy Act, to set forth the requirements which
institutions‘must;carfy out. to.give effect to its provisions, and to
prﬁsbtiba directives and guidelines to be followed by institutions as a
mattef_of governmeht policy.
7 _ The Acti(section 2} extends the laws of Canada that-prdéect
the privacy of_individualé uith_respect_to personal information about
themselves held By & government institution and that provide individuals
with a right of access to such informatiom. _

_ part II1 of this Chapter contéiﬁs two important codes which
déal with the protection of privacy. The first governs the collection,
retention and disposal of personal information. The second controls the
use of persoﬁal infbrmation and its disclosure to persons other than the
individual to whom:the'information pertains. . The latter code is reinforced
by‘meas&res designed to ensure a full accounting of all use and disclosure
of pérsonal'information.

_ The right of access to information about themselves which the
Act_accbrds to individuals is described. The process for responding to
requests fdr_access_made under the Act is explained, including such
matters asrtime limits, manner and language of access, and rights of
correction and notation of pérsonal information.

. Certain material which is excluded from the application of the
Act is described. Material subject to the Act, broadly referred to as
information about an identifiable individual that is recorded in any
form, is defined.

Limited and specific exceptions to the right of access, called
exemptions, are explained. Guidance is given to institution to assist
them in deciding;”in'the lighc.of these exempticns, whether or not to
grant access to personal information requested under the Act. The
principle of severability, requiring that access be given to any non-exempt

part of personal information requested, is covered,
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The councluding section deals with the independent review of
government decisions nade under the Act., It describes'thé two~tiey
svstem established for this purpose and relates the ‘Feview toles of the
Privacy Commissioner and the Federal Court.

The scope of this Part of the Cﬁapter does dot anlude ‘the.
1equ1reﬂent or section 11 of the Act For the publ;catlon at least once a
year of an index <ontaining qescrlptlons of personal information under
the control of government institutions. Chapter K2 Invgntorv of
information addresses this requirement;

_ also excluded from the scope are the provisions of -
paragraah 71(1)(b) and SUbS&CElOﬂb 713)Y tn (5) of the Act respeciing
the r901btrat10n, apnroval and review of personal informarion banks.

Chapter 415 - quormatlon collection covers these matters.

.1.2 - #*application#

Part I1II of this Chapter applies to government institutiens
listed in section 3 of the Privacy AQE subject to subsection 71(2) of
the Act.

1.3 *Authorities and cancellations

Part ‘111 of.this Chapter %s issunad uﬁde::the.authorit? of the:

Privacy Act. It is also auchorized by the Financidl AdmiuistracianJAcc

by which the Treasury Board may zct on all matters relating to. -
administrative policy inm the -Public Service of Canada. Treasury Board
minute 787442 applies .
PR . . vy s s e . .
Previous policy on privacy, contained in the following chapters,
is cancellad:

-~  Chapter 415 - Disclosure and use of versonal 1n;ormatfon,

and

Chapter 420 -~ Access to personal informarnionm.
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R ~ *Roles and responsibilities*

The purpose of this article is to describe the roles and
resﬁonsibiiiéiéSJOfIParliémeﬁt; theiDepartment.of Justice, Treasury
Board, governmert ‘institutions, the Pfivahy Commissioner and the Federal
Court in the operation and review of the Privacy Act. Reference is
made, where applicable, to sections of the Act which authorize the roles
and feSponsibiIities outlined, and to other areas of this poeliey which

deal more fully With the_ﬁature and extent of'the'barticular'requirements.

L1.4.1  *Parliament* designates or establishes a committee to be

responsible for:

(a) undertaking a comprehensive review of the provisions and
operation of the Act within three years after it comes into

'EOrce.(subsectioh'?5(2) of the Act);

{(b) repdrting to Parliament the results of this review,
inclﬁdiﬂg'any:changés recommended, within one year after

undertaking it (subsection 75(2)); and

~(c) veviewing the administration of the Act on a permanent

: basis (suﬁsedtibn 75(1)).

1,42 #Department of Justice* is responsible for:
(a) waintaining a broad overview of the application of the
Act in relation to the intentions of the government and the

expectations of the public;

) advising the designated Minister on &ny administrative

questions giving rise to broad policy issues;

" {c¢) providing legal interpretation and advice respecting the

provisions and operation of the Act;
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(d) gathering case and precedenc,information_fop‘useuin the

provision of legal interpretation and advice; and

(e) coordinating the preparation of.the government for the
- parliamentary veview of the provisions and operation of the

JAct.,

Ll 4 3 *President of the Treésurv Board*, The President of the'

Treasury Board is the des1gnat9d Minister under. the Act and has the

following responSLbllltles

(a) preparation and distribution to institutions of directives
and guidelines governing the operation of the Act and the

regulations (parégraph 71(1) {d));

(b) annﬁal_publication of the Index of Personal Information

{section l1)};

(c) prescribing such forms as may be required for the operation

of the Act and the regulations (paragraph 71(1)(;});

(d) prescribing the form of, and "hat information is to be
included in; annual reéports to- Parllament by heads of inStltUthﬂS

(paragraph 71(1)(e));

(e) reviewing the manner in which personal information banks
are malntalned and ﬂanaged to ensure comnllance with the

_prov151ons of rhe Act and the rngulatlons (paragraph ?l(l)(a)).

(£)  reviewing the utilization of existing perSOnal'iﬁformation
banKs and proposals for the creation of new banks by government
VLnsc;tuc1ons that are deﬂartmants as deflned An section 2 of
~the Financial Aam*qlstration Act (subsections ?1(3) ‘and (5)),

and
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(g) approving the establishment and substantial wodification
of personal 1nformat10n banks by government institytions that

o are departments as defined in section 2 of the Financial

_Administrdtion Act (subsections 71(4) and (5)).

"*The Treasury Board Secretariac#* supports the Président in ﬁhe
discharge:pf these responsibilities as Deéignated Minister and in
addition: _ .
.= . provides adyice to institutions on any aspect of the

adminiétfatidﬁ of the Act and on regulations and policies
pursuant to itj and
- prepares a consolidated annual report on the administration

of the Act ac¢ross the government,

dLbls *CQovernment institutions*. = The head of each institution is

respbnsible.fér administration of the Act within the institution in
accordéncé3wi;hjréquirements of the Act, and with regulations and
direcbi;es1and gﬁidelines pursuant to it. While the head of the institution
1s accountable for carrying out these responsibilities, he or. she may,
by.order,'desigﬁate one or more officers or employees of the institution

to exercise or perform any of the duties, powers or functions assigned

to the head by the Act.

The Privacy Coordinator in each instltutlon is respomnsible for
coordinating the discharge of the institution's responsibilities. The
responsibilities of each institution are:

-~ to submitr to the Deéignated Minister a descriptioﬁ of
banks ‘and classes of personal information, including with
respect to banks ‘a statement of the purpcses and uses of

“the information, and retention and disposal standards
applying to it, in accordance with.the requirements of
section 11 of the Act and Chapter 411 - Inventory of

information;
- to respond to requests for personal information under the

Act: to grant or refuse access, to correct or make
notations to information, to issue notices to applicants,
and to give general assistance to individuals seeking

information about themselves;
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to defend its &ecisibﬁS‘Eo éréﬁt'or-féfﬁse'éébe§s‘befgre

the Privacy Lommlssxoner and the Federal Court, and to

ensure that the staff and the persenal information of the
1nstitutlon are available to the Comm1351oner during the
course of an investlgatlon, _ :

- .to ensure that personal 1nformat10n is not used or
disclosed to persons other than the individual to whom it
pertains e\cept in accordance w1th the Act and this
policy, and that .the institution's practlces for collecting,
.retalnlng and dlspOSing of personal 1nformat10n are fully
conslatent with the provisions of the Act;, the Regulations
and this poiicy; and

- to Teport annually to Parliament in accordance with

section 72 of the Act and any instructions 1ssued pursuant

to paragraph 71(1){e) of the Act,

.1.4.3  *Privacy Commissioner*. The Privacy Commissicner is the first

level pf,the two~tier system established for the~indeﬁenﬁeht‘review of
decisions made under the Act: The public may complain to the’ Comm3531oner
on any of the grounds specified in subsection. 29(1) of the Act. The
Commissioner investigatés such  complaints and may also 1n1t13ta_tﬁ€m.
In addition, the Commissioder way conduct iavestigacious. of personal
information banks désignated 45 exempt bahks uuder'SQCtibnﬂlE, éﬁd of
compllance with the prov1sxons of sectians 4 to 8 respectlng the co;lection,
retention, dlsoosal, use and dlsclosure of pe*sonal informacfonL
In carrying out investigations, the {ommissicner has - the power

to compel the attendance of witnesses, to reau*re the proauction of
evidence, and to examine any recorded 1nformatlon;to,wn1ch this Ack
applies. 1In reporting the findings of investigatioﬂs, thé-@pmmissioner
has the power to ﬁake recomnendations concerning any matter which.has
been investigated, but caunot order the head of .the inscitution to
imnlemenc any recommendatlcn. L o

. In adu1c1on to the above. resnonsxbllities, the P;ivacy
Commissione;‘may_be askad by the Minister of Justice to carry out
special studies on any oi the matters set forth in subsection 60{1) of
the Act. '
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7 -ThE'full nature and extent of the role of the Privaecy
Commisqioner and- particulars of ‘the Commissionar's rev1ew function are

discussed in artlcles .8.1 to .8.5 of this Part of the Chapter,

146 *Eederal'Coﬁrt*. ‘Where an individual has been refused access

to personal information requested under subsection 12(1) of the Act, and.
where complaint to the Pr;Vaéy Commissioner has not resulted in the
granting-of access, the individual may request the Federal Court-Trial
pivision to review ﬁhelmatter._ The Privacy Commissioner may apply to
the Court for a_reyiew.of any file_containéd ih.a personal information
bank dasignatéd?as”an exempt bank under Sectioﬁ'l8.  Whilé many -matters
may'be investigated by the Privacy Commissioner, only refusal of access
and.exempt banks may be_rgviewed by the Court. The Court may order the
head of an institution-éo disclose personal information, or to remﬁve a
file from an exempt bank.

_ ‘The tole of the Court in relation to the Act is deécribed in
some detail in articles .8.1, .8.2, .8.6, and .8.7 of this Part of the

Chapter.’
1.5 *Definitions#

An Access to- Personal Information Request Form means a form prescribed

by the Designated ‘Minister for the purpose of requestlng access to

personal information under the control of a government institution.

Administrative pﬁfposeiin relation to the use of persona3'information

about an indlvidual means the use of that information in a decision—making

process that dirvectly affects that individual.

An applicant is an individual who is requesting access to personal
information about him or herself, who is requesting correction be made
or a notation be attached to information about him or herself, or who is

exercising'his ox her rights under the Act to review by the Court.
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A complainant is an individual whe is making a complaint to.the Privacy

Commissioner on any of the grounds set forth in subsaction 29(1) of the

ACk.

A Correction Request Form means a. form prescrlbed by the Deslgnated

MlnlStEI for the purpose of requestlng a correction. of. personal

information under the control of a govarnmentrlnstltution.
Court means the Federal Court-Trial Division.

Thé Designatéd Hinister for the purposes of the Act is thé Ptesident_of

‘the Treasury Board.

Excluded informatioﬁ means information ;6_which the‘Act dogs_notrapply
and consists of library or museum matevial made ox acquired gnd preserVed
solely_fdr public reference or exhibition purposes; material placed in:
the Public Archives, the Mational Library or tho National Museums of
Canada by or on behalf of persons or organlzations other than government

institution; and conxluences of the Queen's Privy Council for Canada.

An exemption is a provision of the Act which encitles the head of the
institution to refuse to disclose information in response to a request
received under the Act. Fach exemption is discussed in detail in

section .7 of this Part of the Chapter. :

Govarﬂneqt insticution means any federal g0ver1ment departmeut, mlnlstr}
ot state, body or Orxlcﬂ listed in Seccion 3 of the Prlvacv Act (see

Appendﬁ. AY. Jhenever, the term govefnment'instiLutian is reFerred to

in this pelicv responsibilicy Lor the decisions invelved lies elther

with the head’ o: the 1nst1tut10n or an employee of the instltutlon

deleag ted bv the head to make such aec1310ns.

Head of a government institution is the }1n1ster of a- deoartmeut ov
ministry of state or, in any other case, the person designated b; Order
in Council to be the head of the institution for the purposes of the act

(see Appendix A).
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The Index of. Personal Information is a publication produced by the

Designated Minister in accordance with section 1l of the Act, It
contains, for_each‘goﬁernment institution subject to the Act, an index

of all personal i“fdrmﬁtipn'banks:and all classes of personal information
un4er the control of the institution; Chapter 411 - Inventory of

information provides a-detailed description of the Index.

A_ﬁotétionfRequeSt'Form means a form prescribed by the Designated

Minister for the purpose of requesting that a notation be made on
pefsonal information under the control of a government institution to

rhe effect. that a correction was requested but not nade.

Personal dnformation means information aboﬁtqan'idenfifiable individual

that is recorded in any form including, without restricting the generality

of the foregoing:

(a)- “information relating to the race, mational or ethnic
origin, colour, religion, age or marital status of the

individual}

(b} informationm relating to the education or the medical,
criminal dr.gmploymént-history of the individual or information
relating to financial transactions in which the individual has

. been involved;

(¢) any identifying number, symbol or other particular

assigned to the individual;
(d) the address, fingerprints or blood type of the individual;

(e) the personéiiopinions or views of the individual except
where they are about another individual or about a proposal
for:a'grant) an award or a prize to be made to another individual
by a govefnmeﬁt institution or a part of a government institution

specified in the regulations;
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(f) correspondence sent to a government Institucion by the
individusdl that is implicitly'or-explici't:ly_-of'a,'priv_ate or
confidential nature, and veplies to such corvespondente that

would.feveai the coutents of the original correspondence;

(2) the views or opinions of another individual about the

individual;

(h) the views or opinions of another individual.ébout a
propbsal for a grant, an awaxd or a érize to be made to the
individual by an ihsti;ution or a part of an institution
referred to in paragraph (e), but excluding the name of the
other individual where it appears with the views or opinions

of the other individual; and

{i) the name of the individual where it appears with other
personal information relating to the individual or where the
disclosure of the name itself would reveal information dbout

the indiﬁidual;

but, for the purpdées of sections 7, 8, and 26 of the Privacy Act and

section 19 of the Access to In,ormatlon Act, does not includE'

(1) information ébduﬁ‘én.indivi&ual'ﬁho.i$ qr_ﬁés an. officer

or employee of a government institution that relates to the

p031t10n or functions of the individual inclUdihg:

- the fact that the 1nd1v1dual is or_uas an orficer or
employvee of the government 1nscitutlon'

- the title, bu51ness address and ta1epnone number of the
1na1v1aual

- the c1a ification, salary range and respon51bllltles of
the pos1t-on held by the 1ndiv1dual ,

- the name of the. lnalvidual on a doctment prepared by the
11d1v1dual in che ceurse of emvloyment"and

- 'aevaonal opiniens or v1&ws of the indivldual ‘given in the

course2 of emplovment;
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(k) information about an individual who is or was performing
services under contract for a govermment institution that
relates to the serviceS'perforﬁéd, including the terms of the
'cqﬁtract, the name of the individual and the opinions or views
of "the individual given in the course of the performance of

‘such services;

(1) information relating to any discrétionary'benefit of a
financial nature; including the granting of a licence or
permit, conferred on an individual, including the name of the

individual and the exact nature of the benefit; and

(mj information about an individual who has been dead for

more than twenty years.

The use of the phrase 'recorded in any form' at the beginning
of this definition means that all physical media, including photographs,
sound recordings or audio-visual presentations, representing identifiable
indiﬁiduals, constitute personal information and are, therefore, subject

to the provisions of the Privacy Act.

Personal Information Bank means a collection or grouping of personal

informaﬁion under the control of a government institution which has been
used, is being used or is available for use for an administrative
purpose, or is organized'or intended to be retrieved by the name of an
individual or by .an identifying number, symbol or other particular

assigned to an individual.

The Privacy Commissioner is an official appointed under the Act who has

the powers of an ombudsman. The role and functions of the Commissioner

are set forth in articles .8.1 to .8.5 of this Part of the Chapter.

The Privacy Coordinator is the officer for each govermment institution

who coordinates all acrivities relating to the operation of the Act,
and the regulations, directives and guidelines pursuant to it, within

the institution.
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Under the conttol:. Pevsonal information is under the control of a

gbvefnment institdtion;wheh,thac institution is_auchﬁrized_to_grant or -
deny access to it, to govern its use and, subject to the approval of the
Dominion Archivist, to dispose of it.. Regarding the question of phjréical
possession,_pefsonal information heid_by an institution, whether at
headquarters, regional, satellite or other office, either within or
outside Canada, is ﬁrésumed to be under its cqncrol unless there is
evidence to the contrary. Personal ihfotﬁaﬁiou-held'alsewhgte ou behalf

of an institution is also under its control.
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pary IIT

2 Collection, retention and disposal of personal infbrﬁation
2.1 “*Ceneral principles#

Sections 4, 5, and 6 of the Bfivacz Act, section 4 of the
Privacy-Regulations (seerﬁppendix B) ‘and this policy together constitute

a code governing the collection, accuracy, retention and dlSpObal of
personal information. . .

The code-applies to all personal information obtained or
compiled by the governiment institutions about anyone, irrespective of
the source of the information, of the purposes for which it is used.

The ‘code embodies the following general principles:

- personal information is not to be collected by government
‘institutions unless it is relevant to an authorized
progrém'or'activity (seétiqn-4 of the Act):

- personal information to-be used to make a decision
divectly affecting an individual is as a rule to be
collected directly from the individual to whow it relates
(subsections 5(1) and 5(3));

- the individual is normaliy to be informed of the purpose
of collection and intended uses of the information, and
is to be éppriéed as well of_whéther-respohse is.required
bf law or is voluntary and 6f yights of access to the
7iﬁf0rﬁétion (subsections S(Z)fand 5(3));

- persohél information to be used to make a decision
‘directly affecting an individual is to be as accurate,
up~to~date and compiete as possible (subsectibn_é(Z));

- the interests of individuals are to be protected in

| pianning'and effecting the retention and disposal of
personal information (subsections 6(1) and 6(3) of the
Act and section 4 of the Regulations).

The arthles which follow outline the components of this code,

aid in the interpretation of the provisions on which it is based, and

indicate the obligations of institutions in meeting its requirements,
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2.2 - #Collection of personal information#

.2.2.1°  The purpose of.artitle .2.2 is to assist in ‘the interpretatlon
of the provisions of sectlons 4 and 5 of the EEEXEEXMﬁEE relating to. the
collection of personal information, to set forth the-requirements which
institutions must carry out to give effect to Ehaaa pfovisiOnS'and'to
'prescribe directives ané guideliﬁes'to be follqwed'bycinSFitutioné as a
matter of government policy. ' -

The scope of the article is restricted to the restraints
imposed by these sections of the Privacy Act on the collection of
personal informétion. ngrail'poliCy on the'éélieqtion of information,
including certain. other constraints on the collection of personal
information relating to the reglstratlon,'approval and review.of personal -

information banks, 1is contained in Chapter 415 ~- Information collectlon.

The term 'collection’ as used in thig_article refers to all
personal information collected as a result of a request or requirement

of a government ingtitution.

.2.2.2  *Information not to be collected unless relevant to programs*,

Section 4 of the Pfivacv Act provides that no ﬁersonal information shall
be collected by a government 1nst1tut10n unless it relates dlrectly to
an operating program or act1v1ty of the 1nst1tution. ‘

_ The intent of this provision is to promote the protectlon of
prlvacy by restrlctlng the collectlon of personal informatlon by
vovernment 1u5t1tut10ns to those sLtuatlons in whicn tHa lnformatlon is
clearly required for am approprlately authorlzed operating program or
activity. '

To glve eFIec* to this prov131on, 1nstitutlons must have
parl 1amentary authorlty for the prog ram or activity concerned Such
autnorlt) is usuailv gilven by an Act of Parllament or regulations made
thereunder, or by the approval oI etpendltures proposed in estlmates and
authorized by an Avuropr‘at;on Act

The prov1s*on further requires instifutions to confirm that it
is necessary to collect personal 1nfornatlon to sat1sfy the needs of a

parc1cular progvam or acflvlty In this regard

- 306



(a) where peérsonal information is not needed, for example
where summary data alonme will be produced from the activity;

- personal information should not be collected; and
“(b) . whére personal information is necessary, the information
collected should be restricted to the minimum needed for the

program or activity.

2.2.3 “*Direet colleetion where ihformatibh“to be used for

adminlstrative purpose* Subsection 5(1) of the Privacy Act provides

that a government {ustitution shall, wherever possible, collect personal
information that is intended to.be used for an administrative purpose
directly from the individual to whom it relates except where the individual
authorizes otherwise or where information may be disclosed to the
institution’ under subsection 8(2) of the Act, A further exception,
contained in subsection 5(3) qf the Act, applies where direct collaction
would result in inaccurate or misleading information.

‘The proﬁiéion reéuires insfitﬂtions,'ﬁherever'possible.'to
collect persoual 1nf0rmat10n whlch they plan to use to make a dec151on
dlrectly affectlng an 1nd1v1dual from the individual to whom the
information relates.' The provision is designed to increase the
individuai‘g-control over and knowledge of such:informétion and to
promote the collectlon of accurate, up-to-date and complete 1nformat10n.

The 11m1t1ng phrase wherever possible is intended to allow for

collection from another source where, for example, the 1nd1v1dual to
wiom the information pertains 1s-1ncapac1tated or deceased, or the
_goverﬁment ﬁiéhes to pay a bcnefit or recover a debt and cannot locate
the indiv:dual concerned despite reasonable effort to do sa. The
11mft1ng phrase does not permlt calleht1on from another source simply
because it is easier orv less costly to obtain the informatlon in thls
way than to collect it from che indiv1dual to whom it relates,

Ltcepcions to redu1rement for dlrect collectlon. Subsection 5(1)

of the Act sets out two exceptions to the requ1rement that an 1nst1tut10n
must collect personal nformatlon that is intended to be used for an

administrative purpose from the individual concerned.
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Where'individuol authorizes indirect collection. The firse

exception allows collection from another source where Ehe individual so
authorizes. In seeking such authorization, insti;utioosmshould-infofm
individuals of the nature and purpose of the information it proposés to
collect and the source from whom it 1ntends to collect the Lnformation.
Tnd1v1duals should also be informed e1ther that refusal to. authorlze
collectlon from another source will not result in any adverse decision
about them or, if the information desired is essential to making a
decision dilectly affecting the 1nd1v1dual. of the consequences of
refusing to authorlze ‘collection of the 1nformation. Authorlzatlon of
the 1nolv1dual shoulo be secured in writing whenever thls is fe331ble._

Where - 1nformat10n has been previously . collected and. is

disoloséble. The second exception pertains to 1ntormat10n prevlously
collected from the individual by anothe; insqitution. In such . _
circumstances, the exception_éllows an institution_to'reoeive information
whlch it hlshes to use to make a decision directly affectlng an- indlvidual
from another lnStltuthﬂ whlch has alreadv collected the 1nformatlon and
which is: permitted to dlsolose the 1nformatlon to it under subsection 8(2)
of the Act. The exceotlon is d351gned to av01d :he unnecessary response
burden which would be 1mposed on 1nd1V1duals if toeﬁ_oeféraskod the same
questions by dltxerent government 1nst1tut10ns. The etoeotioo is also
intended to ensure, wlth provlslon hav1ng been made to permlt dlsclosure
of information by one 1nst1tutlon to a second lnstltutlon under_
subsectloﬂ 8( ¥, that uhder subsecnlon 5(1) the sacond 1nstitutlon 1's

not prohlblted from rece1v1ng the 1nformat10n. DlIECLlon and guidance

on the appllcatlon of this exceotlon 1s prov1ded in arclcle .3.7 of thlS
Part wnlch covers perm1551ble dlsclosures of nersonal 1nformation.

knere inaccurate or mlsleadina lnformation would result

SdbSECtlon 5(3) of the Act sets out a rurther exceotLon to the
requiresent that an 1nst1tut10n Qust collnct pe*sonal 1nformation;that
is intended to be usad for an admlnlstLatlve purpose from the 1ndividual
concerned. Thls rurthe* axceotion pe?m"ts collection of personal
1nformac~on from a source other than the individual to whom the

1nrormat10n pertalns where dlrect CUllECLlOﬂ mlgnt
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(a). result in the collection of inaccurate information} or

(b). defeat the purpose or prejudice the use for which

information 1is collected,

This exceﬁtibn should be used sparingly. Before resorting ﬁo
the eXC¢btion,'an'institution-should.be certain that the direct collection
of informat;on would bring about the damaging consequences- indicated.

The excepfibn is designed primarily for use by investigative bodies

listed in Schedules II, II1 and IV of the Privacy Regulations (see

Appendix B) in those instaunces where the attempt to collect certain
information from the individual being investigated would jeopardize the

investigation.

.2.2.4  *Informing individual or purpose of collection and other

Earticularé*, Subsection 5(2) of the Privacy Act provides that a
goﬁernﬁenp.institution shall inform any individual from whom the
institution collects information about the individual, of the purpose
for WEich the'information is being collected. An exception, contained
in'subseccion'S(B) of the Act, applies where so informing the individual
would result in the ceollection of inaccurate or misleading information.

The provision recognizes the individual's rvight to kuow and
understand the purpose for which information about him or her is to be
collected, and the use which is to be made of the information. Also,
when the.iﬁdividnal is not required by law to supply the information,
such knowledge and-undefsfanding permit the individual to make an
informed choice as to whether or not to provide it. a

 To fulfill the requirements of the provision, institutions

must inform any individual from whom information about that individual
is to be éollected of the purpose of collection,

As a matter of administrative policy, ;his_requirement'is

extendad to inciude individuals from whom information about other

individuals is being collected, Accordingly, *institutions shall inform

any individual from whom information about another individual is to be

collected of the purpose of collection*,
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In addltlon, *institutions shall inrorm anv individual from

whom personal information is Lo be collec*ed*'_

(a) whether response is required by law or 15 voluntary;

{b) where responée is voluntary, that rafusal”;o respond will
not result in any adverse decision about fheaiﬁdividual.or,-if
the'infofmétion desired is essential to makihg3ﬁ_decisiqn :
directly affectiﬁg the individual, of tha’chnsequeucesfof_

refusing to respond;

(¢) where the information pertains to the individual-from
whom it is being collected, that the individual has rights of .
access to and protecfion of the personal information under the

Privacy Act;

{(d) where the information'being'collected_pertains.to another
individual and may not qualify for exemption from. access by
that other individual under the Privacy Act, that the information

requested may be accessible to the other individual; and

(e) of the registration number of the personal information

‘bank in which the information to-be_coliected_isrto be contained,

Fxcentlon to Tequirement to inform 1'nci:.vu?lt.ta]. of burpose of

collectien where inaccurate ot mlsleading information would result

Subsection 5(3} of the Prlvacv Act allows_an institutlon_not te inform
an individual from whom the institﬁtioﬁ collects personal information
about. the 1nd1v1aual, of the purpose for which 1nformat10n is being

collected where so 1nform1ng the individual might.
(a) result in the collection of inaccurate information; or

) defeat'che'pu rpose or prejudice the use for whlch

information’ 15 collected,
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The exception authorlzed by this provision of the “Act applies
where personal-information is to be collected from the lndlvldual to
whom- the” information pettainSa The exception should be employed
infrequencly -Befate resorting te 1§, an institution should be certain
that informlng the individual of the purpose of collection would result
in the adverse cqpsequences indlcated. The exception is designed for
usé:by investigative bodies listed in Schedules II, ITI, and IV of the

Privacy Régulations (see Appendix B) in those instances where collection

of information from the iﬁdivlduél=being iﬁvestigated rather than from
another'éourcé is feasible, but where the investigative body cannot
‘infdrm'the'individual of the purpose &f collection withoﬁt coﬁpromising

the investigation. The exception 15 also intended to apply when a

survey is being'cohdﬁﬁted énd where informing the individual of its
purpose would prejudlce its accuracy or otherwise impair the’ valldlty of
its results. Employment of this exception for any other reason must be
approbéd byﬁthe De51gnated Minister pr;or to collection of the information.

The approval process is set forth in Chapter 415 - Information collectiom.

Thé above exception also aﬁﬁlies, as a matter of administrative
pblicj, where personal-informatioﬁ is éo be collected from one indiﬁidual
about anothér'individual. In this apﬁlication, fhe excéptidn is designed
prlmarlly for use by investigative bodies listed in Schedules 11, III,

and IV of the Privacy Regulations (see Appendlx B) in those cases whers

71t is necessary to collect information from an 1ndiv1dual other than the
one belng 1nvest1gated and where to inform the individual from whom the
information is to be collected of the purpose of collection would
jeopardize the investigation. Any other use of this exception is
subject to aﬁproval by the Désignaﬁed Minister in the manner outlined

above.

.2.3 *Accuracy of personal information used for an administrative

purpose®

.Subsection 6(2) of the Privacz:Act provides that a government
insticUﬁion ‘shall take a1l reasonable steps to ensure that personal

information. that is used for an admlnistratlve purpose by the institutlon

is as ‘accurate, up-to- ~date and cowplete as p0551b1e
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The intent of this subseccion'of the dct is ta minimize the
pos31b1¢ity that a declslon directly affecting an 1ndividual will be

made on {naccurate, obsolete or 1ncomplete information.
2.4 *Reﬁention and disposal of personal information#. .
L2041 *Purgose* Article 2.4 is. intended to aésist in.the

1nterpretatlon of the provi31ons of subsections 6(1) and 6(3) ot_che

Privacy Act and sectlon & of the Prlvacy Regulations relating to;hhé

retention and. dispooal of personal 1nformation, and to set forth the
requirements which 1nsc1tut10ns.must carry out to g;vo“effect_to_thesg
provisions. o : oo ; - S
The requ1rements are to be 1ncorporated in records retentlon
and dxsposal schedules to be developed by governmenc lnstltutlons and
approved by the Domlnlon Arch1v1st. Personal informatlon is to. ‘be
retained and dlsposed of lu accordance w1th these schedules._ The
process for schedullng records for retentlon and dm3posal and for
.ret31n1ng and disposing of recoras in accordance with. schedules is

descleed in pollcy conCalned in Chapter 460 - Records management and in

Chapter 461 - Management of EDP data.;'

Subartlcle .2.4.2 prescribes the Eramework w1tnin whlch the
schedullng, retentlon and dlsposal of all personal information is to
take place, wiile subartlcle .L.A 3 elaboraces one of the components of
this framework applylng to the retentlon of personal inrormation useu to

make a decision ‘directly affectlng an 1nd1v1dual_after it 1is seo used‘

2.4,2 *Ffomowork fer the scheduling, retention.and disposal of

personal information*. Subsection 6(3) 6f the Privacy Act provides that

a government institution shall dispose of personal information in
accordance with the fegulations and in accordance with ény directives or
gu1dEllﬂES issued by the Designated Minister in relation to the disposal
of such information. _

The intent of thls provision is to ensure, in planning and
errecflng the dlSpOSal of personal information, that institutions
protect the_lnterests of indlvidual to whom the informatlon_relates-as
well as kéeping in mind the'usual coh5i6ération§“of ﬁéldé'df the

information to the institution, and its archival or historical value.
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No regulations have been made under subsection 6(3) of the
Act.. Since the.Act is gxplicit in providing that institutions shall.
diqusétof pefsonal infbrmation in accovdance with any directives or
8U1d31i“es issued by the Designated Minister, the directives set out
below have the force of law,

*Government institutions shall schedule personal information

for retention and disposai in accordance with the following principles*:

(a)  where personal information was collected prior to the
coming into force of the Privacy Act and is not relevant to an
‘authorized operating program or activity of the institution
(as described in subarticle ,2.Z7. 2}, the information shall be

disposed of

b)) where further retention of persoﬁai information wight
unfairly prejudice the interests-of the individual to whom the

-information relates;, 1t shall he disposed of;

(¢) where per;anal information has-Been used to make a
deéision directly affecting an indiv{dual; the information
shall be retained for at least two years after the last time
the information was so used unless the individuai consents to
its éarliér'diépral (see note following these directives for

- elaboration);

(d) where a réqﬂeét for access to personal information has
been-reheived, the information shall be retained until such
time as the individual has had the opportunlty to exercise all

his or her rights under the Act,

(e) where an emergency exists ét a Caﬁaqian post abroad, the
head of the post, or the senior officer in chérge, may order
_the destrdction of personal information in order to prevent
the removél of the information from the control of the

.-institution; and
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(f) subject to (a) through (e). when personal  information is
no longer required for the:purpOSe'for.which_it was obtained
ot compiled by the institution, the iﬁformatioﬁ shall be.

.disposed of.

*Schedules for retentlon and disposal of personal 1nformation

shall also indicate the manner of disposal, as follows*:

(a) where personal information has been designated by the
Dominion Archivist as having archival or historical value, the

information shall be tféhsferred_to the control of the Public

Archives; and

(b} where personal information has not been so designated, it

shall be destroyed,

*Government 1nst1tut10ns shall retaln and dlspose of personal

1nformatlon in accordance with schedulas 1ncorn0raking all the reou1rements

of the precedlng two directives following the avproval of such schedules

by the Dominion Archivist%,

Note: Requirement (c¢) in the first of the preceding directives
needs some elaboration.

First,'as mentxoned an lndiv*dual may consent to the disposal
of pefsonal inrornatlon used to make a dec151on directly affecting him
or her prior to the passage of two years since the last time the
information was so used. This could occur where the indivxdual
demonst“ates, on requestlng and receiving access to inrormacion, that
the 1nrormat¢on isg 1ncorrec*, and whe?e the most aDpropriate means of
correctlpn is disposal, It could also apuly if bezore the ewpiry of
the two-year period, the information is no Tonger required for the
purpose for which it was obtalned or comu1led by the 1nstitution, as

reilected in the appronr1ate records retention and disposal schedule,
and the individual's agreement to disposal is secured. Consent of the

1nd1v1dual must be obtainad in . writing,



:Second,:it should be noted that whé:e personal information
used. fdf:aniédministrative purpose is contained in personnel records of
former: employees of government institutions or of former members of the
Canadian Armed Fotces, the information is to be retained by the
inst1tution(s) concerned for one year after terminacion of employment,
and then is to be transferred to the control of the Public Archives for
the second year of ‘this minimum two-year retencioﬁ period

" Third, prior to disposing of personal information that has
been used to ‘make a decision affecting an individual, institutions must
verify that thg:lnformation'has not been so used durlng the preceding
two-yeafsi :Vérifiéatidn may'be.dohe by.a careful examination of all
documentation due for disposal, and consultation, where any doubt
exists, Vithﬁéfficials who ma& have used the information concerned for

an administrative purpose.’

L2.4,3 *Minimum two yvear retention* Subsection 6(1) of the Privacz

Act proviCES that personal in[ormdtion that has been used by a government
_1nst1tutlon for an administrative purpose shall be retained by the
institution for such period of time after it is so used as may be
presCribed by regulation in order to ensure that the individual to whom
it relates has a reasonable opportunity to obtain access to the
information, o

Section 4 of the Privacy Regulations (see Appen&ix B)

establishes this'period as a minimum of two years unless the individual
consents to.éérlier'dispésal The section also requires that, where a
request for access has been received, the information must be retained
until such- tlme as the 1nd1v1dual has had the opportunity to exercise
all his or her rights under the Act. Notwithstanding these provisions,
the head.of.a Caﬁadian post abroad, or the senior officer in charge, may
order the deétructidn of the information'in an emergency in order to

prevent the removal of the information from the control of the institution.

V2.0h0,4 *Additional provisions® In addition to the provisions

ccntained in article .2, é the following provisions elsewhere in this

Part of the Chapter affect the retention and disposal of personal

information:
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institutions must, in accoirdance with subsecrion (1) of
the Privacy Act, retain a-recprdrof‘anyiuSelof pefsonal
information contained in.a'pe;sonal inﬁormatianfbank or
an& purﬁpse for which such infprmation;is;discioéed;where

the use or purpose is not included -in, the statements of

uses and purposes Set forth in tha_Pfivacy_index,.§nd

“must attach the record of use or disclosure to the '
pérsonal information (see article }4.5); and: f

-a réquést for discloéure and.a'récofd of any information
__diéclosed pursﬁant tosuch a reqﬁest ﬁndef,pgragféph B(2) (e)
. of the Privacy Act shall be retained:for_é'parigd-bf at
least two yéars following the.date on which the request

was received by the institution (see section 7 of the

Regulations in Appendix B and subartiele .3.7.5).
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Part IIT

3 :Use.and_disclosute'of personal information
3.1 *Cenaral principles*
Sections 7 and 8 of the Privaez constitute a code governing

the use and discloeure of all personal information under the control of
government inst1tut10ns.

Wheleas Subsection 52(2) of Part IV of the Canadian Human

Rights Act applied only to personal informatlon collected from an
1nd1vidual and used in a decision—making proceos relating directly to
-that individual, sections 7 and 8 the Privacy Act apply to all personal
information controlled by government institutions, that is not publlcly
favallable, regardless of its source or nature, The 1egislat10n has been
developed in recognition of the principle that the right of the individual
to prlvacy includes the right to control the use and diselosure of
1nformation about him or herself and, when exceptions te this principle
exist, to know what use can be made of the information and to whom and
for wnat purposes the information may be disclosed.

Three imnortant factors must be kept in mind when interpreting

the use and disclosure code in sectiong 7 and §:

(a) the code does not take precedenceé over specific statutory
prohibitions'regulating the use and disclosure of personal

information {e.g. section 241 of the Income Tax Act) but only

applies where no other such statutory provisions exist;

(b) the code only permits the use and'discloeure of personal
information for the purposes specified in subsection 8(2) - it

| does not. require them, Therefore, no- right of access to such
information is gianted to third parties (i.e. another government
institution, person, group of persons or organlzation) by this
provision. Instead, it is left to the discretion of the
government institution’involved whether or net it will use or

disclose the information for a permitted purpose; and
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(e) it is:governmant policy to balance the vequirement for
privacy Wlth the need . for govelnment institutlons to ensure
the éptlmum use of personal 1nformacion For any purpose
permitited by the Privacy Act, in order to promute general
efficiency in government operations, eliminate unnecessary
collection of 1nformatlon, reduce the rESponse burden on
individuals and f301litate tha sharing ot data for research or

statistical purposes.
3.2 *Purpose*

The purpose of this section of Chapter 410 is to assist in the
1nterpretat10n of the use and disclosure prov151ons of che PriVacX Act
and to set out directives and guldellnes which are to bé applied by
government institutions as a matter of government pbiicy: .Together, the
‘statutory provisions and the policies based on them provide a framework
to aid goverﬁmént institutions in making decisions relating to the use
and disclosute of péfsonal information. Covernment institutions with
significant holdings of such information éhould:dévelop'pfactiéés and
procedures which complement these statutdty,pfovisiénS'ahd policies and

adapt: them to the particular infoérmation under their control.
3.3 *ise of personal information*.

Section 7 of the Privacy Act sets out the general rule for the
use of personal information under the control of a goveriment imstitution.
Such information shall not, without the consent of the individual to

whom. it relates, be used by an institutiom except:

(a) for.the’purpose(s) for which it was obtained or compiled
by the institution;

(b) for a use consistent with the purpose(s) for which it was

obtained or compiled; or
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(¢) for a purpose for which personal information nay be

disclosed under subsection §(2).

_ ste-?efers to the employing of personal information within a
guvernméﬁt~iﬁstituticn to accompiish certaln purposes.  An institution
is limited in how it uses such information to the purpose(s) for which
it obtained or complled the 3nformatlon' uses consistent with that
pUrpoOSe (see arplcle .3.6 below) and to purposes for which information
may be disclosed under subsection 8(2)., This latter provision |
incofpbfatés into the uses allowed by the Privacy Act those.permissible
disclosures outlined in'sdbéectiqn 8(2) (see article .3.7 below) and
énables_iﬁétitutions to'undertake such disclosures. 1In other words, it
enables an institution which.controls personal information to use that

information for any purpose for which it could disclose it to another
institution or third party. Any other uses of personal information can
only occur with the consent of the individual to whom the information
relates.(ség'artiC1é:f3.5 below). The consistent uses provided for here

are subject to the limitations outlined in articles .3.6 and .4.6.
3.4 *Disclosure of personal information#

Subsecfion 8(1) of the Privacy Act sets out the general rule
governing the disclosure of personal information by government institutions,
Disclosure refers to the release of personal information, by any method
whatevef'(e;g; physically transmitting the information or allowing it to.
be exémiﬁéd}; to. any person or body, inside or outside of a government
institution which has control of the information, not specifically
authorized under any other Acc or regulatlon to obtain acecess to the

1nformat10n. *Dlsclosure of personal 1nformat10n by a government

instituCLOn is oanAallowed either with the consent of the individual to

whom the information relates or in accordance with one of the categorles

of permitted dlsclosures to third partles outlined in subsect1on 8(2) of

the Act * any disclosure of personal information to which these conditions

do not apply is an unauthorized disclosure of such. informatlon.



35 sProcess for obtaining congent¥

lConsént by an individdél to the use ov disclosure of personal
information for pﬁrpoées beyond those permittéd under-sections 7 and 3§
of the Privacy Act, may he. sought either at the time of- collection of

the information or subsequently when a Spelelc need arises.
.3.5.1 %Consent at time of collectiom*

" .When consent is sought at the time of=¢ollecfion of the
information;'institutions must give each individﬁal ﬁhe.opportunity to
indicate ihformed'consent 6r refusal-for such use or disclosure:_ o
Documents used to collect personal informatlon which w11l be used or

disclosed for purposes sther than those permitted undex sections 7 and

8, must include:

~{a) a description of the specific type(s) of information

involved;

(b) a description of the nature of the use or disclosure for

which consent is sought;

(c) a statemént that refﬁsal to cohsent to éuéh ﬁse or
discl osure w111 not pregudlce the individual in any way or
result in any adverse consequences for-che individual in
connectlon with the partlcular primary admlnlstrative

_ 'purpose( ) belng served by collectlon*'and_

(d) a CDnseut/refusal statement ulth space for the signature

of the 1nd1v1dual or authorlzed representative and the date.

All useb or dlsclosures for whlch c01sent is sought at’ the time or'
collectlon of personal 1nforma'10n must be included in the relevant

personal 1nformac10n bank descrlprlon puolished in the Privacv Index~
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L3.5.8 0 *Consent subsequent to collection#*

: When consent’ is sought for any use or disclosure subsequent to
col;edpibn of personal information, an institution shall employ a form
whicﬁ:ﬁeéFs:the:minimal'reQuirements contained in Appendix C.
IndiVidﬂals"maY=‘hOWEVBr,,indicate their comsent by perschal written
authorization., .In all cases a government institution shall consider

consent to be given only:

;(é) ' on recéipt’ of a signed consent form indicating the

.Iégreemént of the'individual or his or her authorized
representative (for authorized representative see

- sub~articles .3.5.3, .3.5.4, .3.5:5, and .3.5.6) to' the use or

disclosure; ‘or

(b)Y -on receipt . of a written autﬁbrizatioﬁ from the individual
- or"his or her representative (see sub-artieles .3.5.3, .3.5.4,
.3.5.5, and .3.5.6) authorizing that the information be used

or disclosed in a specified manner.

Sometimes consent for a use or disclosure is réquested Suésequent
to collection of the informarion to facxlltate the processing of an
appllcatlon or 2laim from an indlvidual Refusal to agree to that use
or disclosure may mean that the appllcatlon or clalm concerned cannot be
conbidered because of lack of information essential to maklng a decision.
In such'clrcumstances, the need for the 1nformat10d must be clearly
expléiﬁed to fhe.indiﬁiduai in writing and he or she given the opportunity
to supply the 1nformation, where this is appropriate,

When an individual. falls to indicate whether or not he or she
consents to a particular use or disclosure, an 1nst1tut10n shall consider
this a refusal of consenL. In some cases, however, where, in the |
opinion of the head of an institution, there is an overriding public

£

interest, the information may be considered for dlsclosure under one of

the categories of permlssible disclosures in sub-section 8(2), such as

paragraph 8(2)(m) (see article L3.7.13).
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.3.5.3  *Consent by minors¥

Section 10 of the Privacy Regulations (see Appendix B)
pravidesfthat rights or,ddtions:unde: the Privacy Act and: its”
regulations, including the giving of consent-imay‘be‘exeruisad-bﬁ“behalf
of minors by a person authorized by or pursuant to the law of Canada oy
a province to manage the affalrs of AN .

This regulation does not prevent consant belng obtained from
individuals under the age of mggority when such indxvxduals have.;he |
abillty to understand the subject ﬁaﬁter in;respect of_which:ponsent is
requested and are able to appréciaté the consequences of glving or
withholding consent, When.this is the case,. consent should be sought
frum the mlnor However, in situations where, in-the opinlon of the
institution, there 13 ‘a reasonable uncertalnty that these condltlons
apply, the institution siould, when the 1ndiv1uual is age sixceen or
younger, obtain consent from the parent ot guardlan ‘who has legal
custody of the minor. Wh1le the age of majorlty varies f1om province to
province, age sixteen is chosen in this instance as being -an age when

minors could reasonably be expected to be dapable_of,givihg cpnsént.
.3.5.§. *Consent by'incompétents*

Section 10 of the Privacy Régulaéiods (see Appendix B)

Vprov1des that rlghts or actions under the Privacz Act and-its -

reculatlons,'lncludlng the giv1ng of consent, may be exercised- oﬁ benalf
of 1ncompetent individuals (1.e. 1nd1v1duals incapable of managing their
~own affalra) by a person authorlzed by or pursuant to the law of Canada

or a prov1nce to manage the affairs of that persen,
.3.5.5 *Consent in respect to deceased individuals#

Sectlon 10 of the Privacv Regulations (see Appendix B)

provides that rlghts or actiouns under the Privacv Act and its

regulations, lncludlng the g1v1ng of consent, maj be exercised on behalf
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of deceased persons by a person authofized by or pursuant to the law of
Canadg ot a province to manage the affairs of the deceased, but only for
the purposes of such administration,

“The Privacy Act ‘applies to personal information relating to
individuals who ‘have been dead less than twenty years. When consent is
required for the use or disclosure of information pertaining to such
individuals for purposes of administering his or her estate, it should,
whenever feasible, be obtained from the executor or administrator of the
'individual 5 estate Where this is not possible, the head of a-
gove1nment 1nsLitut10n haviﬁg control of the record may wish to exercise
hiS'br hay discretion under the permissible disclosure pro%isions of
sﬁbéedﬁion‘B(Z).' In such situations paragraph 8(2)(m), disclosure where
the public interest clearly outweighs invasion of privacy or disclcsure
would clgarly benefit the individual, wmay become the most appropriate
provision for determining whether or mot the information will be used or

disclosed (see sub-article .3.7.13).
.3.5.6  *Consent by representative of an individual®

V_ISection 10 of the Privacy Regﬁlétions.(seé Appendix B)

provides that the rights or actions under the Privacy Act or its
regulétiéns;iiﬁcluding:thé giving'of consent, ﬁéy be exercised on behalf
of any 1ndiv1dual other than a minor, incompetent or deceased person
(see Sub~articles .3 5 3 to .3.5.5 above), by any person 3uthorlzed in
writing by the ind1v1dual to whom the information pertalns

This provision allows representatlves such as lawyers to act
on behalf of 1ndiv1duals in the giving of consent. *in all such

51tuations, government institutlons shall ask_the representatlve to

'produce written auchori7ation signed by the individual to whom the

1nformation pertains empowerlng the representathe to act on his or her

behalf in such matters.* In the case of 1awyers, such authorlzatlon may

be comprised of authorization in wrltlng by an 1nd1v1dual empowering the
lawyer to act in all matters involving the individual. The 'Appointment

of Representative Form' included in Appendix C may be usedrto aid in
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fulfiiling the requirements’ of thlb article but its use is not mandanory

and authorization by signed letter is equally acceptable as use of the

form.
3.6 *Consistent use#

Sections-7 and 8 of the Privacy Act-p:pvide-thaﬁ ﬁersonai

inforﬁatiﬁn.may'be used or disclosed by a government institdtion,
without the comsent of the: individual to_thm it relatgs,_for_a purpose
directly related to_the.purpo$E(s) fqr'which_chg iﬁfptmapiqn was Obtained
or.compiled, Such related purposes are terméd coﬁsistent uses. . For a
use or disclosure to be consistent it must have a. Leaqonable and dlrect
connection to, the original purpose(s) for which ‘the 1nformat10n was.
obtained or compiled. .

_ A number of examples below offer guldance to instltutions in
determlnlng when a use or dlsclosure of personal lnformatlon may be_

considered consistent. These are as follows: -

(a) use of such information in the_dévelopment_or exﬁéﬁsion
of a government progtam'or activity diractly related to the
_orlglnal purpose for obtalning or complling tha 1nformat10n.
(For example, if’ an instltutlon is expandlng a benefit program
to cover a cllentele with- the same 1ndiv1duals as chat of the
. original program, then personal 1nformation used in the
'origlnal program may be used in the expanded one without

obtalnlng the consant of each 1nd1v1dual affected)

(b) uses of such *nformation whlcn form part of an evaiuation
Or .8 tatlstxcal reportlng process for an ex*scing program or to
prQV1de analytlcal data for the development of new programs or
actlvitles related to the purpose(s) for which the information

was orlglnally ootained or complled

_(c) the dlsclosure of personal infcrmatlon by Corraotiona}
Services to the National Parole’ Board ‘where ‘the latter is
conSLderlng the release of an inmate from custody: and needs

such information to assist in making the decision;
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(d) the disclosure of information to an investigative body

for the‘puxpose of detemining whether an offence has been
committed in connection’ with the Act under which the information
was provided. By way of example:

- disclosure of an application filed under the Family

Allowance Act for the purpose of détermining whether of
‘an offence under. that Act has been committéd; or

~  .disclosure of an application filed for a passport in
‘order-to determine whether a false declaration has been
made which could lead to a prosecution for fraud under

" the Criﬁinal Code; and

(e) the disclosure of information which has been customarily
released into the public domain through the media. An example
is the disclosure of the names of accident victims after next
of kin have been notified or the names of persons charged with

an offence by an investigative body.

Requirement to account for consistent uses

To enable the 0251gnated Minister to fulfill the requirements

of section 11 of the Privacy Act respecting publication of the Privacy

Index, each government instltutlon must 1nclude,'1n its descrlptlons of

its personal -information banks, statements of all consistent uses for

which information in any bank is used oi disclosed (see article .4.3).

Subsection 9(3) of the Act (see article .4:6) provides for notlflcatlon

of the Privacy Commissioner and amendment of the perscmal information

bank description when institutions use or disclose personal information

in a manner which, while consistent with the purposes for which it was

obtained or compiled,  could not be anticipated and is, therefore, mnot

reflected in the Privacy Index.

*Parmissible disclosures of personal information#

Subsection 8(2) of the Privacy Act sets out circumstances

under which personal information under the control of a government

institucion may be disclosed to third parties (i.e. to another government
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tnstitution, person, group of persons or organization) in certaln '
c¢ircumstances without’ obtaining the congent of the individual to whom
the information relates. '

It is emphasized, however, that subsaction 8(2) only E its
disclosure of personal 1nformation to ‘third partles. It:does not c¢reate
a general 35555 of access for third parties to persomal information.
Therefore, it is not mandatory for an 1nstitution to release personal
information requested by a ‘third party under ‘any one -of" the thirtaen
categories of subsectlon 8(2) even when it is the’ subject of a request

under_the‘Access to Infotmation Act. Personal 1nformation ‘should be

disclosed by a government institution only after it has-ca:efully;
balanced the arguments favouring'&isclosure'agaiﬁst the poteéential threat
to an'individual's privacy pbsed by the disclosuré.iﬁsUEh'disclosures
should be governed by the iﬁterpretations and poliéies elaborated in
this section- and the detailed’ 1nstitut10nal practices and procedures
referred to in. artlcle .3.2 of this Part, '

"It should be noted that in stating that the provision is
'subject to any other Act &f Parliament’, subsection 8{2) clarifies that
specific statutory'prohibitidns'againét the disclosure of persdnél.
information take precedence over the diééretionary disclosures permitted
under subsection 8(2). Thus, specific prohibicions égainst disEIOSura

in such statutes as the Income Tax Act and the Statistics Act are

unaffected by this provision. _
Each paragraph of subsection 8(2) is intérprétéd-éépérétely.
The government pelicies which complemeut and assist in the

interpretation of each pa;agraph then fol;ow.
.3.7.1  *Original purpose and consistent use#

Paragraph 8(2)(a) of the Privacy Act provides that personal
information under the control of a government institution'méy.bé disclosed
to a third party for the purpose for which the information was obtained

or compiled by the government institution or for a use consistent with
that purpose. '
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This paragraph gives government institutions the discrecion to
disclese personal information to another government instltution, person,
group of persons or organizatlon if to do so is necessary to accompllshing
the-pulppsg;for which‘the information was obtained or compiled or for a
use consistent with 1t,  The consistent uses provided for here are

subject ‘to the limitations outlined in articles .3.6, .4.3 and .4.6.
(30702 *Act of Parliament or vegulationk

‘Paragraph 8(2)(b) of the Privacy Act provides that personal
information under the control of a goverament institution may be disclosed
to a third party for any purpose in accordance with any Act of Parliament
or any regulatlon made thereunder that authorizes its disclesure.

In effect, this paragraph incorporates all other authorizatioms
regarding the dlsclobure of personal information in federal statutes and
regulations.: ' _

‘Such aooﬁofiZétiOné are sometimes specific and sometimes broad

in nature, The -Canada Elections Act, which authorizes the posting of

electors' names and addresses for the gemeral public to inspect, is an
example of a spec1f1c authorlzation On the other hand, the Unemployment

Insurance Act, 1971, Whlch authorizes disclosure of information as the

Minlster deems’ advisable, is an example of legislation which gives a

broad authorization.
*Where the statutory authority is broad and personal information

has Beén released_thereunder, an appropriate enlry shall be made in the

Privacyrlhdéx that includes*:

(a) the statutory authority and regulation (where applicable)

governing disclosore;
(b) the type of information disclosed;

(¢} the purpose of the disclosure;
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(d) the third party receiving the information; and
(e) any conditions respecting use of the information.

Departments are directed that when'develoﬁing legislation and
rngulatlons which deal wlth the disclosure of parsonal 1n£ormation,
consultation w1th the Information Law and Privacv Section, Department of
Justice must take place prior to submlssxon of the appropriate '_ _
documentation for approval by che Governorwln*Councll or, where applicable,

priof to the approval of ministerial regulations.
L3.70.3 *Subpoenas, warrants, Court orders and rulos of court#

Paragraph 8{2)(0) of the Privacy Act provldes that personal
1nformatlon undo' the control of 4 government institution may be disclosed
for the purpose of complylng with a. subpoena or warrant assued or, order -
wade by a court, person or body W1th erlSdlCtan to compel the productloq
of lnFormatlon or for the purpose of complylng with rulas of court
Leaatlng to the productlon of 1nformatlon. The persen or body other
than a court may include quasi-judicial ‘bodies and comnissions of
inguiry. _

Wormally government instltutlons will w1sh to. comply with a
subpoena or warrantt There are instances, however, when this‘will not
be the case and, indeed, uhere it would not be proper to disclose the

partlcular personal 1nformatlon involved (Government 1nsc1tutlons

should, when & subpoena or warrant is recelved consult with thelr legal

‘advisor to ensure ‘the . Valldltv or the subooena or warrant and to

determine the proper form of compliance. ) * When respondlng to a’

subpoena, it is sufr:.c:.ent for the government lnstltutnou to produce
certified c0p1es of the records requ1red unless tha 5ubpoena stipulates
otherwise, When these copies do not become part of the court's records,
the government institution should request their return, either for

proper disposal or reintegration into its filing system.
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ERRE *Attofneyfsénefal for use in legal proceedings®

_ Paragraph 8(2)(d) of the Privacy Act provides that personal
.1nf0rmation under the control of a government institution may be disclosed
to the Attorney Géneral of Canada for use in legal proceedlngs invelving
the Crown in right of Canada or the Government of Canada.

This provision covers those situations where personal information
{s required by the Attorney General to conduct a case before the courts
or @ qﬂasi%judiciai body in which the Government of Canada or the Crown

in right of Canada is a party,
1.7.5  *Federal investigative bodies*

"~ Paragraph 8(2)(e) of the Privacy Act provides that personal
informatibﬁ under the control of a government institution may be disclosed
to an inves;igative body specified in regulations (see section 5,

Privacy Reguléfions, Appendix B), on the written request of the body,

for the purpose of enforcing any law of Canada or any province or
darrying out a lawful investigation, if rhe request specifies the
purpose and describes the information to be disclosed.

Thls is a perm1531ve provision which does not grant federal
1nvestigative bodles any right of access to personal information,
Rather, the prov151on leaves to the discretion of the government institution
involved the ultimate decxsion whether or not to disclose personal
information to such investlgatlve bodies. Disclosure under this provision
is permlssible “w_z to those limited number of federal 1nvestigat1ve
bodies named in regulations. '

Disclosure to federal investigative bodies is strictly regulated.
Personal information should be disclosed only to aid a specific enforcement
or lnvestlgative activity and never in respovse to a vague and indeterminate
inquiry Under the terns of paragraph 8(2)(e) personal information can
ouly be provided to federal investigacive bodies. pursuant te a written
request, which specifies the information being requested and the reason
why di9closure is tequested. Requests by such bodies may be made either

by letter or on the Réqueét for Disclosure to Federal Investigative

lodies Form (sée Appendix C). In either case the request must contain:
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(a) the name of the individual-to whow the information -

relates;
(b) the date of the request;
(¢) a description of the information requested;

(d) a scatement of the specific purpose to be sarved by the

disclosure of the particular personal information;

{e} the name of the federal investigéﬁive body and the'ﬁame,

title and signature of the officer making the request; and

(f) space for the name, title and signature:of the official

charged with making the disclosure and the date of disclosure.

Wheﬁ the request is signed and dated by an'officialﬂof the government
institution that has control of the information, it becomés a record of
disclosure. _ ; _ . _

Because of the potential impact 0f this type of.discldsuré on

personal privacy, *onlyv the nost senior offlcialb in each 1ns:1tution

shall have the authority to apnrove the dlsclosure of personal 1nformation

to federal 1nvest1°ative bodles.' chernment inst1tut10ns shall provide

annually to . the de51gnated Mlnlster a llst,_bv title, of EhOhE officials

authorized to’ aoprove such dlsclosures.' Further,_lnstltutlons undertaqug

dlsclosures of personal 1nformat10n o, federal investigative bodles

shall develon 1nternal directives governing such disclosures*

These 1nternal directlves must elther replace or 1nc0rporate
all present agreements relatlng to ‘the disclosure of personal 1nrormat10n
to investigative bod;es. They should dlstlngulsh among the various
types of personal'informat1on under the control of an institution (e.g.
between non—sen51t1ve biograpnlcal data and more sensitive information '
such as medical files}, imcorporate the prlnciples of all present
agreements Whlch remain appllcable, establish guidelines governing when

and under what condltlons personal 1nformation may be disclosed to
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federal: investigative bodies and ensure full accountability of the
sﬁpplying-iﬂsFiﬁution for such disclosurgs. In distinguishing among
various. types of personal information, special attention should be paid
to ident;fying,infcrmacion which was obtained or compiled for research
or stacistiéél purposes (e,g, standing statistical data. banks) or with
the clear understanding that no such disclosure of the information would

be made. (Institutions should disclose this type of pefsoual information

only in the_most exceptional circumstances where the need for disclosure

clearly outweighs the undertaking of confidentiality.)

Retention of requests for disclosure and records of disclosure

SuBsectibu'S(&)‘of the Privacy Act provides that the head of a
government institution shall retain a copy of every request receiQed by
the_governménc institytion under paragraph 8(2)(e) for such period of
time as may be;preétribed by regulation, shall keep a record of any
information disclosed pursuant to the'rEquest for such period of time as
may he prescribed by regulation and shall, on the request of the Privacy
Commissioner, make such copies and records available to the Privacy
Commissioner.

Section 7 of the Privacy Regulations. (see Appendix B)

stipulates that a copy of all requests for disclosure to federal
investigative'bodies and all records of disclosure_méde.in consequence
of such requests must be kept for a minimum of two years.

" These préﬁisidns establish a monitoring System for the Privacy
Commissioner in regard to the disclosure of personal information to law
enforcement bodles. Access to this information will allow the Commissioner
to review'5uéh diselosures of pérsqnal information, investigate complaints

by individuals and ‘report on any sbuse of this disclosure provision.

*Coples of'élineQUeSCS for disclosure from and all personal information

discloéea to law enforcement bodies shall be maintained in a unigque

personal inforﬁatidurbaﬁk set ﬁp for this purpose*. Individuals may

request accéés to information about themselves in such banks, but~much
of the information contained in them will qualify for exemption from

such access under-gection 22 of the Privacz Act.
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#Tn order -to ensure that no law enforcement or - investigative.

activity is coupromised by the disclosure of such:requests and information,

the institution which has control of this tvpe-of information  shall:

- clearly mark all'perSonalVinformatidn'in-thé'bank:with-a
notificatidn that ‘a section:zz exemption under the Act
may apply to it; ' '

- consult with the investigative body which requested
disclosure of the information befgre wmaking a

| determination to exempt or diclose if in'résponse to a
request; and

- when reSpondlng to any .such access requests under section 16
of the Act in any way, etcepc to grant dceess to the
information, employ Model. Letter " contalned in Appendix D

These provisions should be read in conjunctioa w;th_seqtlan 9

of the Privacy Aét_(see article .4.3) which requi&és.rEténtion-bf-a
record of any use or disclosure of personal information not_accbunted

for in the Privacy Index and attachment of that record to the particular

personal information used or disclosed.
3.7.6 *Provinces, foreign states and international bodies*

Paragraph 8(2)(£f) of the ggigﬁcv Act provides that personal
information under the control of a government institution way be disclosed
under an'agreement or arrangement Setweeﬁ the Government of.Canada”ot an
insﬁitution_thefeof,and the government of a proviﬁ;e; thé.goverﬁmgncfof
a foreign state; an interﬁétional organizaticn of staces or an international
organlzatwon established by the governments of stateS' ot any instltutlon
of any such 0overnment or organization, for the purpose o: admlnlstering
or enforcing any law or carrying out a lawful investlgation.

This prov151on recognlzes ex1st1ng practlces under which
persoﬁai ;ﬂformatlon ls.exchanged between_federal_police, sacurity and
other invgstigztive'bodies and their councerparts'béth doméstibally and
iwterﬁatibnally Such dlsc‘osures ald the effective carryzng out of law
enforcement and 1nvestlgat1ve act1v1t1es and dre necessary to maintalning

;he flow of 1nformat10n to federal law enforcemert agencles. The

- 332 —



paragraph-alSO permits fedeval government institutions to provide
information. to provincial.and foreign governments and international
organizqtions_for the purpose .of administering a statute, as well as,
enforéing one. :Exgmp"lés‘ of this ‘type of disclosure include the Ffederal-
provinciai ?xPhBhEE,Of_information related to social assistance and the .
internationdl exchange of Information required to administer veterans'
benéfits.i-. |

Disclosures under this provision are to take place in accordance
with an‘agreement or arrangement. Many such agreements or arrangements
have ekistéﬂ in the past. They have ranged in nature, however, from
formal:éiguéd-ddéuménts to oral commitments. Some formalization of
existing'procedﬁres is now required, It is recommended that personal
informatioh_should only be disclosed by the Government of Canada or a
federal government'institution to the governments of provinces, foreign
states or international organizations in accordance with agreements
sigﬁed'bY“aﬁ appropriate government official. Such agreements should
place the recéiviﬁg.goverhment; organization or institution under an
obligéfion nét to use’ or disclose the personal information which is
belng transferred for any other purpose(s) than those stipulated in the
agreement ercept ‘with the wrltten consent of the fedeéral institutionm

disclosing the 1nformat10n.3 *In order to ensure con51stenqy of approach

amang federal government instltutions, the terms of disclosure agreements

shall meet the minimum requlrements listed in document 5 in Appendlx C.*

Written agreements are sometimes unacceptable teo some foreign
governméﬁts aﬂd internafionéi organiéations when the exchange of
infofﬁatibn.involves law éﬂforceﬁaht, intelligence and security matters.
This relatively llmited area .of activities should form the only exception
ko *he general rule of disclosing personal information to other governments
and internmational organizations by formal agreement. Therefore, when
written.agreeﬁepts are unacceptable to a foreign_governmént or
internationai organization, and when the exchange of igformatiqn is
essential to 1a? enforceﬁenf, intelligence and security activities,
government iﬁstifutions may disclose personal information under an

informal arrangement.
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%711 federal government_institutibnsginvolvadaiu'theodisclosure

of personal information by agreement or arrangement shall indicate in

the appropriate entries in the Privacy Index the various'typea{of

agencies with which. the paftioular_information in the entrv is shared .

(e.g. provincial soéialiassiétance'agencies,_internatiOHal law enforcement

agencies ete.)*

All institutions lnvolved in disclosures of personal informacion
to prov1nc1al and foreign governments ot Lnternatlonal organlzatlons
must, in accordance with subsection 9(1) and (2), make prov151on for the
filing and retentlon of a copy of all_reoords,pertalnang_to_any disclosure
made under such agreements or arrangémencs which are nof:included in the

appropriate statements in the Privacy Index (see article..4.35).

L3707 *Members of Parliament®

Paragraph 8(2)(g) of the Privacy. ActaprOVidés that persounal
information unde* the control of a government. institucion may be dlSClOSEd
to a member ot Parlmament for tha purpose of rassisting the,1ndiv1oual to
whom the informaticn relates in rasolv1ng a problem. _

The term membexr of Parliament 1ncludes botn members of the
House of Commons and the Senate,- Thla provxslon has been 1ncluded to
remove, in most 1notances, the nece851tv of a memoer hav1ng to prove to
the satzsfactlon of a government 1nst1tutlon that a person has asked for
3551stance. Thls could’ be dlfficult to do, for etample, when the
assistance of a member is 1n response to an oral rEquest. In cases
where the 1nd1V1dua1 is 1ncapable of requestlng the memner 8 assistance
dlrectlj himself or herself, the request to a member may be made by an
agent of the 1nd1v1dual who has been authorized to aot on behalf of the
1nQ1v1dual -

In a limited number of 1nstances, however when the personal
1nformatlon is of an extremely sensxtive nature (e g, a medical racord
or 1mm1gratlon case record)}, the 1nstitut10n may ask the member to
~submit a formal request for the informatlon 1n writing. Under simllar

CarCUmStanCES, where the member is acting on behalf of an ageﬂt of an
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iﬁdividgaig an institution may seek the member's assistance in obtaining
proof that the agent 1s ‘authorized to act on behalf of fhe individual in
" guch matters. ' _
fWhere information which may not be available to.an individual

undgr'theféxemptiqns of the Act is involved,.the gnvernmenf‘imstitution '
nay disclose more- information in confidence to the member than would be
available €o the individual concerned if he or she made an application
for access under subsection 12(1),  Such disclosure may be made to
assist the member in better understandimg the circumstauces concerning
the individual and his or her problem, In such situations, the member
must first agree not to disclose the information involved to the individual
without the permission of the head of the government institution which

controls the information.
.3.7.8 *pudit purposest*

Paragraph 8(2)(h) of the Privacy Act provides that personal
information under the contyol of a government institution may be disclosed
to officers or employees of the inétitﬁtion for internal audit purposes,
or to Ehe'OEfice.bf the'Comptroller General or any cther person or body
specified in regulations for audit purposes..

" No persomns or bodies were identified for inclusion in the

Privacy Regulations.  The Auditor General of Canada is not mentioned in

this paragraph because disclosure to the Auditor General or a member of

his or her office is specifically authorized under the Auditor General

Act. ‘Therefore, disclosure is permitted under paragraph 8(2)(b).

Audit purposes include.the conducting of an independent review
and appraisal of the management practices and controls and of the
financial accountability of particulay Operatioﬁs'and programs. *Personal

information disclosed pursuant to this provision shall be used only for

audit purposes and not as part of any decision-making process concerning

the individual to whom the information relates*,



.3.7.9  *Archival-purposes®

paragraph_s(z)(i} of the Privacy Act préVidQS'ﬁhat péfsbnal
informétion under the contrel of a- government institution may be .
disclosed to the Public Archives- ‘of Canada for archlval purposes,

' DlsLlOSUIe for archlval purposas 1ncludes not only the actual
transfer of personal Lnformatlpn to the control of the.Publlc-Archives
for archival and historical purposes, but also'themexamihation by staff
of the Public-Archiﬁés of personal information within government
institutions in order to determine whether or not that information

‘qualifies aé an archival record and to establish appropriate retention
and dispesal standards for that information. o

" Further dlsclosures of personal informatlon by the Publlc
Archives is provided for in subsection 8(3) of the Privacy Act, Refer

to article .3.8 below,
.3.7.10 -Research or statistical purposes

- Paragraph 8(2)(j) of the Privacy Act provides that personal
information under the control of a government .institution may be disclosed
to any person or body for vesearch or statistical purposes provided that

the head of the government institution:

(a) is Satlbfled that tha purpose for which the informatlon
is disclosed cannot reasonably be accomplished unless. the
information is-provided in. a form that would 1dent1zv the

individuals to whom it relates; and

(b) obtains from the person or body a written undertaking
that no subseauent disclosure of the infbrmation will be made
in a form that cnuld reasonably be evPected to 1dentify the

individual to whom 1t relaces

‘The Research Application and Undertaking Form is discussed in

Appendix C. TIts purpose is to provide an avenue for coutinued rasearch

and statistical analysis involving personal data,'especially in medicine
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and the social sciepces, while making researchers, statisticians and
research,o;_stgtiStical bodies formaily'accountable for the protection
of individual_privacy when they are allowed access to such ‘information.

_ When contemplating the use of this disclosure provision for
~older. information, reference should also be made to subsection 8(3) of
the. Privacg Act (see article .3.8 below). This relates to disclosure by
the Public Archives, under certain conditions, of personal information
collected by it for historical and archival purposes for research or
statistical purposes.

If a researcher or statistician, to whom information has been
provided, wishes to Ieleaée.it in'a personally identifiable form, he or
she must obtain either the consent of the individual to whom the
information relates or-the permission of the head of the government
institution éontrolling the information. In the latter instance,
permission to disclose the information may be given on the basis of a
public ihterést statement as provided sub-paragraph 8(2j(m) (i) (see
sub-article .3.7.13 below). . |

. #When ‘an institution discovers . .that persbnal information is

being_diSCldSéd by a3person or body through publication or any other

methodfin‘cohéravention of a written'uﬁdertéking, it shall immédiételi

take steps to withdraw research privileges from that person or body and

the institution's legal advisor shall be consulted in order to determine

the proper steps to be taken to prevent further disclosures of the

personal information concerned¥,

(In exercising discretion to disclose personal information

under the research or statistical purposes provision, government

1nst1tutlons should take into account the sensitivity of the information

involved and other factors set out in the invasion-of-privacy tast

included in sub-article .3.7.13.).

.3.7.11 *Native claims research*

Paragraph 8(2)(k) provxdes that personal information under the
control of a government institution may ‘be disclosed to any association

of aboriginal people, {ndian band, government institution or part
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thereof, or .to-any per.son.ac.i.:i'nig on behalf of any of- t;hes&-:gl_.‘oups,_ ‘for
the purpose -of researching -ov valideting the ‘clajms, disputes or -
grlevances of any of the aborlginal peoples. of Canada.,;"

Thls prov131on permlts discloeure of. personal information to
researchers lnvolved in the process - of settling native. clalms.i ‘The term

aborxglnal pecple' is 1ntended to have the same meaning: as in the '

Canadian Charter of nghts., .Such 1nformatlon is primarlly contained in
the records. of the Department of Indlan Affairs and Northern Development
but is also found in other govemnment 1nst1tutions., Personal informatiOn
may be dlsclosed to-an individual acting on behalf of an assoc1atlon of
aboriginal people, Indlan band or. government 1nstitutlon upon preoentat1on
of a letter by that individual from. any such group accredltlng him or
her "as undertaklng wark 1nvolved thh researching ox, vaiidaflng natlve
claims on its behalf. Indivxduels accredlted to undertake such research
or valldatlon but not emoloyed by a government instltution must also

fill out the Research Application:and Unoertaklng Form" prov1ded for in

sub—ertlcler.B 7 10.-

(In everc1slng dlscretlon to dlsclose personal lnformation

under the natlve clalm TES&aTCh prov151on, government institutlons'

should take 1nto accoune the sensitlvity of the 1ntormat10n lnvolvea and

other factors set out in. the 1nva51onuor~pr1vacv test lncluded 1n
sub-article .3, 7 13.).

.3.7.12  *Payment of a benefit and collection of a debt*

Paragraph 8(9)(1) of the Prlvacv Acc prov1des that personal
1nf0rmat10n under - the control of a government lqstltution may be dieclosed
to any government 1nsc1tutlon for the purpose of 1ocating an indiv1dual
in order Lo collect a debt ow1ng to Her Majesty in right of Canada by
that individual or make a payment owing to that 1nd1v1dual by Her
Majesty in rlght of Canada, o .

“This prov151on is 1ncluded to Facilitate the task of locating
individuals for the puroose of Crown debts and paying money owmng to
1nle1duals Government 1nstitutioﬂs ehould release appropriate

1nxormat10n to oLher 1nstitutions for the purpose of ocatlng individuals
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owiﬁg Crown.dgbts, unless specifically prohibited from dolng so.
However, the provision does not permit the disclosure of information for
the purpose of investigating the possibility that a Crown debt is owed.
Inithe'cage_of benefits due an individual the infencioﬁ i5 to expedite
the location of individuals entitled to income tax refunds or other

goveranent cheques.  *For personsl information to be disclosed for these

Eeasons,-the_government institution réquesting the information shall

clear1y~3ﬁecifyfthegd§bt or benefit to the government institution which

controls the information. ' On the other hand, the disclosing institution

shall disclose only that ‘personal information which can be useful in

locating an individuai*,”

1t should be noted that this proviSioﬁ does not override
specific stétutory prohibitions against the release of the informaticn,

such as are contained in the Income Tax Act.

3.7.13 Public interest

Paragraph 8(2){m) of the Privacy Act provides that personal
information under the control of a government institution may be disclosed
for any purpose where, in the opinion of the head of an institution,

(i) the public interest in disclosure clearly outweighs any invasion of
privacy that could result from the disclosure, or (ii) disclosure would

clearly benefit the individual to whom the information relates.

' Sub-paragraph 8(2) (m) (i)

This prqﬁision is désigned to deal with disclosure of personal
information in éitﬁatidns which either canuot be readily foreseen or
vhich are so sbédialized thét they cannot be suitably covered in specific
terns elsewhere in subsection 8(2) of the'Privécz Act. It is emphasized
that the bfovisidh_doés not imply any right of access to personal
information by other government institutions or third parties. Rather,
the brbvision only permits disclosure by'the institﬁtion where, in the
discretion of the head of that institution, the appropriate conditioms,

‘as set out in this policy, are met. Further, the provision is only a
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sdppleménc to and not a réplacement. for'paragraﬁhs (a) to (L) of ..
subsedtioa 8(2).. In any case, it must be used. by 1nstitutions wlth a

good deal of restraint. sInformation’ shall be dlsclosed under this

provision. only when it.is apnarent that - there is a'clear nublie luterest

in dlsclosure but no other release categorv.under-sqbsection\S(Z),is
EEllcabl _ . B : . ._.. . |
Subsection 8(5) requires thac th&wPriVacY.Cbmmissipner_be~- |
informed of disclosures made under this provi#iﬁﬁ,;_?he Privacy Commissioner
may, subject to the admonition unot td disclbse.infOrmaEionffdr whiéh an’
exemption has been claiﬁed then, decide to inform or consult ‘the:
individuéi concerned, or to initiate a complalnc under. subsectlons 29(1)
and 29(3) or an 1nvestlgat10n under section 37 of the Act.

In deciding whether or, not to ‘disclose 1nformat10n under thls
prov1sion the head of an 1nstltut10n must balance the. publlc interest in
disclosure against the threat to an 1ndiv1dual s privacy. This balancing
musi be based on a 1nva51on~of*pr1vacy test_whlch welghs the-gxpéctati6ns
of the_individual, the nature of the p;rticular persofial infofmation
involved and the possible coﬂsequaﬁggs;of'disclcéute for the :individual
against the public interest in disclosure, whgther this_iS_asses$éd_in
terms of the benefit to only a.sﬁall number.of péople ot to chéfpﬁblid
4s a whole. There is no easy guide by which to determlne whecher oT N0t

spec1f1c dlsclosure is in the public lnterest, especially sincg the
crzterla must cover unique, onE*tlme cases, as well as what are termed
'elass' disclosures (i.e. Slmllar, regularlv recurrlng and: routine
releases affecting a large number of.indlv;duals).- There are obvxous
emergency situations where the-circumstdﬁcéé'are'ﬁrgent-and unambiguous,
the publlc interest in. disclosure is clear and the tﬁreat to- privacy is
very sllght. Thare are 51tuat10ns, too, whera. either: because of the
type of 1nformat10n 1nvolved or the passage of tlme, there is l‘trle, if
any, threat . to an individual's privacy. In_most si;uations, howeyer,
the public interest in disclosure is less immediately aﬁparént and a .
invasion-of- pthdcy test more cruclal in deciding exactly which types of

1nformat10n may be released,
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;gasis-uf-inVaeionuof«prjyacy test

“There are three interrelated factors which must be taken into

account iniany ‘invasion<of-privacy test. These are as follows.

(ay Expectations‘of the individual The conditions which

governed: the collection of the'pefsonal information and the
eXPeCtatiOﬁS of the individual to wﬁom'it relates are important
“eriteria in any test. Was the information compiled or obtained
under guarantees which preclude some -or all types of disclosures?
Or, on the other hand, can the information be considered to

have been unsolicited or given freely or voluntarily with

litele eXpectetion of being maintained in total confidence?

Has the individual himself or herself made a version of the
information genetally available to the public and thus waived

the right to privacy in these circumstances?

(b) Sensitivity of the information It must be determined

.what type of infdrmation'is involved in the request]for a

public -interest disclosure. Is it of-a highly sensitive

personal nature or ‘is it fairly innocuous information? Is the
ihféfmétion'ﬁery current end for that reasoﬁ more‘eensitive or
coufidential, or has the passage of time redueed that sensitivity
or confldentlallty S0 that disclosure under spec1f1c circumstances

‘would lead tq no measurable injury to the individual's privacy?

(c) Probabiiity'bf'iﬁjufy- If the information is considered

sen51t1ve, can it be surmised that the partlcular disclosure
carries wlth 1t the probabillty of cauSLng measurable 1n3ury9
: Injury is to be interpreted as any harm or embarrassment whlch
. w111 have direct negative effeets on an 1nd1v1dual's career,
reputation, financiai: position, safety, health or well-being.
~As well a head of an institutlon must conqlder if a disclosure
of persoaal information will make ‘that 1nformat1on available
for a decision~making process by a government institution

beyond that for which it is being disclosed.
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Institutions may also-have other factors ﬁnique to their own
situations whi.ch should also be added to:a inVasionhof*pfivacv;tést,
These should be addressed in. 1nstitutional guidelines drawa up in
consultation with the Designated Mmister._- Armngements for informlng
the Privacy Commissioner of 'class' public interest dlsclosures as wall
as particulér'disclosurés sﬁould be_made 1n cnnsultgtion with the
Privacy Commissioner, . : ' S _

Examples of 51tuat10ns 1n whlch there could be a. public
interest which ouCWelghs the potentlal lnvasion of privacy in disclosure

‘as outlined in paragraph 8(2}(m)(1) include.

(a)  health or medical emergencies, accidents, natural disasters
or hostile or terrorist acts where one or more individual's

lives and well-being depend on disclosure;

(b) disciosuxe of information to carry out an order of the

court (e.g'eﬁforcement of a custoedy brder); and

{c) disclosure of lnformatlon by an 1nscitut10n when it
considers it in the publlc 1nterest to release informntlon
: relatlng to an individual e1ther to substanciata a public
_statement by that 1nd1v1dual or to correct such a statement
In these c1rcumstances the 1nd1v1dual involved must. flrst have
stated publlcly mu;h of the information belng substanC1ated or

corrected (e g. a dlspute over a social beneflts c131m)

Application to individuals who are deceased

Sub paragraph 8(2)(m)(1) should be considered when dzsclosure
of information relatlng to an indiv1dua1 dead less than twenty years is
requested and admlnlstrat ive problems arise mak1ng ic unfeasible to
obtain consent from the executor or admlnhstrator of the indideual 5 .
estate (see article .3.5). Very aften‘there.ls_a dlminution of prlvagy
. concerns with the Paésage of'time_an& éqéh’inforﬁatiéh_can'bé.disclosed.

The head of an institution shbuldfweigh the senéitivity:Of the information



involved against the public interest in disclosure to determine if an
- ynwarranted invasion of privacy would occur if the information was
released, ‘Important factors to consider when making a decision whether

or not to disclose are whether:

(a) disclosire may cause definite financial injury to the
immediate: family of the deceased; or

(b) disclosure may endanger the physical wéll«being of the
immediate fawily of the deceased; or

(¢)  the head of the institution has reason to believe that an
immediate famlly member or ex-spouse does not want the

informatlon released

(d) the information contains medical, psychological or social
work ease reports or data which it is reasonable to believe

would prove harmfil to familial relationships; or

{e} " the deceased has expressed or implied any wishes with

regard to the information.

‘Individuals failing to return a consent form

As stated 1n article .3.5.2, when an individuval fails to
1nd1cate whether or not he or she consents to a partlcular use of
dlscloaure, an institution shall consider this a refusal of comsent. In
some cases, however, where, in the opinion of the head of an 1nst1tution,
there is an overridlng public interest or the admipistrative action
would benefit the individual involved, the head of a government institution
may consider the disclosure of personal information under the appropriate
sub~paragraph in 8(2) (m). Such disclosures must only be undertaken in
accordaﬁce with the requirements for public interest disclosures provided

for in the Privacy Act, including notification of the Privacy Commissioner,
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Sub-paragraph 8(2) (w) (1) -

This provlalon gives a. discrec1on to.the. head of a’ governmenc
institution to ensure that personal informatlon is not withheld rrom ’
* disclosure where an individual could clearly benefit Erom its,pelease.
The tesﬁ'in sﬁch.ciréumstancgs is_satisfied'if.the,individualr;onsidéré'
the release of the'infbfmaﬁion.of benéfit to him or herself. Sqme
exaﬁples of situétions_where personal information may be réleased on

ground of 'benefit to the individual' are:

{a) disﬁloéure to a doctor or hﬁs.ital of an individual's
| P i

blood type in an emergency when a transfusion is needed;

(b) disclosure to an airline of information to locate
passengers' next of kin where an accident has occurred or to
locate passemgers when, for example, they have been exposed to

food poisoning on a flight;

{¢) disclosure of information to assist in the determination
whether an ind1v1dual is entitled to an honour, gift or reward

9T to & promctlon or other pro£a8510nal advancement'

(d) dlsclosure of 1nformat10n that would verify that an

1nd1v1dual is the owner of stolen or lost property,

(e} notlflcatlon of next of kin in case of an accident or

dlsaster' and

(£f) disclosure of information about an individual to immediate
~£am11y members or an authori ized representative of the individual
such as a lawyer, under comp3551onate circumstances. (e.g, whether

or not an 1nd1v1dual has been arrested)
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Notification of Privacy Cowmissioner

Subsection 8(5) of the Privagzﬁéﬁg provldes that the head of a
government institution must notify the Privacy Commissioner of any
digelosure of ‘personal information under paragraph 8(2)(m) either prior
to the disclosure or, if this is not practicable, at the time of disclosure.
The Privacy Commissioner has discretion to notify the individual to whom
the information relétes of the disclosure if this official deems such
notific'a'tion' to be appropriate.

" The prov1sion acts as a rheck upon unreasonable use of
paragraph 8(2) (), _when notified of an intention to disclose, the
Privacy Cqmmlssioner may decide to intervene and recommend against
disélOsUfa.

‘Notification of an individual by the Privacy Commissioner is,
howéver, éhbjécﬁ to the requirements of section 64 of the Privacy Act.
ThiSTpréﬁiéibn places the Privacy Commissioner under a duty not to
dlSClOSE any information that is exempt under either the Access to

Information Act or Pr1vacy Act or any information which could confirm

the existence of personal information where the head of a government
institution, in refusing to disclose the informatiom, has not indicated

whether it exists.

Particular disclosure

When personal information is disclosed under the public
interest and individual benefit provisions on a unigue, one-time basis,
the institution must include in its notification te the Privacy

Commissioner:

(a) the name and last known address of the individual

involved;

(b) a description of the information being disclosed;
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(c) the purpose of the disclosure and a2 statement as to why
the public interest overrides privacy in this particulayr

instance; and

(d) the name and signature of the person authorizing disclosure,

Class disclesures

Class. disclosures are releases of pelsonal informatlon which
are relatlvely routine in nature and occur regularly. Such dlsclosures
are entirely dependent on the Privacy Commissioner agreeing to the _
approach being used. boverument institutions must contact the Prlvacy
Commissioner and nake arrangements for class disclosures which meet the
requlrements.of that office. Information relating to all class
disclosures must be 1ncluded as part of the approﬁriate_information bank

description in the Privacy index and also transmittédrto'pheJOffice of

]

the Prlvacy Commissioner for notlrlcatlon purposes. This information

pertaining to the arrangement _made. between the government institutlon

and the Privacy Commissioner shall con51st of

(a) a detailed description of the type(s) of infommation

involved in the class description;

{b) <the purpose of disclosure and a statehént as to how the
public interest or individual benefit overrides privacy in the

class release; and

{¢) the name and signature of the person authorizing the

disclosure.

Particulars of each érrangement concerning a class disclosure
which have been transmitted to and accepted by the Office of the Privacy
Comm1551oner satisfy the requxrement of the Act for the head of a
ooverﬂmenc LnStLCUElﬁn to not1ty the Privacy Commissioner in ‘advance of

any disclosure of personal information under paragraph 8(2)(m). To
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enéblE the FPrivacy Commissioner to monitor this type of disclosure more

effectivelz, each government institution shall, no 1ater than the

cermination of each financial year, report to the Privacy Commigsioner

‘the total number of disclosures per month pursuant to each arrangement

for a class disclosure that has been authorized.

.3.8 *Disclosure by the Public Archives*

Subsectiqn 8(3) of the Privacy Act provides that, subject to
any other Act of Parliament, personal information under the'control of
the Public Archives that has been transferved to the Public Archives by
a government institution for archival or historical purposes may be
disclcsed in accordance with the regulations to any person or body for
research or statistical purposes.

" Section 6 of the Privacy Regulations sets out the conditions

'for dlsclosure of archival or historical personal information for
"research or statlstical purposes. Such information may be disclosed for

these ‘purposes where:

{(a) the information 1s of such a nature that disclosure would
not constitute an unwarranted invasion of the privacy of the

individual to whom the information pertains;

(b) the disclosure is in accordance with paragraphs 8(2)(j)
or (k) of the Act;

(c) dﬁe hundred and ten years have elapséd following the

birth of the individual to whom the information pertains; or

{(d) 1in cases where the information was obtained fhtough the
taking of a census or survey, ninety-two years have elapsed
fdllowing.thé taking of the census or survey containing the

i{nformation.
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‘lhls provnzon pemlts tne disclosure af personal mformation
in certain circumstances for research of an historical nature., It is
similar to paragraph 8(2)(3), disclosure for rasearch or statlstlcal
purpeses, but this latter clause was thought too: restrictive i regard
to furthér disclosure of personal information. to allow. hxstorical
research to be conductad at the Public Archivas, The Public Archives
is, therefare, permltued to make personal lnformatlon whlch it has
collected for archival or historical purposes available for research oy

statistiéal pu:posesrunder the -specific conditions set out in the

Privacy Regulétions, It should be noted that:

{a) éub«section 8(3) does not create a right of access for -

third ﬁarties to personal information collected by the Public
Archives for archival o::historical purposes. Rather, it =
ﬁermits that institution-discretien to disclose such information
under partlcular conditions to serve speclflc research ovr

statistical purpose -and

(b)- while naragra?hé S(Z)(j) énd Ak) of the Privacy Act are

mentloned spec1f1cally in section & of- the Privacy Regulations

as prov1d1na for permissive disclosures by :he Public
Archives, all other provisions in section 8 of the Privacy Act
apply equally to the Publiz Archives and it is governed by the

policies preécribed in this Section of Chapter 410.

The provision is subject to any other Act of Parliament. This
means that wﬁere'a federal statute forhids the,disqlosﬁre of personal
information (e.g, the Incor_ne"I’_ax Act), it (.E'a.nnol: be disélosed.by ‘the
Public Archives, The regulation prescribing the circumstances under
which persenal information of an arxchival ox historical nature may be
disclosed, is based on the differentiation between information which
would and would not comstitute an unwarranted invasion of prlvary to the
individual to whom it pertains. By vay of example, sensitive medical,
personnel and Law éniorcement records could contain information the

disclosure of which could pose an unwarranted invasion of privacy. On



the other hand, a letter from a citizen to an employee of a government
institutiqn;discussing a publie issue probably would not qualify as
informatidn.QOSing:an unwarranted invasion of privacy. -

‘Since the Public Archives assumes control over the personal
information tranaferred to it for historical or archival purpdées,
discretion to differentiate between:those types of personal informétion
which would and would not constitﬁte an unwarranted invasion of privacy

is giveh“tO'the head of that iInstitution., *However, as a matter of

government-policy> the Public Archives shall:’

(a) set out detailed guidelines based on section 6 of ﬁhe

Privacy Regulations to govern how all such differentiations

are made;

(b) ‘make such guidelines 'publicly available; and

(¢) limit delegation of autherity to approve such

differentiations to sénior officials within the Public Archives#.

These guidelines should take into account the principles of

the invasion—of—privaéy test set out in sub-article .3.7.13.

*Further;'the-?ublic Archives shall, at time of traasfer,

consult with-eaéh'government institution transferring personal information

to its control for archival or historical purposes in order to obtain

its advice, based on the guidelines prepared by the Archlves, as to

which personal-informatlon would, if disclosed, constitute an unwarranted

invasion of privaéy.* The final decision as to whether or not to

disclose'pértiéular personal'information for archival or historical
- purposes, of'éourse, 1ies with the Public Archives but it should take

into account recommendations from the transferring institution,

In order to provide a control mechanism over disclosures of

personal information for research or statistical purposes, subsection 8(3)

is subject to review of the Privacy Commissioner in accordance with

subsection 37(1) of the Act,
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- This section should be read'in“eonjdnctidﬁ with -
sub-article .3.7.10 dealing with paragraph 8(2)(1), veésearch or statistical
purposes, and sub-artiele .3.7,11 dealing with paragraph 8(2)(k), native

claims research.
3.9 #*Information publicly available®

Subsection 69{2) of the Priﬁac? Act provides that the use and

disclosure code in sections 7 and 8 of- che Act doas not. apply to personal
information which is publicly available. ' .

‘This provision applies to'informatien which has been'published
in any form or which canstltutes or ‘is part of 3 publ;c record obtainable
from another source., An example of the latter would be coples:of trial
records relating to an individual which are available from the:EQett

office. In such cases, it would not be sen51ble, for instance, to
réquire an institution to obtaln records dlrectly from the court if they
are more readlly obtainable. from another Lnstltutlon._ The prov131on is
included to prevent ansurd situatlons where a gOVernment institution
would be refusing to disclose 1nformat10n Lo another institution or
other third party which i5 already in the public domain‘

Such personal information remains accessible, however, to the

individual to whom it relates under the Privacy Act.
.3.10 #Addresses and mailing listé?

| An 1nd1v1dual s hcme address falls wlthin the defxnitlon of
'pefsonal 1nformation in paragraph 3(d) of the Prlvacz Act.1 As a general
Tule, uherefore, it is not to be disclosed Eor malling list purposes by
a government institution., 'Exceptions are_limlted‘to the fellowing

situations: -

(a}_ the compllatlon of maillng lists for disttibution to
specified government Lnstitutions or third parties is the
purpose for which the addresses of indlviduals vere collected
and the 1ndividuals concerned have been so advised by the

government instit ution,
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(b) the individuals on the mailing list have consented by
~voluntarily providing their addresses to facilitate their

receipt of information about certain subjedts and events;

"(c) ‘the transmitting of information contained in mailing
lists is authorized by an Act of Parliament or-a regulation as

provided for in paragraph 8(2)(b) of the Privacy Act; and

_(d) in exceptional circumstances only,:disclosure of this
type of ‘information may be justified under paragraph 8(2)(a),
consistent use, or subparagraph 8(2){(m){ii), individual

benefit, ot_one of the other provisions of subsection 8(2).
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Part IIL

A Adcounting for use and disclosure Cf-persoﬁal'info%mation
N *General principles*

The Use'and'DiSQLGSufe Co&e.dealﬁ'with”iﬁ"scbtibn .3'isﬁbased
on the principle that the right of ran ind1v1dual to privacy includes the
rlght to control the use which is nade of information about him ot
herself and, whet exceptions to: thlS princip]e exlst, to know what use
can be made of the 1nformatlon. “Section 9, paragraph ll(l)(iv) and
subsectlon 11(2) of the Privacx Act eusure that all uses and dlsclosures
of pexsonal information in perscnal informatlou banks are - recorded,_]
accounted for and, where approprlate, descrlbed in the ersonal information

index (Peracv Index) so that an 1nd1v1dual can determlne what specific

uses and disclosures of particular personal information have occurred.
A2 *Purpose®

The purpose of this section of'Chapter 410 is to assist in the
interpretation of those.proviéibns:bf ;hg:?riﬁécg.Agg felating to the
publishing of primary, consisﬁeﬁt and regular uses of personal
information in personal informétion'banks,_thefreténtioﬁ of use and
diécioéure records and the accounting for consistent uses not pfeviously
published; and to set out directives and guidelines concerning these
provisions which are to be appligd_és a @atter of government policy.
Together, the statutbfy provisiﬁns and the policies based on them
provide a framewérk'tc.aid government institutions im acdounting for the

use and disclosure of persopal informationm,
4.3 *Statement of purposes#
Paragraph 11(1) (iv) of the Privécz'ﬁct'pfovid&s_tﬁat the

Designated Minister shall cause ta be published'on_a_periodic:ﬁasis-not

less frequently than once each year, as part'of‘che_?rivacy.fhdexa‘a

statement of the purposes for which personal information in the bank was
obtained or compiled aund a statemeht of the uses cousistent with such

purposes for which the information is used and disclosed.
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This requirement to publish a statement of uses and a statement
of consigtent uses is the essential basis Of.accounting Eor use and
_disclosures which underlies the Use and Disclosure Code set out in
sectlons 7 and 8 These statements identify primary and consistent uses
for the purposes of ‘permitting uses and disclosures under paragraph 7(a)
‘(see article 3 kS above) and 8(2)(&) {see subwartlcle +3.7.1 above). As
well, they provide 1ndiv1duals with a way of determlnlng the uses and
dlsclosures which are made of- 1nformacxon concerning themaelves._ *In

order to. ensure the comnleteness of this nOlelCﬂthn process,

government institucrons are required to prov1de to the Desrgnatea

,_Mlnister comprehensive statements of all purnoses for which personal

'information in each bank under thElI control was obtained or compiled

and similar statements of con51stent uses for which information in each

‘bank is used or disclosed as part of the personal information bank

identification and description process reguired by section 11 of the Act

and to update these statements annually.*

alh *Routine uses not included as primary or comsistent uses#

Subsectlnn 11(2) prov1des that the Designated Minister may set

forth in the Prlvacv Index a statement of any of the uses and purposes

not included in the statements made pursuant to sub-paragraph
11(1)(3)(1v), for which persenal 1nformat10n contalned in any .of the

persondl lnformation banks referred to in the Prlvacy Index is used or

disclosed on a regular b351s.

Thls prov1sron permits government institutions to provide to

the Designated Minister for publication in the Privacy. Index statements

of routine uses of personal information, which is neither a primary not
'_cone1stent use. These are permxss;ble disclosures of the 1nformatlon
under subsecrlon 8(2) of the Act (see errlcle .37 above) which rake
place on & regular basis. Exampleq of such routine uses are the provision
of iﬂformation in- Unemployment ‘Insurance Commission files to. Members of
Parliament (under paragraph 8(2) (g)) or the prov151on of famllv allowance
information by National Health and Wel fare to the Department af Indian

Northern Affalrs to carry out its programs {under paraorapn 8(2)(b))
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Such statements of routine uses increase the knowledge of the indivldudls
about the various uses dnd disclogures made of information concernnng
themselves.  As well this’ subsection anhances administxatlve effiCiEnCy
If no statement of ‘a SpGlelC routine use is- ineluded: in thc Indek then
an 1nst1tut10n is 1equ1red in accordance with subsection 9(1) of the
Act (see article .4.5 below), to record each ‘such use On an indiv1dual'
file. The statement of routine uses ellmlnates this need ts annotate an

individual's file.

*Government 1nst1tut10ns shall, ‘as Bart of the personal

_ 1nformacion ‘bank 1dent1ficat10n and descrlptlon process required by

sectlon 11 of the Act, provide to .the De51gnated Minlster ‘astatement of

routine uses wade of 1nformat10n in each bank undey cheir control and

- shall update these statements anpually. x
L4605 *Retention of use and disclosure record®

Subsection 9(1) of the.PriVaci Act'provides.thst a government
institution shall retain a record qf:any usé.by the iﬁstitﬁ{ion of
ﬁefsonal information contained in'a personal'informstion bank or any use
or purpose for which such 1nformat10n is dlsclosed by the 1nst1tution
where the use or purpose is not 1ncluded in the statements of uses or

purposes publlshed in the Prlvacy Index pursuant to paragraph

11(1)(a)(1v) and subsectlon 11(2), and shall attach the record to the
persoaal 1nformat10n._ ' '
Subsectlon 9(2) of- the Act provides that such record of use or
disclosure desc11bed in subsectlon 9(1) shall be deemed to form part of
the personal 1nformat10n to whlch it 1s aCtached
The . purpose of these two subsectlons is to ensure that any use

made of personal 1nformat10n whlch is not listed in the Prlvacy index

can be traced by the 1nd1v1dual to whom the 1nf0rmat10n relates. 'By'
requlrlng that a record of such uses and dlsclosures be attached to the
personal 1nformat10n, it will be acce331ble along w1th the information
when an access request is made, subject to any exemptions whlch may

apply. Thls prov1slon also assists the Offlce of the Privacy Commissioner

in reviewing ths use and dlsclosure of personal informatlon.
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| In the case of a use or -purpose for Which'bersonal information
is disclosed but the use or purpose is not included in the description

fo the'partigular personal infdrmation banks, *a record shall consist

(i) of the name and title of the person disclosing the information, (ii)

the name’of the institution, person, group of persons or organization

receiving the information, (iif) notation of the use made of the

information; and- (iv) a copy of the ‘information disclosed.* -

" As provided in section 4 of the Privacy Regulations (see

Appendl\ B) these records must be retained for a minimum period of two
years followlng the use or disclosure,

' In the case of class disclosures reference must be made to the
release arrangement agreed to by the Privacy Commissioner (see

subrarticle .3.7.13).

Investigative bodies

When a disclosure of pgrsonal-infbrﬁation is made by a
government institution to a federal investigative body under paragraph
'8(2)(e):(sea sub-article .3.7.5 above)} subsections 9(1) and (2) still
apply. A copy of the record of disclosure will be attached or maintained
as part of the particular record disclosed and. becomes part of the
personal information concerning the individual that is under the control
of_ﬁhe_gove:nment inétitution. Such records.of disclosure, if disclosed
to'the'iﬂdividﬁal_invo}ved,rcbuld compromise an imvestigation which is

in progress. *Therefore, institutions shall ensure that all records of

disclosure are clearly marked as possibly qualifying for a section 22

exemption under the Act (the Model Form in appendix € has this noted on

it) and on those occasions when an_individual requests access to personal

information abcut him or herself to which is attached a record of

aisclosure Lo a feaeral investigative bodv, the government instltution

that has control of the 1nformat10n shall:

- consult w1th the investigative body Whlch requested

dlsclosu:e of the information before making a

defermination to exempt or disclose it in response to a

request; and
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- whan exemptlng the information in response Lo an access
tequest under section 22 of 'the Acty, employ Model Lettay
E contalned in Appendix D. _
1f the investigative body. indlcates that the 1ecoxd of disclOSuxe does
‘not: qual1fy for exemptlon, it must be disclosed as part of the personal
information 1equested of course, the record of disclosure. of pelson&l
information to 1nve,t1gat1Ve bodies is available for examination by. the
Privacy‘CommiSSioner-regardless of whether or not it is considered to

qualify for exemption.
N *Consistent uses not previously accpﬁntéd for* ..

Subsection 9(3) of the Privacy Act'pfOVideS'Ehat'whefe personal -
information in a personal information bank is qsed.ér disclosed for a
use consistent with the purpose for which the information was'bbtained

or compiled by an institution but the use is not included in the statement

of consistent uses p&biishéd'in the-Privacy:Ihdex'purSuant?td‘sub—paragraph

11{1){a)(iv), the head of a government:iﬁstitution shall:

(a)} forthwith ﬁotify the Privacy Commissioner of the use for

vhich the information was used or disclosed; and

(b) ensure that the use is 1ncluded in the next statement of

consistent uses publighed in the Przvacz,Index.

This proﬁisién is included to deai'with'fhoSe ewcéptional
circumstances where it may be necessary for instltutions to use or |
dlsclose personal 1nformat10n for a purpose which, while consistent with
the purpose for which 1t was obtained or compiled, could not be.
antlclpated and is, therefore,_not reflected in the EEQEE" It permits-
use or dlsclosure fér such a conslstent use under paragraphs 7{(a)’ and -
3(2){a) only where the Privacy Commlssxoner is immediately notified.

Institutions are also required to submit an amendment of the personal
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iuro?maﬁlon bank description to the Designated-Minister serting forth
the new use. This amendment will be added to the statement of

consistent uses for that bank and published in the next issue of the

2rivacy,$ndex, The provision thus ensures that publication of all
e . o Lo

'consistent uses' ocecurs in the same form but permits government

.inspitutions'sqmerflexibility when a legitimate new conéistent use

arises.
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Part III

5 *Right of access to_personél”iﬁformation*””

The Prlvacy Act provides 1ndividuals with a right of - accesa to
personal 1nformatlon ‘about themselves. ‘The Act also enables individuals
to request correctlonq to be made to such informatlon where tHere is an
error Or an omlsston or require that a notatlon be attached to~ that

information reflectlng any correction requested but not made.
5.1 *Purpose*

This section provides assistance to gdvernment-institutions in
the 1nterpretat10n of those provisions of the Privacz Act that deal with
‘aceess to personal information under the Act and sets out dlrectives and
guldellnes concerning these p10v151ons which are to be applied as a
matter of government pollcy Government institutions should where
approprlate, develop and implement internal procedures, ensuring that
these are consistent with the provisions of the Act and the content of

this policy.
5.2 - *Informal access*

Provision of access to the type of personal 1nformatioﬁ_ﬁhat
has been generally évailable'frbm gbvernﬁént institutions to individuals
about themselves is to be continued without formal processing under the
,Privacv Act., Ekamples include information in a claimant's UIC file,
pay%oll deductiqns, vacation leave credits or personal information
already published. | _

Where informal access cannbt be given to the personal
information requested, the applicaﬁf should be informed of his/her
rights undgr'the Privécz Act (seé Model Létfer A, Appendix P) and of the
manner of ekercising such_rigﬁts-tthugh the use of the Access to

Personal Information Request Form,
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5.3 %General requirements. for processing formal requests*
53,1 *Cowplete requests*

_ Suosectlon 12(£) of  the ?rivacx Act -provides the rlght of .
access: to Canadian e1tlzens or permanent resxdents, within the. meaning
of the Immigratjon Act, 1976, to personal 1nformatlon held about the
1nd1v1dual by a: government institution. Pursuant to subsectlon 12(3),
che Governor in Cquncil may, by order, extend the right of access to
personal infdrmation'to individuals aot referred to above. This right
has been_ekEEnded‘to foreign prisoners incarcerated in Canada.

Sectlon 13 of the Privacv Act and sections 8, 9 and ld of the

Prwvacv Regulatlons (see Appendlt B) provide that anm applicant has made

a formal request for access to personal information when the application
meets the folloﬁing requirements:

=~ . it is in wri;ing, using the Access to Persconal Informaticn

Request Form; _ '

- it has been addressed te or received by an appfopriate

:officer ot the government institution listed in the
ScHedule to the Act that has control of the personal
1nformat10n in questien; and

- it 1dent1fles each personal information bank that is the

: _subgect of the request or provides sutf1C1ently specific

1n£orma;;on in respect of each class of personal information
so_as'tn render it reesonaoly retrievable by the government
instit utlon. ‘ _

If the government institution belleves that the aopllcaclon
does not .contain sufficient information on the locac1on of the information
to render it reasonably retrievable, it should contac' the appllcant to
ask for more_fnformatlon before refusing to process the application.

*Lf (subjece-eo the Eore501ng). a request :or access cannot be processed

because it is incomolete, govexnment instltutlons shall w1th1n 10 da¥s

of receioc. Lnform the aoplicant of the steps reoulrea to comnlete his

or her. reouest “and of his or her right to comnlaln to the Lrlvacv

Comm*ssioner if” the aunllcant belleves that sufficient 1nformat10n has

al;eadv been prov1ded ‘to retrieve the information.*
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The time available for government institutions to protess
requests to- personal information is to be counted from the date of
receipt of a complete request, as defined n this arLicle.

As a matter of government policy, *government institutions

should assist 1ndiv1duals sceking personal information under the. Prlvﬁ_x

Act, (e.g. handlcapped 1ndiv1duals) who are unablc to euercise their

rlghts u51ng regular procedures*
.5.3.2  *Identification¥

Before accéss is given to perSonal-informationg government
institutions shall, pursuant to subsectlon 8(2) of the Regulatlons (see
Appendix B), requlre "adequate 1dent1f1catlon from the appllcant,
accordlng to the identlflcatlon réquirements for’ 1nd1v1duals established
by an institution for the relevant personal information bank..-where
rigorous vérificacion'of identity is necessary, the anplicanc may be
réquired to present hlmself/herself in person. when access is given, If
there is any doubt about the 1dent1ty of the person, disclosure of
personal information’ sbould not take place under any c1rcumstances.

In accordance with Section 10 of the Regulatlons {see
Appendix B), agents can be authorized by the appllcant to exercise the
right of access on his ot her behalf. Where the rights of an applicant
under the Acc'sre exéncised'by a'duly autnorizéd repfescntative,

*government 1nst1tutlons ‘shall- requxre that the appllcant s representative

prov1de both adequate 1dentif1cat10n and written proof of authorlzation

to act on behalf of the appllcant before access is glven*

.5.3.3 *Documentation#

It is important that government institutions internally
document essentlal contrel p01nts at ail stages of the access process,
as such documentation may become necessary as evidence during the rsview
process, ezpec1ally review of 1nst1Lutiona1 dec1slons undertaken by ‘the |
Privacy Commissioner. A sample tracklng document 1s prOV1dcd in Appendlx A

of Part IV of this Chapter. This same form can be used to capture data’
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for the annual report to Parliament, pursuant to subsection 72(1) of the

AGE . *GoVernmeﬁt'institutions shall record all administrative actions

raken in:processing .requests under the Act wherea such actions are

required by the Act or the Regulationsg.*

Exgmptlon decisions-must-also-be carefully documented. (*All

reports, deliberations and decisions on invoking exemption provisions

should be recorded and filed along with the information to which they

pertain*). *Such documentation shall be subject to the controls ou the

retantion and-digposal of personal information set out in article .2.4

of -this Part.,*

5.6 *Notices#*

The Privacy Act sets out specific time limits for processing
requests and conditions under which the applicant must be notified.
Whére the government institution fails to give access within the specified
time;limitg, for the purposes of the Act, it is deemed to have refused
accesé.' Government institutions are encouraged.to_reﬁiew the request
with.ﬁhe.applicant, especially when this would be helpful in interpreting
the request, or aid the applicant in understanding any difficulties
which may Be encountered in processing the request {e.g. time extensions
sought, the need for additional information etc.). Well-negotiated
handling of requests may reduce the incidence of appeals.

Tﬁe notifigation requirements prescribed by the Act are set
out béldw. .Modéi Letters for notices are provided in Appendix D.

_ © The Act provides that government instiﬁutions shall, within

thirty caléhdar.daysléf:receipt of a complete request, give a written

‘notice to the applicant concerning the following:

(5) Excluded records: When the records containing personal

information are excluded from access under the Privacv Act

(for an explanation of excluded racords, see section .& of

tﬁis Parﬁ)..
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(b) Method of access: ‘When access 1s .to be-glven, provide a

copy of the personal information requested or by advising the
applicant that arrangements can be made for viewing the
information adcbrding-to_thejconditions specified in seection 9

of the Regulations (see Appendix B);.

(@) Exten51on'i'wﬁén:a governmEnt-institution requires more

Ctime than the initial pertod of 130 days. The notice shall

1nfotm-the_4pp11cant_of the length of the extension and of
his/her right to complain to the Privacy CommiSSioner about
the extension. The circumstances under which the initial
period of 30 days may be extended are the following, as set
out.in séction 15 of the Privacy Act:

" if meeting the original time 1imit would unreasonably
interferé'ﬁith.the'oparations of thé government
institution; or '

- if the consultation necessary to cecmply with the request
" cannet réasonably be completed within 30 days.
(Consulﬁatioh in the context of this provision.refers teo
consultation of the type'uﬁdeftaken with other'gOVefnment
institution, foteign govéinments, medical practitioners
etc. but égg:interﬁai'Cbhsultafidn.) It is impdrtént-to
note, howeﬁerQ'ﬁﬁét'éxtéﬁsion'of time 1imits under the
' Privacz Act in ‘these c1rcumstances is pefmitted only for
a maximum of another 30 days. ' _ '
A form letter descrlblng the required content of these notices
is provided in Appendlx D (see Model Letter G).
Time extenmsion can alse be sought for such a period of time as
is reasonable,.lf additional time is necessary for translation purposes.
(d) EXemgtion: When access to the'péréénal infofmation
requested or part thereof is refused. The ﬁoEicé:should state
the ‘specific. exemption which aé?lies br_éhét the personal’
information forms part of an exempt bank or éhat the personal
information does not exist, or, where thé'government institution

does not indicate whether the record exists, cite the specific
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provision of the Privacy Act on which the refusal_would be
based or could reasonably be expectad t:_o. be based {f the |
information existed. It is to be noted that, pursuant to.
subsection 16(2), the government institution may but is not -

- required to indicate whether or not the personal information
exists. The notice should also inform the applicant of
his/her. right to appeal the decision to the Privacy Comrissioner

(see Model Letters D, E, and H in Appendix D),
5.5 . *Exemption spplication procedures%
.5.5.1 *Exemption review#

The underlylng principle 1in applying most exemption crlterla
is the weighing or balanc1ng of the right of acctess to personal information
against the injury that could ensue from disclosure of that information.
The bases .of the factors governing exemptions are discussed in '
section .7 of this Part and this policy should be referred to when
applyiﬁg exempCion criteria. _

Under the coordlnation cf its Privacy Coordinator, a *government

1nst1tutlon shall review all personal information requested under the

Privacy Actuprlor to disclosure in order to identifv information that

may technically qualify for exemption under the provisions of the Act*,

In large institutions or institutions with regional offices, the reviaw
may take place under the coordination of a divisional or regional
privacy coordinator. In some institutions personal information may be
designated as part of an exempt bank. For policies regarding personal

information contained in exempr banks see article .7.6.1.
.5.5,2 *Precedents*

In dealing with requests for 11format¢on to which access has
already been sought, government 1nscitut;ons should note that the
decision to release or withhold a record may change because the injury

involved is diminished or other new circumstances now apply.
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*Government iﬁstituticns'must assess each request on its own merits

using precedents only as guldelines in maklng a determination: eiLher C Lo

dlsclose or_exempt personal lnformatlon.* Documents classified under

the: government securlty classif1cation system should receive more
careful prellmlnary examlnation. .However, the fact that-a document is
classified does not mean that it is éxempt and -each document must be
judged in relacion to the exemption provisions of the Act;_*At the
review stage, the 1nformat10n should be -screened for medical inr01mat10n
and a decision made as to whether it may potentlally qualify for an
exemptlon'under section 28 of the Act and thus should ‘be referted to.a
duly qualified medical practitioner. Procedures coﬁéerning the
disclosure of personal information relating to physical or mental health
are contained in seétioﬁs 13 and 14 of the Regulations (see Appendix B)

and sub-article .7.,6.11 of this Part.
.5.5.3 *ConSultatioﬁ*

‘ Before making a determlnatlon to 8Y8mpt or discloge certain
information, it is the respon31b111ty of the Privacy’ Coordinator to
ensure that consultation with other government institutions ‘takes place.

Consultation is mandatory whenever the personal information
requested includes informationm’ rece1ved from or relatlng to the
activities of another government ‘institution from that proc9531ng the

Mz

request as described in:

(a)--SECtion'ig"information obtained . 'in confidence' from
other governments and international- organlzations (see'

sub-article .7.6.2);

(b) section 21; defence of Canada or any state allied or
associated with Canada; international affairs and the.
‘detection, prevention and suppression of subversive or hostile

activities (see subhartlcle T.6.b);

(c) section 22; law enforcement and inﬁestigations {see

sub-article .7.6.5);
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(d) section 23; security clearances (see sub-article 7.6.6);

- {e) section 25;_the_physical_safety of individuals (sece
-sub-article .7.6.8).

. Counsultation prior to determining whether or not to invoke any

other. exemptions is optional
If the government institution consulted wishes to have an

exemption 1nvokad ic should supply the government institution processing
the request with a written explanation of why such an exemption is
necessary. 'Even where consuitapion is ﬁandatory, timely respounse to
accéss reQues;s is the responsibility of the institution processing the
request, The poiht of_consultation in the 'other' institution must’
either_bé“the Privacy Coordinator or the official with the delegéted
authority to make a determination to exempt or disclose the particular

information involved, which ever is most appropriate.
9.5.4 *Exemption Decision*

The results of the review, the consultation report and, where
necessafy; the.opinibn of the institution's legal advisor form the basis
for the final decision whether or not to actually invoke an exemption.
This épciéion must be takén.by the officer delegated authority by the
head of the 1nst1tut10n to claim the exemption. '

Where another government instltutlon has requested the exemptlon
of certain informatlon and there is to be a disclosure, it should be
approved by the head of the institution processing the request,

Alchougn the Privacy Act contains no Spec1f1c prov131ons for
the severlng of documents containing personal information, this principle
is buile into the ‘nature of the exemptions ‘themselves, and therefore,
when a decis1on has been reached Lo exempt parhlcular records, a rev1ew
should be undertaken to determine if exempt 1nformat10n can be severed

from the ‘record. The guidelines on severabillty are found in article .7.4

of this Parct.
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Pursuant to subsection 16(2)yfin_natifyiﬂg‘theﬂapp;icant, the
goverament institution may, but is not réquifed EO'indicate'whether the
personal information evists; This provision was-included to éoVer thOSe
situations, such as in the law enforcement area, where the denial or
1ndicat10n of the etlstence of the information could,- in and of itself
expose the information for which exemption is belng glaimed. Use of
this provision should_Beireétricted to this typé:dfjekémption=ahd'Only
employed when neéeésary - Ini theSe'éésés;Jgdvérﬁﬁéﬁt institutionS'may,
in the notlflcation of refusal, use the wordlng suggested in Model
Letter H 1n Appendlx D. ' '

*The written notiflcation of an’ ewemption shall be signed y

the appropriate officer W1th1n the government institution who hds been

delegated this respon31b111ty or by the Privacy Coordinator on - hls or

her behalf.* Model letters of exemptlon notificatlons are prOV1ded in
Appendix D, '

.5.6 *Method of access#®

Subsection 17(1)'0f'the'Privacz Act requires that where an
individual is given access to peréonai'infofmatibn, thé”govetnment
institution éhéll;-subjeCE'to Regulatlons, either permit the individual
to examiné:the informatioh or pr0v1de the inleldual W1th a copy thereof
Government 1nst1tut10ns should whenever pos51ble, attempt to provide
access through the method 1nd1cated by the appllcant on the AcCEﬂs to
Personal Informatlon Request Form.

~ Pursuant to section 9 of the Regulatlons (see Appendix B),
government institutions are required whera access to personal
1nformat10n 1s provlded by means of examination, to ensure that the time
arranged for exam natlon 13 convenlenL not only for the institution but’
also for the individual and to provide reasonable facilities for the.
examiné{ion. Because of the sensmtive nature of most personal information,
the facilities provlded for Lhe examlnatlon of the information should be
SUfflClently private to allow undisturbed ewamination of the inrotmation

while, at the same time, ensuring adequate security for it.
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*Government institutions should make everv effort to ensure,

Ehgre'pefshhal infarmation is of a complex or technical nature, that an

Qificerfpf?che institution who understands the information is available

co_discués with the applicant any questions that may arise*,  Special
pquiSiCﬂ is made.infSection 14 of the Regulations (see Appendix B) for
dealing with certain types of sensitive medical information. An individual,
under this proyision; may be required by the head of a goverament
institugion,'when_givgq access to his or her physical or mental health
information, to examine the information in personm, in the presence of a

duly qualified medical practitioner or psychologist, chosen by the head,

who may explain or clarify the information to the individual.
ST *Language of access#

Subsection 17(2) of the Act provides that if access to personal
information is to be given, and the applicant requests that access be
given in a particular official language, as declared in the Official

Languages Act:

(a} access shall be given ir that language, if the personal
information already exists in that language under the control

of the government institution; and

(b). where personal information does not exist in that language,
the government institution that has control of the personal
information shall cause it to be translated or interpreted for
the individual if the translation or interpretation is considered
to be necessary to enable the individual to understand the

information.

PurSuant.to paragraph 15(bY, the initial time limit of 30 days
for response may be extended by the government institution feor a
reasonabié period of time that_ié necessary for translation purposes.
In the case of lengthy records, interpretation (i.e. oral translation)
should be cénsidered as an alternative. Such an extension is subject to

the notification prdcedures prescribed in article .5.4 of this Part.
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 Interpretation may be cowmbined, in. the cage of Lechnically
complex 1nformat10n, with an explanation of the personal informatlon by

an expert, as prescribed by the directive in section .5.6 -of this

_pollcy
.5.8 *Corrections and notations¥,
.5.8.1 *Corrections#®

Palagraph 12(2)(3) of the Act provides that every individual
given access to pelsonal lnformatlon about him or herself that has been
used, is being used or is ava1lable for use for am administratlve
purpose is entitled to request correction of sich’ information where the
individual believes it contains an errof or omission.

Subsection 11(1) and (2) of the Privacy Regulations (see

Appendix B) sets out the procedures to be followed by an individual in
seeking a correction and by government imstitutions when fespooding to -
such requests,

When seeklng a correction of 1nformatlon about him or hezself
an individual is rEqulred to complete a Correctlon Request Form (see
Model Form, Appendla D) for each personal 1nformation bank or class of
personal information contalnzng 1nformat10n wh1ch is consldered by the
individual to be in error or to contaln an omission, Each completed
“£otm should be forwarded to the approorlate officer oamed for the
particular bank(s). ' _ _

In processing the Correction RéquESt'Form;'institutions gshould
also, where'neCEssafy,“obtain from the individual makiﬁg the request any
documentary evidence needed to establish Ehé'validity of the correction.

The Act requires that the government. institution, within 30
days of rece1v1ng a Correctlon Request Form, notify an indivldual, in
writing, whether or pot it will comply with the request for correction.
As a matter of government pOlle, when an insthution agrees to a

request, it shall forthwith, either:

_(a} forward to the individual a copy or the relevant

information duly correcced or
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- {h} 1Indicate in its notification to the individual that the

-requested_currec;ionlhas been made and that the individual may
- examine the fnformation- in person. Such examination of. the

- information must be in accordance with the conditions set out

In section 9 of the Privacy Regulations (see Appendix B).

When a government institution refuses to comply with a request

for. correction,. the Regulations require that the individual be notified

of the following:

purpase.

(a) the reason for not correcting the information;
{b) the right of the individual to.require a notation
reflecting the correction requested (see sub-article .5.8.2

below) to be attached to the information in question:

(c) .the right of the individual to bring a cowplaint before

the Privacy Commissioner; and
(d) the address of the Privacy Commissioner,

Model Letter J included in Appendix D may be used for this

i

Accepting corrections

Different criteria should be used by institutions in

determining whether or not to accept a correcticn request for:

(a) factual information such as age, occupation, family,

etc.; and

(b) information consisting largely of opinioas, such as

evaluations, assessments, probabilities or beliefs,
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7 Requests for corrections to fagtual_-infomat-ion should usually
be accepted, particularly when the individual-6rigihall&-supplied the
information. Howeﬁer;‘in cases where:changihg;the,information has a
direét financial cr othey impact on the individual-(eig*fage, income or
some other eligibility factox ﬁor_a_benefit); docuﬁentgry3prpof;to
support the correction may be required. Such proof should ordinarily be
the same as that required when the information was briginéliy eollected
or obtained. Appropriate substitute d0cumentation‘shbuld.be-accepted,
however, when original records have been lost, misplaced 6r are-
slmllarly not avallable. .

Requests for correction of information con51st1ng of oplnlon
should ordlnarlly be accepted if the individual involved was the source
of the original opinion. -In ﬁqst'tasés, héwever;-opinion#typé _
inforﬁatiqh will be derived from énother source. = In these instances,
the original opinion éhould-ordiﬁarilj remain as part of the personal
1nformat10n about an inleldual unless there are reasons to suspect the
reliability of the source who gave it. The 1nd1vidual should be
informed that, whlle there is no reason to- cuspect that the record does
not accurately reflect the opinion of the third party source, a notation
can be attached to the information indicating the individuhl‘s vieWws on

the matter, as described in sub-article .5.8.2 of this Part,
.5.8.2 *Notations®

Paragraph 12(2)(b) of the Act provi&esVEhat'ebéfy individual
given access to personal information about hlm or herself that has been
used, is belng used or is available for use for an admlnistratlve purpose
is entitled to require that a notation be attached torthat information
reflecting any correctlon requested but not made. '

Subsection l‘(3) of the Privacy Regulations (see Appendix B)

sets out the procedures tp be followed by an individual requesting
notation and by a government 1nst1tutlon 1n re5ponding to such a
request, ' ‘ '

When seeking a ndtatidh of personal information about him or
herself, an individual is required to complete a Notation Request Form

(see Model Form, Appendix D) for each personal information bank or class
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of personal information containing information to be notated, Each
completed form should be forvarded to the appropriate officer named for
“each baukfcontaining the information involved. A government institution
is required -to. process .a request for notation within 30 days and shall
notify the individual that the notation has been made (see Model

Letter L, Appendix D). Failure to comply with a request for notation is
subjedtﬂté complaint to the Privacy Commissioner (see

paragraph 29(1) (c).
:5.8:3 *Incorporation of corrections and notations*

R In.many cases, correction can be made by changing specific
inﬁprmqtiQn Wiphin a record. In instances, however, where tﬁis is not
possiﬁle (e.g.-1n the case of certain computer records), the aécepted
form of cqrrec;ion orrqbtation_is to be stored in such a way that it is
normally:re;rievpd with the original information (e.g. a flag indicator
on g;comp@car file or a notice attached to a paper file}. *In all

cages, corrections.and notations must be stored so that they will be

retrieved and used whenever the complete original personal information

in question is used for an administrative purposes.*

+5.8.4  #*Notification of correction or notation*

Pafagraph lZ(Z)(c) of the Act.provides_thét every individual
who is given access to personal information about him of herself thac
has been used, is being used or is available for use for an
admiﬁisrrative purpose 1g entitled to require that any persom or body to
whom such information has been disclosed for use for an administracive
purpose within two vears prior to the time a correction is reauested or
a notation required of that information under subsection 12(2):

- be notified of the correction or notation; and

- where the disclosure is to a government institution, the

institution make the correction or notation on any copy

of the information under its control.
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This provision enables an indiv1dual .who .has either corrected
- orx notated personal information about. him or herself to ensure “that such
corrections or notdtions are passed on to any person or body which has
received the information and is using it-for_an admiﬁistrative bﬂfpose.
Further, it requires government institutions which have feceive&fsuch
information and are using it for én administrative purpose to"ensufe
that. the corractlon or notatlon 1s made or attached to every copy’ of the

1nformat10n under its control. *Covernment institutions’ receiving a

request for correction of personal 1nformation or a. notice of notatlon

must clearly 1nf0rm the individual to whom the information pertains of

his or her right to have all_per°ons or bodles to whlch the 1nformation

has been disclosed notified of the correction or notation and-acknowledge

that a request for notification has-been forwdrded to the approvriate

persons-or bodles %+ HModel letters ‘which may- be used for’ these purposes

.are. found in Appendlx Do *Government institutions which receive

notlflcatlon of a requlrement to correct or notate infermation discloged

to it for an admlnlstratlve purpose shall 1nform the individial to whom

the informatjion pertains within 30 days of receiving the notlflcatlon

that" the correction or notaticn has been made,*

.Further, as matrer of government pollcy; *gdverhméntﬂ

institutions. shall also ensure that a copy of all accepted corrections

or any notations are transmltted to all parts of the institution having

copies of the information with instructions that the approprlate

correction or notation be made,*
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