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Thailand’s Vision (2037)

Thailand to become
“a developed country with security, prosperity and sustainability in accordance with the Sufficiency Economy Philosophy”
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*® The nation enjoys solidarity and is resiient tobothintemal  ®  The country enjoys constant economic growth and becomes * Development should promaote constant grovthin terms

and extemal threats and changes, with established social, 2 high-income economy with decreased development disparity. of people’sincome and quality of life in an eco-friendly
economic, environmental, and political security, Citizens benefit from development on an equal basis, manner without exploitation of natural resources.

*  Nationsl sovereignty is secured. ® The country has considemble economic competitive capacity ® Production and consumptionare conducted onan

* Peoplelive in harmony and unity, Thair lives are sacured in and develops its aconomy and sociaty of the future to o y-friendly basis and in line with regul
tarms of occupations, income, housing, as well as safaty of promote regional connactivity in temns of transport and racogrized by the global community.
life and property. logistics, production, trading, and investment. * Peopleembrace social responsibility with a focus on

* The country has food, energy, and water resources ® The country has all of the necessary capital for continuous sustainable public interest. All sectors uphold and follow
security. development including human capital, intellectual capital, the Sufficiency Econonny Philosophy.

financial capital, and so forth,
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Questionnaire

Company Name
Faculty of ICT, Mahidol University Itlipon Rassameeroj
Your position: Assistant Dean for Technology Infrastructure

¥Please tell us your comments, and v for the corresponded item.

Q1 [PoC report]

- Was it useful to your organization ? &

O O O
ey ussfL MO not useful
Q2 [ ALog training]
@ O O O
- Session confents - - - wery interesting normal not interesting
et O O O
- Are you interested in using Alog? very much normal not interested
8] O L&) &
- Do you want to keep deploying ALog? YES YES YES MO

within 3 months  within 6 months  but dont know when no plan

Q3 [Poc rEpDr‘t] Which part of PoC report was useful/ interesting for you?

Dashboard, some findings of cyber attacks and misconfiguration of our system

Q4 [ Alog fu nction]  Please evaluate Alog function

- Alog GUI- - & = o o

wery good nerma not good

- Is Alog easy to use? ) o o O
wery good nGma nok good

- Is Alog useful for your environment? & = o o

wvary usaful normal not useful

X| 23 Mahidol KZIZ X 2587 v 77— MER
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4.7.2. BASHA VF—RXY M =VTT 47 AV FXTVT)
(1) XSREKROEGER S - Hif - h—1r X
c RGBE: A FRTT
FEEAAT OB - — R4
Safous Privileged Remote Access ($tE U E— h 7 7 AP —E R)
i« = RO (R - BERE - 5 Ot )
Safous |%, EHERHNT AT AREXEM VAT DX LR T— MNERtEFiET I v
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WEV—7 v a vy 7O—HR2NLaTICBNT, EfEEFF ORI EEE~OBLEELRNZE LT
FEhiti L7,

N

OTV—7 vay7ERDOER - BH

HRE 72T VX MEDEERIENT A N—t X2 U T 0 DY 27 TR L, BRI R AR E
MM IS RET L B%E EEICHB W T, ZOXSITRA L L 72> T D, ZoREIC L, BA
BURIE 2021 I T A X3 —t %2 U T ¢ BFICBIT 2 5@ EENC K 2 iE RS SR I fR 5 AR
FEt) ARE L., EEEW A E UGS R A HEE L T D, D BUN I EHZEES & JICA
WX ET ) & U TR & EEORE I RILIZES D TE 723, IERDELY fHAITEERLFIN R & D
HERREN THD EWVWIEEZZ TS, AT, ASEAN EEDOZ < NEEFRA > 7 T OFF
ExET LIEBE, EEVAT A (OT) Oxa VT 4 :RITWBEORETH D, bRy
WE %, RU—2 >3 v 71X, ASEAN #EIZEIT D OT A "—tF 2 U T ¢ ROBRFPRILIL O
HARM 72 BB 24008 U, MNTATBOE NG SAOEEHEERRE (IPA) 25, HAROAE T 2 etEm 72 m A o)E
B FTREMEZ MG D 72O OREMEEHR E T H L2 B & L,

e7 VS EE
AKREIX, TAZ by THRE, AT 0eT7 )T iAo 2 Ea—ElAADE TN L
oo £, TAZ by THREBICEY ., EEIANRN—EX 2T 4 HBOENEE KOS E DR
HALRE A FFE LTz, IROT, IO DOBEMEICRI LT T U U 7 Z21T\0 . RifE~OW 1R M % e
BLT, TORER, V=0 a vy EZHT 0 IR & 72 o 7o BRI LTl S HIcH
iAo X a—%E L, SEOBLRE ORI BT 2 3 72 EHRIUE 21T o 72,

BELitheEE

AR IS EREMMELZES 5700, BERILEOREL E L-, EMHE~OHEFA L F B a—
IZBWTC, ENA#E THIA TR TERFZOEL2 KRILER XV SR OFE DR SN, IPAFEEY
AN—kF 2T 4 Z— (ICSCoE) & DEHEHE E 2. ICSCoEME TAZHET HRIRFH D-3<
0 DX AFEAT A X —IZ KD BENRGE L2720, R RITREMEER0E L,

FIRFIE, OT Bx =2 U7 4 pEIZHB W CENE—OFMME L EEL A L Tk, x RKEZITT
D ETHEHER, FINKOEMBEAMPLHAEE ST 5, T, 7 1 U X ASEAN §5[EH 7 LEAL
DOEBEA V7 7 HEECBUFHER & OEREN 2y NV FLTEY, HERHEST—7 v ay
TTOEBELEETH D,

AREBEDBATICARAI R IR 5 DB ABNCEIR Ui, Bk, 35 2 WOl 125
ITABEZRMRR AR DO TH B & MW LT,

OT UV —7 ¥ g v PERBIIBREDORE
OT V—7 v a v TOEBMRENIZA, 74V A R TO3MEE L, TOHEMBIT,



(4.2 AFRAZERLE O LI DM BEOEE ] (R LZEY . BEFED JICA W ERER L UOHLH
B L OEEERMAETH D, FHFELY—V g vy FEHFRFICERTS Z L THill=—
R OFEHRRCETE ALY R OMEE, BURFRE O 72 ERhRI IR FEA AIREL 72 D720 Th D,

T —7 v a vy TEBNREE O

SRE OB EMGRIC LT TV 72 E L, MER MR LR, LLTO 3 iz 5 E

DHAT L BZ—=R—=hKE LU —7 gyl aFE L,
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2 A [HFZY A N—tEF% = U7 1T (National Cyber Security Agency: NCSA)
7 4 U B TFHE(E AT (Department of Information and Communications Technology: DICT)
A RRYT 0 A2 FRUTRERCRBE SN, T4 3=t F=2 VT 1 EM O - BEHK

4 (Indonesia Cyber Awareness and Resilience Center of Universitas Indonesia: idCARE.UT)

OTV—27 3 av7DEN
BHT — 27 2 v A3, BB & U, R0 TR T¥EKRF O 2 RLEKREN

HRIKRFEH DS Y DX MFRFTF—LIZ LV EiEhiz, V—7 v a v 7OHEARMHKIZ, OB R
Jr (Lightning Talk) . @OT & = U 7 1 BfGER, @/ NV —T V=7 &HFEK, @ru—v 7 (K
MR IEE Z L ICiiE) (R 13) L L, V—2 v avy72@EUTC, [BHEAS L T7TI2BITDYA
N—tFX a2 U7 4 BERICP P DBRFIRIL TEEA 7 T RECBIT LA NN—tF 2 U T ¢ k5K
Wit TERFREBEB L OEE A 7 FI12B1F % OTHMEDEM ] TOT ¥ X2 U T 1128 5 HiEs)
BB ITIRIL) (2 OWTHREEZIT- T2,

F10T—7 a3y TOEBRE (v FXTT)

1:00~1:10 Opening Remarks idCARE.UI Opening remarks by Dr. Muhammad Salman (idCARE.UI),Dr.
idNSA Rudi Lumanto (idNSA).
1:10~2:30 Lightning Talk from NITech Self-Introduction and sharing OT Security challenges for the participants along
Participants the topic template shared in advance.
2:30~2:40 Break(D -
2:40~3:00 OT Security Basics Lecture Mr.Fujihara from OT security basics lecture (about Why) by Nagoya Institute of Technology
(First Half) NITech (NITech)
3:00~3:30 Break(@® For prayer time and break
3:30~4:10 OT Security Basics Lecture Mr.Hasegawa OT security basics lecture (about How) and workshop guidance by Nagoya
(Second Ha|f) Mr.Nakayama Institute of Technology (NITech)
From NiTech
4:10~4:55 OT Risk Workshop Mr.Nakayama from grOUp :Vork l'i:ﬂ{nin . -
i 3 roup Presentation (2 groups) 10 min
Work-1 Risk Analysis il x MrApHasegawa and(M?. Fuj‘i)h;ra will be held on the support
4:55~5:05 Break® -
5:05~5:50 OT Risk Workshop Mr.Nakayama from  Group Work 35 min
Work-2 Risk Response NITech Group Presentation (2 groups) 10 min
* Mr. Hasegawa and Mr. Fujihara will be held on the support
5:50~6:00 Certificate Award Ceremony idCARE.UI
idNSA
6:00~6:05 Photo Session All
6:05~6:20 Closing Remarks idCARE.UI Closing remarks by NiTech, Dr. Rudi Lumanto (idNSA),Dr. Muhammad
idNSA Salman (idCARE.UI)

WMEFE~DLVELED
AHEFEIT, BEAEETHOIANERILERENOXHE LY —7 v a v TOHRHERRHE

%ﬁ%mbtt7)/7%E®F%_%O%W&Lk%®ﬁbéo_h%ﬁ%§®ﬁ%%ﬁﬁb\
i L 72 e R ORBEE OB E R 2 TR L TWD, ok, EEFEOIERT 7 22BN\ T,
FANZHEREE L T U b7 A4 U RF MM OV TR L, [HHROMEEEZ R T 5 X 2807,



5.2. ASEAN OEEFEHRA 7 7IBIT BV AN—kF=2 ) T 4 WRICET HEH

5.2.1ASEAN 2/K(ZH1F7 5 OT X = U 7 1 Of#

W7 T #EES (ASEAN) & T U7 OGN (LI, ERIA) A% 2023 FICHIT LT
A5 [Operational Technology Security in ASEAN®] (2 J4UiX, ASEAN #ulik T/, ICT &%=V 7

X2 EMIEA ELo2H 20D, OT v F 2 U T 4 ~DFEk & MEITEIRE L TR 70k
ﬁT%éoA$MN£%&LTOT?%:)T4u%kbtm—%@4%v7?7iitﬁ6ﬂ?\
B E O MARBUNIZEZR B D DONRFEETH D,

EFRL VOB TIZ, S R— L L — T RETLTWS, v HR— VIR ERRE
HTh D IEC 624438 A [ENHIKG & L TERH L, BUNOFREE: &ds U7 850 38500 2 i3 5
7R Y. FE R ER Y AR ED TS, ~ L— T 2023 4RI TEC 62443 & [EPNHIE & L TERIR L,
OT X2 U T 4IZBTLHHA RTA OB ZBaL7-, LirL, fidd% < D ASEAN #[EH Tl
EFR L~V TORKN OT X2V T 41T A =T F7EELERONBRVORBURTH 5,

BELZEBNTH, MRRIUT—ETIT R, 7 — VLS, A OT BhED A1 v
TURNERBR LU, ®DOWIEEA 7 JICET 5 - HoBiMeE T, ENEEOHFEIZH) D
59, HEMIZZ e — OUEREZ SR L TR E2ED 2@ 1 H 5, —FH T, %< D ASEAN #[H
@ﬁ%ﬁ%i OTEX=a V7 4 OEEHEAFEHR L CVTEH, Ha A~ HEMFERE, H250VIFEB

KD TA KT A DRIMEWVSTZEENS, KRR RRIZETTE TR, S5
OTﬁ%JU?4@E%@A@E%KE#%ﬁ%@@%%ﬁﬁﬁmﬁ¥@\I%®E@mﬁﬁhfw
72NTZ 8 OT X R DO MLEEVEMENEZE S ZEAFET D,

ZD X HIZ, ASEAN HUI Tl OT X = U 7 4 *IRVBEE « KEEOH ENRE HAICERD
NTWDEORBRTHD, L, 78— UV T T4 F =— 2 OIERITH, MRS TR L
THAN—VL VI A% M ESEDZEOEBERHITHL TWD, KHE - SEFEHNEGHRE OB
IR TA NN el F A = N 7D—AwﬁBV*X%A%E%¢éUX7%%%éhfwé X5z,
ERIA O RMiEE LT, Hls) oG BICE S S EBUMA K 25 L. £ OMHMADO T TEZED OT
t%:J74ﬂ%%&%%;W%é&1w<&wo%%%77n~%#%$bw fEmm T T D,

5228 E DBUE - il ERIEEA

1) PAN—%F 2V T ¢ BEHBOR - BEEO LB

A, 74V AV RRVTO 3 PEIE, WIRHERL LV TEEAS 7 TOH A —k&
Fa U7 LI A TEY ., HflSRE L THXAIFIEZY A N—tX=2 U7 4T (NCSA) .
7 4 U EATEREBEEHNE (DICT) | A > RRTIEEZE Y A 23— - K5 5T (BSSN) 23HULAY
REE S TN DR CTHB LTS, Lol HIEDKMZE & OT/ICS (Industrial Control Systems)
~O BRI 2208 R IZZ R R LS5,

80 Economic Research Institute Operational Technology Security in ASEAN
STHECA 770 10T (il A7 L) | IZmide, EHEEESERESH (IEC) BEIT T2 A N—kF =207 1
D EFEHFE,




£11 FEOCEEAS 77X T 1BR—K
| HweoEE | 54 [ T4V EY | AvFxy7 |
[hizipl  |Ncsa [picT [BssN |
- . HEA 7 T R#EORB|NV (BEFRA 7 T)
HE A 7 T |Cybersecurity Act (2019) 2 - e S P potye
P - Hg C1 236 U 2 2 SR LA 1A OF il B2 B fig o (|| Pl ORERERAL 82/2022

ES T i)

%) ™

OT/ICS ~ D

CII [A)V) 3675 O B L N J2

B KT R, SER

P N 3 S

TR (U A7 §fi%) RS RIEE
ZINEDBE K .
EFEO@EY . #A1% [Cybersecurity Act (2019) | ZFMEICEIE RS > 77 (CII) OFHA%E

FIE L, VA7 HMEEORE 2T 572 8, HEmOERNEITLTWD, —FH, 740 ¥
ANIEZF R LV TOH AR ENTWD OO, OT fEl~OFEIRERECH D, A F
271X BSSN Z FLLNZHEER OHIFE 230 L T 0 | IEC 62443 ZFDFEBEHAEARE~D S M bR Iz
23, FEIE I C OB ORAE OZENFRE L 7o > T D,

(2) CI/MV REICET DIERIE - A FT A4 o OBEIRIL L RE

& E T CI/IV BT BIEHIEE « A RTA L OBENED S TWA2y, ds@off@Es LT,
IT FRMZERRFSNIHIEE « HA KT A 208, OT B OfI L B2E LT W angiF bnsd, OT B
Bk, et (Safety) & ATHME (Availability) 2EEE S, BRMBE T L H o —&HEN L0
72, IT TRt X 2 U7 4 Ny FOHBREHARLV AT AOWHEEB L WoloxfREZDOE E
WHT 2 ZERARETHD, 20D, FIESHHNEHEINATWTYH, B TIE HEL2 IEDT
IZED X HITEET D0 LWV o EE EOROITx 2 BARK 72 R R 23R Sz < VAR AE
CTWa, 20 [FEXY o7 1%, HENSRE CTEIMEZRDICWVIRARMNZRRE L 725 T
Do

S23FRIT VT — NENDRAEEA V7 FTHEE ORI L RE
1) BRI7T VA — FDOER

HHiT o — FEIE, OTV—2 v a vy 7EBNMAAEZNGE L TEmLIZLOTHS, ARIIL,
BEDOY A NR—t X2 T 4 BLOKMEED OT X2 U T 4 OBV AR ATRL, V—2r 32
a v 7 Dim e RN D D Z ETH D, HAEMROEMI 541 (K 14) 2RIV,

FAT U — T, SMEORAL ERELZTIF L, FEOY A N—tF 2 U7 ¢ BE L
REOR, BEA V7 TOEELE, BREEOLDDTT v b7 — 550 ISAC OFEIZ OV THE
BT, Fo. KD OT BX =2 U T 41250 TIE, B2 Z—BORERH. AR o—=0
URAZERT L —LU—7 OEFENRIL, BEEREHES, B - REOHE, MEDA 7 v MR

82 Government Gazette cybersecrutiy-act-2019-en.pdf

8 7 ¢ U v ERE 19th Congress - Senate Bill No. 1365 - Senate of the Philippines

8 4 FRUTEAT (BPK) PERPRES No. 82 Tahun 2022

85 NIST Cybersecurity Framework OBETH VD | KEEHEA 7 I MIT X2 T 7 L—LU =7 DT L,

86 North American Electric Reliability Corporation Critical Infrastructure Protection D& ToH v | ALKkEAHHIO Z &,
VEERA— M A= a VBRUHIEY AT L0V A N—tF 2 U T ¢ (ZBT 2 EEEER,




B LEHE L, ZNbOMEZHE LT, &E - HEOTUR EFEZEREL, V—2 23 v 7D
EamOEM EAX LD TH D,

(2) OTtX= VT ¢ IZBT 2HMEH] - T 2OBIR

HHT U — FORERND, OT v X =2 U T ¢ 2B 2 78R A O R EIRBUTENC & - TR
D, XA TIIREPELTNDE ., A2 RRXIT TIEIRKED LI 250578, Eb-o%
DRIz, REBETBREFRITONTIE, &EEE721E [T/CISO®A B S-3 A A @ L TR
Tehi, ZA TIXIT/CISO, 7 4 VB TIIREZEBS., A R 7 Tl CISO ICHERDEF T 5 7
. EOBORMNMEZEN T v AEEITM ST D RS TH 5, LnL, 2B H )
VIZAREIN B ENTWT S, FRNRES LUV THICHERE L TWAIRIETHY . Hike
A OIS TRBENFAET D ATREMES RIR S LD,

(3) BNEREOBEARIE [—HFEE] ORE

BRI EIC OV TR, 2L 0BTy N —2 58 (T/OT BRO 7 74 7 7 +—/LRE)
SRR, 77 A ERFERENT WS, — T, OT EPEDMRAZ \HAL=C OT I
Fe(b L7 & idasn - 381 (OT-IDS %%) | OT BRI 7 &2 {EH 32 SIEM D& A7 EI3dEA TV 7R
VMEA A R B 5, EHERMEIL, Z< OXEN [—H%%E (Partially implemented) | 12& &% -
TWHETHD, ZhuE, FEENIREZBLA L CHDOTIEARL, OTHA DR FT [{uns Y
ZECTHEBTIIEHS7200 ] &) HRTEEL R T T RWVIREEZ R L TR Y, R E L THRR
DWW HENZ72 0 . U AT EIRIZFE DN TRV EEA TV D,

@ A7 b (R) EHIOBERE L BEDOARE
AT 2 R RISEHEIZOWTCOFRTT 7 — FOFERIZLLTFO®EY & 72 o7,

F12 AT v bLEE

BA 2 A T4V | AV RRVT BRI
5@£ 3 fﬁ@/l) :/:\/52\ o 0 0 Y N N\
R 14% (2/14) 7% (1/13) 11% (2/19) FRERAE MY
OT % & Lp IR FHEEEAH|57% (8/14) 54% (7/13) 32% (6/19) FHE - RO E AT AR
XS~ D A5 H~ 1 i ~{K R~ AR A % s e

WE 3ERICA T > b ERRER LMk 3 EE B2 (1%~14%) . BREREIMEV 2
EMIMNZ D, OT ZEFTeA 7 v babi (IR) FHEOBEfRIXZ A (57%) . 74 VB
(54%) ITHARTA > FRU T (32%) 2MEL . 3 DERETHECI O R ENTHR &> TN D,
TRV, AT bSO ARED [H~K] Lz EEoTn5b, BIGnoIE T4
VTURBEEEL EIRETRENSNLR [OT 2572 IR FHEARV, 723N EozE
MCHD] EVoTRZOFENEE L CRAINTE Y, FEORE LB ENBIGO K E 2R
BHEREIRSTWDHZENHLNTH D,

8 Chief Information Security Officer DI TH V| mEtERExF =V 7 ¢ HEH RERE) 0 &,



5240T FHERE L FF—ZFIC X 2B OB - &

1) EREIT7 U r— MESL OT HE=— XD 4T

HATT = FbiE, OT HHMEIZHT 2 BMOFFENHGE S L, £TOREITIRE < 3 OIS
FT&E D, HIo, Ry U7 SEECHEL & W o il A AL OT BRELIC & 5 M 3 ~&
el MHihE [MEX 2] T 2720 0fHE] ~OFE, BUS, IT & OT MFOEREIZHECA
YT MISEBEORIE - EHEZME ) ANMEFRT 5700, THARF R EREZM S AME
FEADFRE] o oIS, BEEY O —ARI T4 RY ZAT 5T, A T 2 FRIGTHE v o T,
AR ORI ERE T2 B - ZIRFHE~ O =—X] Th s,

(2) MAEREIC X B XBZ OB ERF

ASEAN * A ¥ FARCEHEMU T, JICA Z & e E B4 HBUF, REEEIZE D 13—tk
X2 U7 4 HOHHE « REIMBE BN TN SN TRV, il EERACEMAR O ZIZB W T—E
DREZ EFT0d, LML, ZhbDOERITIIBRBA BHER I TWD, BRI, FHED B
H) o Ay MITRAEIND Z ENE L, BN TOERES £ THETE TWRVE, XIEAR
DIT X2 VT o HLTHY, OT FH O A AR EMEOHIFI 2+ /2ol 2 T, £ LT
Hofr, A, BHEZREWICHE D 70 7T ARGFHI R o TW W R HEOFE L L TEIT b b,
Z D7D, BEAFEO RN BG O BARR 2258 R T L B DN TWRWIRILD B 5,

S25BURMRRIC L B Y —2r v a vy B HEN - BES%
KRKIETIX, V—7 v a vyl EIZEST D, FED T H—rR— Mg o6k LT, AHEM
NELIZe TV THREORE L TR T 5,

(1) ASEAN Japan Cybersecurity Community Alliance

> AR

ASEAN Japan Cybersecurity Community Alliance®® (LARE, AJCCA) 1%, HA L ASEAN Gf
EDOW A N —tF 2 V7 ¢ BHEMECHER SN EENZEERKR CH D, B BIIE,
H ASEAN HUBIZIBIT 5 A "=t F 2 VT 1 DA AT 2 LONEMICEE T 240 A 27,
R, MIEERDDL L THY, FANRN—L V200 EEiENREE BIELTWA,
EERINA L LTI, A AN—FBUCET 215 macHe, PER FEEEOMEEE, Frgi rTaE 72 o
Nt X2 U7 oM E - MILIZRV A TS, #KEIX, BARy hT—2 &%
2 U7 4% (NSA) ZZUWHETHH ASEAN KEDOY A N—k %o U7 ¢ EHREARE
9 MR GENEERE) BIE L Tnb,

> BT UVIAR

AJCCA OMMBME L gL, ROAT v Y =7 MZBIT AW IMMEIC > W Te TV > 7%
Fhi Lo, BEARMIZIE, VA=t F 2 U 7 ¢ ZIFXEZOBMIGHRIC A 2720, R
KBIAET HZ & T, BHEILT 7 B AR L WBIH O BUFHEBICEE A > 7 7 RENFFO
FERENEHRA~OT 7a—FNAREL 72D, ZhUX, AJCCA D3RP O [EREES & ik [E 725 fH B

8 SEAN Japan Cybersecurity Community Alliance (AJCCA) Landing - ASEAN Japan Cybersecurity Community Alliance
(AJCCA)
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RIZESLS DO THY . HARBENBEMTIEHNT 5 ETIIEHE ., A7ev=7 O
WCARAIRIECTH D & D RfEE 15T,

AV RRYT

Badan Siber dan Sandi Negara (1 ¥ FRXI7EFEY A N—KEET)

> AR

Badan Siber dan Sandi Negara (LAR&, BSSN) (X, 2018 4F 1 H 3 HIZRN. & ulzA o~ Fx
CTENOFEZERYAN—tX a2 VT AHEATHY, S A4 —tF2UT 1, A —A
YTV VA, WEG, FREF 2V T 4 FEREAITEEEL TS, BSSN I, B
REZREWRT L HEEL . A S—LIRK, BIER (T2 7 =a—R) O~ A FAE—
F OB Ik, @EERDOA v H—F v b ETOWEMIESE, A2 RRU T OFVH L2
FIZBIT 2R R IEEZ - TV D,

> BT UUITHNRE

BSSN L, 4> KRR TIZBITS 0T UV—7 v a v 7 ORMEC LI OERZxR Lz,
U—20 v ay7TOEBICHZ>TE, HAORMEETEBIZEAINLTWDERABME
D OT YA "=t FX2 VT B®EOTFELV AN —va v aR/LE L, £/, V—2 3
v TORFICONTIE OT BHICERZUY TCHE I EERH -T2, SHIZ, V=2 ay
TOFEMULFE L LT, HAGEICBIT 294 N—tF 2 U T ¢ OB OREEZ T,
T—27 v a v TORIIIT T, BSSN 22 BI%, L0 EMEZED 5720 O BARE 725k
E LT == 73 EORI TR0 X EEORY A & DERRIZ L 5
SHIEZEDOB LA B IO WTERPM LA Sz, b ofFREEICHS L Tn 2 &
ZETTRIC, BIEEBICEE A o 7 T HEEFE~OMN R IN D72 L, Wcmd 7o
HI 7R ZE AT T,

Indonesia Network Security Association

> AR

Indonesia Network Security Association (LA, idNSA) 1%, A > R 7TEHNIZEBIT 54
AN—EX2 VT4 BIORYy NV—7 X2 VT s0m EZHMNE LTEERFETH D,
X2 VT HHROER., HOLE, FELOHELZE Y g VBRI RI vy v g LiTH
I, BEIF—0FfE. FL—=2 RREET R YT A0RME, a2 =T 4 {FEEE TR
FENEL LTS, ISR ZIICD LT HHRE - HFIZIoTEESATEY,
YRRV TERNCBT OV ANRN—t X2 VT 4 B0 X —FEETH D, 7.
AJCCA O EZMERKHA L LT, ASEAN Ml kORI A (INSA) L O AIch
FEMREYIZE Y LA TV D,

> BT UCTAE

IdNSA[ZOTBIE Y — 7 2 2 v TOFEREICHIAIE TH Y . A > FRU T RFRE L
AHE, YA NR—X2 U T A DB TIXAIR—ZOHEN R L2 RTH Y, PoC FEHEHFIZIX
MOU X° NDA NUEERDGEN LD EIMENH T, Fio, 4 v FRI TGO
LT, P A=t F 27 s HEMZFITHTL2mOTEE (K 150 TAORE) B3dH 0, B3
BT D EM EORMAREVESRIEFE IR, 2L, A7 Y =2 i 5 A



MBERSCERIFEN, B0 =— XIS Z D RE S TH DL L2 B LTV 5D,
MA T, BEA 7 T EEOTENER TIHMABICEE STV BEIm ISz 2
Eob, BRAMSREOENY Y 2= a VOBARL, OT X2 U7« BHEOBEEM 2R
LTV BERIE RN E R Tdh 5 & O AT,

3 74Vrr

Department of Information and Communications Technology (IF#HBEE VA N\—kx=2V
74 JR)

> AR

Department of Information and Communications Technology90 (LA, DICT) &, 7 ¢ U &
YO ICT 7RI D BURNEE - HEE 21 5 FERTBHRBI TH 5. ICT BHIEHIE OME,
NET 7B ADSE, BEA T T O, VA NN—tX 2 U T kR, BUFHEBEOT
A NALRCHEERBL O, S OICEER 170 842 LT, BERAEEOR | &RFHEICT
H LT\,

> T UUTAE

DICT X OT BV — 7 v a5 » FOFEMmS TV i OB AR L, BIMEFONT R ED
BRI IZ BTz > TUERMEND, UV—2 T3 v 7Y HOEEIZOWT ST 2 E % i
L,

Philippine Computer Emergency Response Team

> AR

Philippine Computer Emergency Response Team91 (LA, PH-CERT) X, 7 4 U B2
AT AN—tXa2 ) T A FEOKEHETH DL, EREENL, A —EX=2U T 1A
YT b OIS, ENAE CERT & OFHE - s, *y PV =R X2 7 4
7 A b, WEgS PR Ze £ Cd 5, PH-CERT 137 ¢ U B FHUB[EHME (DICT) ¥ A
— X2 )T 4RO TEMTHHEFR 2 B a— X BEXET — 24 (NCERT : National
Computer Emergency Response Team) DR THY, 74 VL HOYF A "—tF 2 U T 4
BIEIEEFIRIA L LTHRL ST,

> T UCTAR

PH-CERT (¥, OT 3OV —7 v a v 7RECH T2 BmaZr L, BREDOHIH#
HEEOFE LA, A7 vy ML THINTHY | S%OFERICHIFLETE T
WD RIZOWTE REZIT T2,

@ A
National Cyber Security Agency (EFE VA N—tFX=2VT 1 F)
> R
National Cyber Security Agency (LI, NCSA) 1%, Z# A BUFOY A N—EFX =2 U 7 ¢ %t

90 7 ¢ U B UEHRIEES Department of Information and Communications Technology

NEF a2 v = — & BEKHE T — L About Us | NCERT




REMIET DB TH D, NCSA X, EHFNRT A N—EX2 U7 ¢ BURE KO DR
B, BEERA 7T ORHE VA N—KE~DOKIG, A NN—FX2 )T ¢ Bk k&
AMER., & 5HIZ ASEAN #E%E & OEEEWH ) 2 HEE L TV D, 2019 O A N—FF 2
UT IBICESEBRNL SN, XA OFT VX NVERBEOR &M L [Bl1E ) el EE e H & R
7L TWa,

> BT UUCITNE

NCSA I%, A7y MBS OT V—7 v a vy 7ORMECR L, BEE A 7 T7H
(B ORN EGOW OB E R LT, £, XAICBTDHANN—X2VU T 1 DO}
MELT, ENOVANR—tFa2 T 440 T hADOXIREDOEIZIEE L TR
LTERY, FRC, ME#REZZ<F D~V AT T 538S°, OT (Operational Technology)
WAL T=xp ¥ — « AEFEE ) BLO [E - it DB COXRBEALETH
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Sub Cat. Ol security solutions for eachi term

OT-1DS,
2-6 Communication terminal visibility Asset
2-7 and control in the network Management
tool, NAC
Client protection and centralized
&=l management AV,EDR,.
3-2 Apply virtual patches Whitelist (WL),.
3-3 Application whitelist or blocking USB-Type AV
of designated communications
Segmentation and security
3-5 measures with VLANs UTM,SW/AP
3-6 Secure remote maintenance FW, SRA,.
3-7 Communication terminal visibility —Decoys, OT-IDS
and control in the network
3-8 Communication log storage and Syslog Server
reporting SIEM, etc.
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(i) Clarification of risks related to what the factory should avoid
(SEQCDI). — What is worst event in your business?

(i) Examination of scenarios in which the events in (i) occur due
to cyber factors — Where is the entry point for cyber-threats?

METI GL (iii) identification of the current status of cybersecurity of the
Checklist factory system — People, Process, Technology, SCM aspects.

WHAT (iv) Based on (iii}, consider risk response measures (avoidance,
(solutions) mitigation, acceptance, and transfer)

(v) Plan, implement, and measure the effectiveness of
{&J countermeasures (iv)
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What are the biggest constraints to improving OT
security? (choose up to 2)

m L ack of expertise
m | egacy Systems
m Budget Limitation

m Managament Awareness

m Regulatory Gaps
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What are the biggest constraints to improving
OT security? (choose up to 2)

m Lack of expertise

= Legacy systems

m Budget limitations

m Management awareness

m Regulatory Gaps
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What are the biggest constraints to
improving OT security? (choose up to 2)

m Lack of expertise

m Legacy systems

» Budget limitations
Management awareness

m Regulatory gaps
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