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(B 1 : Survey ICT Organization)

(BII¥S 2 : Survey Cybersecurity Private Organization)

(BII¥s 3 : Desktop Survey on Cybersecurity)
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Brunei | #—[BIHMIFHAE | 202345 H 22 A (k) ~5 H 26 A (K)
K4 Ms. Pengiran Sarimah Binti Pengiran HJ Abdul Latiff
, FELAEA TR A B E B A (IFB)
Pk eSS
e ASOCIO & B ¥
K4 Mr. Mohamad Azad Zaki Haji Mohd Tahir
) HHAR A TNFRA YA RN —F 2T (2 (BCSA)
Pk eSS
e

£ 2: T4 - BEFAGKEFR

HHAR A TINFA YA =% F 2 U T 1 2 (BCSA)
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MADTEEH NGO
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TEOILRIZIT T, 202348 H 14 A b > TERITT LR A
FAR_R—tF 2 U T ¢ B (BCSA) TR L=, BEICHI SN

BOLRE - HAY 7= BB AR, 7 L CEIC T e A R E 2 YA
N—t X2 VT 0 OFEHIE2M EEEB7-00R A5 HED
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=R Mr. Mohamad Azad Zaki Haji Mohd Tahir

A N—E 20

BUMHERE & o BEfR A NR—tF 2T 7 /LFRA (CSB)

Chairman, 2 Vice President, Secretary, Assistant Secretary,

HL

Treasury, Assistant Treasury, Executive committee: 18

« A~ : Mr. Mohamad Azad Zaki Haji Mohd Tahir K
- THUA X b BAfEEM - L

BT LIZFURIC T A —tx =2 U7 i) 2550 L2 RIERERITL T ORI E S M,
(BII¥s 4 : JICA Cyber Security Questionnaire)
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L, ZETLELBRBREZRMIL TRV, BUFEE L 0E#E L H 5, 2K TH D Mohamad Azad
Zaki Haji Mohd Tahir & (2 10 H DA X2 MIBT2FHAZITV., A XV Fb~DO&ME L O
WL L LTbKEEY LTz, £72, AARASEAN DY A N—a I 2 =F 4 B TORSI 72/
DRI DWW T hiEm Lic, 7 U T ORE, TARA A "=t X2 VT 1 e
BCSMIZT NV A THE—DP A NR— X2 VT 4t ODWBETH D LR LT,
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AN E#) 3820 77 AN, — AN%7-0 OFEE GDP 9 19,899, 790 KL EHEEIND B R U T I,
ASEAN #2351 A EE R E & L CHER STV D, /NI NS 6, A R—t %
2 U7 4 DOBIGICEBWTHIEL TWD, EFE LV THA AN—t %2 U7 (2T DHY
MAERAE L, RET27-00FBNEITHCTHY , AT —ZR#, VA =L, T
Ntk o U7 ¢ BIKICRET 22 BN R A N—tX 2 U 7 1 ICBET 5153
ZHIEL, ThE XL WD, EHIC, TVXNLEX2 U T 4 BEEOBR NS HBENA
TFPEINTBY, BRI TN ANR—tX2 VT O LEZR ESEDZ E~DHL
DA ERLTCND, 2L, T4 v TRE Fo% 807 7k, RIE1T4., APT
(B ETER 2B . BIXOY 7T A4 F o — 0 Offesattr &, BERApY A N—FBIZHE
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1999 4
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7 a— RN R-[EERK
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GCL ¥5%% AR o7

38,284 (2022 4EHER})

19, 899, 790 (2021 4EHER)
6

10, 200, 000 (2021 4EHEZ)
233,732 (2020 HEHEET)
19, 12

132

HERTTIEBF oA NN—tFX2 VT raI2=7+ (Web¥ A I)
ISAC Cambodia: https://web. facebook. com/groups/242965532481324
IR TTENT 7 a—a (CDTA) :

https://web. facebook. com/CambodiaDigitalTechAssociation

FAY Ny THEICLD ICT - A _"—tx 2V 7 ¢ REHEOFEF R L O, A 3—
X2 VT A BRI OV TORERERIZLL T ORIRE S,
(B 1 : Survey ICT Organization)

(BI#s 2 : Survey Cybersecurity Private Organization)

(BI#s 3 : Desktop Survey on Cybersecurity)

RI:HURVT - BHRERRE - mREY X b
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55— B H A

202346 H3H () ~6 H7H (K)

K4

Mr. Phannarith Ou

W - EXUEFEE (MPTC)

1 i ISAC Cambodia
(Rt ISAC Cambodia 22
e
K4 Mr. Oknha Chin Ken
2 FHA%A NRTTFVENT 7 7 ud—e (CDTA)
ik =k

15



e

KICT B

£ 4: RV T - BEAKER

A ISAC Cambodia

7 =7 %A b https://www. facebook. com/groups/242965532481324

BifZNDY &= NGO
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cHAN—E X2 VT AICHTERA T T T 4 AR IO
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GavAIs=RNEl:D cHHEyvay, br—=v U= v a vy T OEN
A S — B O RO HTBLEL T2 B T 5 Hiuldkds K ONEIBRAI 722 1 /)
CEERSN— =L ORI T B ST A

=R Mr. Phannarith Ou

A R—5 80000

BURFHERE & OBIfR | B - BXUBEE MPTC) O 00 RA&EK

HELR Chairman

« 33~ : Mr. Phannarith Ou £
- THUA X b BAfEEM - L

BT LIZFURIC T A —tx = U7 o8] 2550 L2 RIERERITLL T ORI E S M,
(BII¥s 4 : JICA Cyber Security Questionnaire)

(1) BEAFRERE R

Ministry of Post and Telecommunications (MPTC)® Phannarith Ou K& Ann Kim K &
R LTEAER, DR TIIE A N—t X2 U7 4 OB RN BN EELZ MR, Ll
BN A NRN—FXa )T BHOENEZ2I 2 =5 ¢+ TH 2D Innovations for Social
Accountability in Cambodia (ISAC CambodiadVEMUAERER) . D IE % Hhias L 7-fER. T O
A& MPTC @ Phannarith Ou o Cdh 5 F/ 5, ISAC Cambodia Z B[k E L CHEE T S
Lol

(2) BF {2 - Hik & DOEERI

AARD RO « R OEEE M < | SRR — 2T LT 28R 7E 03
X IRETE T, MPTC 1ZH R T EEDOY A N—t =2 U T ¢ 24249 5B T
&Y, NISC @ TH ASEAN A N—tF 2 VT 4 BIREH] OA L N—Thb, £z, BIfE
JICAWH R T DY A RN —tF 2 VT ¢ ZI2 T MPTC (ZEE/EH,

(3) BB FEH
CDTA IZEIZ ICTRAIHATHY . YA "—tX 2 VT s HAOLBEHLFET S, 10 A
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DA N2 SANERSINDOTR LN o - T3, ke - fdinE O B ORISR 2R 7/ER 2N
EZRVHS T, mRICTAIBINZRIA LY 7 by =T 07 VB 2% 5, Ha
ELTE, A%RAARD ICT B - KL DZMELA TN D,

5-3. A v KX 7T

ANE 248 7900 5 ALLE, FE—ANY7-9 GDP 728 11,900 RADA > Rx 7%, HiE 7
CTIBWTHEBEINTWAETH D, T A _"—tXx=2 U7 12 L UL, BUFEEDORDY
ALY BETI0 U EDa s Ba—2vX2 T 0 A5 v FxfiindF— 24 (CSIRT)
Db BTN L, BiMERESRE2RL TS, &5HIT, 2022 FF|2HIE S, 2024 4
AT SND TEDT — X T TAN—REED ., A R T BV A =% it
HEWIEBERL TS, LNLRRDL, KRBT —ZRK, ~Vvo =7, Jo% A7
=T, T4y FERE, BRa e A N—EBBICER L TWD, L, T OE
WKL B 7D A N—FX 2 VT A a=7 4 DEMAIIEEI L TV, EFELE
7o A N—tx =2 U 7 ¢ OKIZFEMRAIZE Y A TV D,

E DBEE

N 279, 476, 346
— AN%720FEH P CKk F) 11, 900
ASEAN St 1967 4

ICT « A N—FF = U T 4 DRH

B A 2 [ 7 B 8,423,990 (2022 4FHER)
Her A 365, 872, 608 (2021 4EHEZT)
BERIBEEFEEE (W 25T) 7

A E =3y MR 167, 400, 000 (2021 4EHEE])
7 a— RN R-[E B 11,722, 218 {fF (2020 4EH#EE])
GCL a8 B A2 T 94, 88

GCI F5%k #ulsk= o 27 (7 7 KEFE) 6

GCL ¥5%% AR o7 24

AV REXVTIIBTFLIYANN—X2 VT raIz2=T 41 (WebHA )

AV KRR T Hy NU—27%% 2 VT 12 (1dNSA) : https://idnsa. id

AV R THANR=T 02T FAL Y & (idCare) : https://idcare. ui. ac. id/
AV ERRYT cHAN—FX 2T 4 AT 4 XT R LTV R F— A
(CSIRT. ID) : https://csirt. id/

AVRRYT « TUHN s T LTy 7 HE (AFDI) : https://www. afdi. or. id/

AV RRTT A NR—X2 VT 4« 74 —F L (CSF) :

https://id. linkedin. com/company/indonesia—cyber—security-summit

FAT Ny THREICLD ICT « A "=k F 2 U T ¢ REFROZEMIE RIS L O, YA 3—
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X 2 VT o FEEEIZ OV TORARRIZLLT ORIRE S,
(BII#s 1 : Survey ICT Organization)
(BI#s 2 : Survey Cybersecurity Private Organization)

(BI#s 3 : Desktop Survey on Cybersecurity)

RE5: AV FRVT - BIHFHAERRE - mikEY X b

Indonesia | H—[EIBIHHEE | VE— NfE
AV R T OWMERFETH S Rudi Lumanto [EHENHMAZ v 7L LTS
X MLTWBw, F—REMOHBNTHD HaRFELORKRBLIO TR
+—7 L) WL, BT L bER LT, 20D, JICA & HED RV E
— MAEICEE LT,
Indonesia | 45 “[AIERMIFHAE | 20234E7 H 17 H (H) ~7TH 20 H (K)
K4 Mr. Sigit Jarot
| FELAkA AV RRYTHy NI—2%X 2T 1% (idNSA)
eIk T RN
e
K4 Mr. Fardan
5 FELAkA AV RRYT Ry NI—2%Xx 2T 1% (idNSA)
eIk =k
e
K4 Mr. Andi Budimansyah
; FHAEA A2 RxT 7 ICT e (FTID)
eIk =k
e ASOCIO £ Efi ¥
K4 Dr. Muhammad Salman
A, AV RRYTRE A RRIT A RN— T =T X
4 AeTURLVUTUVA A —
ik Bz
e
K4 Mr. Angel Averia
5 FHAkA T4V Brarta—2BExiF—24 (PH-CERT)
eIk =k
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Mr. Angel 234 > RRX U TR CT ARA > RN T=7=

L O L7,

£6: M VRVT - BEAKER

FHAEA AV RRTT Xy b= %X 2 VT % (idNSA)
=7 %A b https://idnsa. id

FADFH NGO

RXNLAR 2011 4

2011 2 [ R THAN—tFX=2 VT W58 —7
Jb (ICyReC) | & LTHAED . 201748 H 31 HIZ [idNSA]
E LT ENT,

1EAE B EkE S+ AHU-0013509. AH. 01. 07. TAHUN 2017
H

cHHRPTRFEIIREL WA XYy N Y= X2 T 4
DFBIZOWTHID , FO, BEbDHZ L,
RSO EX 2 U T A BilkEm ESED T L,
CRDERIRT Y MU — 7 BREOREEICHRL, N5 2

<
=
Juil
m
F

e

Eo
eSS Mr. Fardan
AU N—EK 800
Advisory Board, Expert Board, Chairman, Sexretary,
AR Head of Capacity Dev, Head of Readiness, Head of RnD,
Executive committee: 10
AFBAEZE & DB JNSA (2017)

« -~ : Rudi Lumanto &+
- [HithA -~ by BIEER : Y

BT LIZHURIC T A —tx = U7 o8 2550 L2 RIS RITL T ORI E S M,
(BII¥s 4 : JICA Cyber Security Questionnaire)

(1) BEHAFRERE R

A2 KRR 7 @ idNSA 1%, AlAEH A Rudi Lumanto iECTH Y | Lumanto Kik, 4 > K%
VT SE DEERICA Y RXT 7 ® National CSIRT T& 5 Indonesia Security
Incident Response Team on Internet Infrastructure coordination center (Id-
SIRTILI/CC) DFEEE L L TERS L. AARDEHT. BILOEELOBLZNREN, -,
2015 LV HARDEEOXE TSN A N—EF =2V T 4 A bk [CodeBali] @
BlrE & LA =T AV —%BD, JICA 7uT=V N ThHHA L FRUT REIZEBIT S
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https://idnsa.id/

SOC @ POC 5L B2 & RFEAfRE & L TRIE LT 5,

(2) AFBAEZE - Hfk & DEERIL

1dNSA 13,2017 4E 9 AIC AARDRMBHE Th 5 INSA LT 272D MU Zf5A TH Y |
INSA D& B2 MRS T v 7 NEC, NRI B 27, #E) & oML, [BiH 1~
FoZBML T aE— 9 v % E,

(3) thBEFEHR

1dNSA 1. AEEFED S A R 7 @ SECCON [Cyber Jawara] A v & —F 3 g F /A X
v & UTALEMT, fES OSIER, HHE 2 BmAIZHE~ LT, BFEL LT
1. # A ® AJCCBC TR & 5B 33D SECCON [Cyber Sea Game| |2kt % BRI F:ED
X2 VT 43T AME LT, BHAD INSA BAEMET D SECCON ~D i L L TONES
& RE,

5-4. T AR

TAAIX, AAKIT85 TN, — ANHT72 D DFE GDP 23 7,800 R/L& W HIRPLT, A 3—
XU T A IEERER S D, T U7 KR I, e — S R—k X2 U T 4 4R
¥ (GCI) <T1314HL, HIRANTIZ 25 THD—F, 173, EBE¥E. T/ SME) %o
DHENORHICT A N—EX 2 U T 4FHIOFENEmE>TND, L, Ak -FijE s #
—DWFIZBNTHANRN—F 2 VT A ORIV FELIAZLTND E W) FEICHERE L
TWb, £/, EEBEHTEZPHBERICH 208, TAATIEY — vy /ba~v—ARXKE
B 7 AT 2 AR L T D, TS OEICEWT, HOY A N—tF 2 U T 4 Z2HY+T 5
KBS Td 5 LaoCERT 7217 T2 <, REDOV A NRN—kFx 2T 1 a2Ia2=7 41 ThHd LAO
HACKER DFFLEDS, [EWNTOH S & aikdtA OB AT EHBR L TW 5, T4 A% ASEAN &
MR A XY N EBBET D2 TETHY ., T A =X U T 4 2 ETEOREE N
WIS EZIRMEL WD, UL, T4 RETTER, VA NVABY, T—H AW ED
RV ANR—BBICEHE L TEBY., VA7 EZEMLT VX NVEREAZR#ET DO A
Nt Xa2 VT 4 A7 75T HEEMENREE > TV 5D,

E DBEE

N 7,852,377 (2023 F-HEF])
— ANM72 0 FEH P CKk FL) 7,800 (2021 AEHERT)
ASEAN e 1997 4

ICT « A N—FF = U T 4 DR{

B A - [ 7 B 1,300, 195 (2021 A=HERET)
e = | ] 4,822,973 (2021 F-HERT)
BERIEEFEEE (W 25T) 4

A B —xy FRIEE 4,588,000 (2021 4EHER)
7a— RN R-[EERK 128,000 (2020 F-HERT)
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GCL F58 A= 20, 34
GCl ¥4k Ml =7 o 7 (77 KE1E) 25
GCT %% A7 7 131

THEAIRBTBIIAN—Fa2 T raIa=7 4 Web¥ A k) :
Lao Hacker: https://www. laohacker. com/

FRA7 by FREIZED ICT « A N—t Fx 2 U T ¢ REFEOZEMERL KO, A 3—
X o VT 4 BRI OV TOFERERIZLL T ORIRE S,

(B 1 : Survey ICT Organization)

(BII¥S 2 : Survey Cybersecurity Private Organization)

(BII¥s 3 : Desktop Survey on Cybersecurity)

754X - BIHAERR - m@REI X b

Laos HEHMEE | 20242 H9 A (@)

K4 Mr. Thanousone Phonama
KA ZAAICT 7 ¥ # V% (LIDA)

| LIDA &
Wik Lao National Chamber of Commerce and Industry EI&

R

e
K4 Mr. Khamla Sounnalat

2 Y ;;;:g;ﬁg CEEEVA =X VT 4 F OPT)
Pk LaoCERT '8
e
K4 Mr. Frank Sengxay Xayachack

] FELAEA PANR—=F 2« VLt
(Rt AlE# . CEO
e
K4 Mr. Vongvilai Inthasanh

) Y ;;;:g;ﬁg CEEEVA =X VT 4 F OPT)
Bk LaoCERT RIFT R
e

R LIZHURIC T A "=t X2 U T ¢ fi#] 250 L2 RIER RIZ LT OBl a 2 M,
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(B 4 : JICA Cyber Security Questionnaire)

(1) BHFRAERE R

+ Thanousone Phonamat & D

(FZARAICT TV N ha (LIDA) / F A A ENLHE ikt O IFTE)
Thanousone KIZFE 7=, ALO 1 (FBFpEHES]) . Planet 4 (22T 7 m— K30 K ISP D4k
BRIT) . Fofth 4 4D A—F—Th &5, Planet #Hix 7 7 A4 /3— (FITH) 2@ L7 a—F
N RERAET 2 REESCH/NEEICERZ Y TTWD, Planet X7 7 4 73— (FITH)
ZiE LU TC7 m— Ry RERRET 5 RAEFECH/IMEEIZE R LY TTW D, LIDA IZi34I 50
FOZENNWDEN, BEX 2 U T 4 F ¥ 7 ¥ —[XCYBERUS sole D 1 #:DHTH 5.
Thanousone KIZ LB L, FAATEIVANRN—X2 VT 4 VR AOREITIRS T, EH
AR 100% DY =T ZFFOZ ERBDO LN TWD A, B THE & Vo 2D/ B TIXBURFIZ
Lo THIRS LD AlREMENR & 5,

« Frank Sengxay Xayachack F& (CYBERUS sole ft £lg%3E # CEO) & DO

CYBERUS sole i, %372 4, MEEEK 104D TH D, EREHIT. Ll Web 77V
r—varEXMGEE LX) T 2T, 7T U R EI3RKE, Xayachack KIXT A
ANy H— T TEVIMADAI 2 =T 4 2 FDH, BHARAEZAVTWE, 207 T
TIE L ORFZEVRFIR L TED, K140 AOA U N=RNEH LTS, o, 2023
2 =7 A FEERE SIS CTF REDA > 7 78| T HBUFICH /1% LT\ 5, Xayachack
KOaIa2=7 4 I3IACESTHEET LMK THY | BUF»LOXZRITZIT TE LT,
AJCCA ~DIRZHEL TV 5D,

« Khamla Sounnalat B (7 4 AHid{E4 LaoCERT Fi% /&) & Dk

FFHADY A N—FF =2 VT (1%, LaoCERT Z&¢r Sounnalat KO TIZH 5, PEEBD
¥etlZ, 5 A LaoCERT A L R—ZE&HT 20 A5 30 A Th D, D% 1TV A 31—k
X2 U7 4 OFEMMLREKRZR > TRV, BROBSIIEEEOIZE > TR b EE
R & TH D, Sounnalat KlE, 4> R T DUI/JICA 710 77 LD FTREEEN FL—
=T EZFeND LD, JICADKIEEBIZNEEZTND,

@)mﬁ%%ﬁ
W2 2 R, RAT Stk FNEENS OV A R—F X2 U T 4 TR D F
#%Mwaéﬂ\aﬁ@ﬁﬁfﬁ4ﬂ~ﬁ%;)74bﬁﬁkmbfwéo

- TFATIEY =V ¥y a~v—ARG| &k B Th .

- S4ED ASEAN HIMNEHOBEE TH D T4 ATIE, FATL THMO L DA XV MR FE
ENTWD, ZDD, THAIITANRN—t X2 T 4 2EG0ES V2 IESE 5%
< OEENH D,

5-5. =1L —v7T
~ L —3TUE, 3,400 FAEHEZ A ANLE— NG OFEE GDP 28 26,300 K/Liund =
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& T, ASEAN Ml COFERIFELE LTEY > TWD, 7 a— NP A X=X VT (45
¥ (GCI) ZoF Vb T VT KRR COT X T2 EED . BB/ A N
—tEX 2 VT 4 ~DOWRVMBEZRLTWD, LD T v 77— Tl 7 — 2 IRz —fX
T — 2 RFERLH (GDPR) 7¢ K DEBRIEMEIZ A DOE D FRNCRERERNLOND, S HIT,
2024 FEDY A N—F % 2 U T ¢ EZIE, 2024 55 2 IEHIGES CTIRESNDS TETH |
VL=V TN AN—X 2 VT 4 DOfittEER ESELZE~DaIy FAV MERLT
Wh, VP AT =T — %y NEBRLEOER LBBICER LN L, v b —v
TEVANRN—EX2 VT 4 aIa=7 4 OMBORE R a AT LEEZLTWD,
(2, rawSEC [ I{ER L2 I a=7T 4 L LTREG L, A —8F 2 U7 ¢ fHIAN TOHGRE
B NZRET DIDDHRAR FEBELTND, EHIC, v L= T DOm0 AR
—t X VT oL EHR L VIE, R BB O 512 X DRI 2R X v
VRN DD THDL, TNHOWMY MR, ¥~ U — VT RNRERRT VX IVEREE B K
L. ASEAN JL[RANTH A N—t X2 VT 4DV —F—2 v TR E L, L 2T D72
DICFEMRIIICI Y BT 72D Th 5,

E DBEE

N =] 34,219, 975 (2023 FHER)
— ANM720 FEH P CKk FL) 26,300 (2021 #-HEE)
ASEAN St 1996 4=

ICT « A N—FF = U T 4 DRH

BB A - [ E [T 8,452,900 (2022 4EHEZ)
Her A 47,201,700 (2021 4EHEED)
BERIBEEFEEE (W 25T) 16

A E =3y MR 32,980, 000 (2021 4EHEE])
7 a— RN R-[E B 3, 358, 800 (2020 4EHEE])
GCL a8 B A2 T 98, 06

GCI F5%k #ulsk= o 27 (7 7 KEFE) 2

GCL ¥5%% AR o7 5

B)=L—TIEBITLITARN—FFa2T 233 2=F 1 (Web¥ A F) :
rawSEC : https://www. facebook. com/rawsec. my/

Nanosec : https://nanosec. asia/

FAT Fy TREBEICELD ICT - A _X—tF 2 VU T ¢ BREHEOZEMESRE L O, A 3—
X2 U T 4 IR OW T ORERRIZLL T ORRE S,

(B 1 : Survey ICT Organization)

(BI#s 2 : Survey Cybersecurity Private Organization)

(BII¥s 3 : Desktop Survey on Cybersecurity)
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£8:wL—U7 - HHRERE - mREY X b

Malaysia | 25— [A|BiHIGR A 20236 H7H (k) ~6 H9H (&)
K4 Mr. Tahrizi Thareb
1 FHAEA VL=V THAN—F2 YT 43I 2=T 1 (rawSEC)
eIk SR AllER
e
K4 Dato’ Dr Amirudin Abdul Wahab
) HHAR A PAN—tX2 T s~ —7T (CSM)
eIk =k
e
KA Mr. Ong Chin Seon
1 FHAEA ~ L—3 7 ICT W2 (PIKOM)
eIk =k
e
K4 Mr. Alex Loh
) FHLAkA ~ L —7 ICT pE¥E (PTKOM)
ik PANR—Xa VT 4 F X THE
e [ : PIKOM fth % B
Malaysia | 55 "[EIEBRH#IFEA [ 2023 £ 7H 90 (AH) ~ 13 H (K)
K4 Mr. Tahrizi Thareb
FHAEA VL=V THAN—F 2T s3I 2=T 4 (rawSEC)
: eIk SR AR
e
K4 Dato’ Dr Amirudin Abdul Wahab
) HHAR A PAN—tX2 T s~ —7 (CSM)
eIk =k
e
KA Mr. Effendy Zulkifly
’ FHAEA Blockworq, Crypto Valley Malaysia
(Rt Ty 7 U—2 CE0, 7 U7 hARL— = L—TAlRRE
e
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K 9:<wL—U7 - BEHAKER

FHARA L= T YA NRN—tFX2 T a3 2= ¢ (rawSEC)
Web %1 I https://www. facebook. com/rawsec. my/

BilENa¥i e NGO

BX LA 2017 4

rawSEC (X, v~ L —3 7O EF I 2=F 4 THY ., FHHtx=V
TADOHBELFE L. A 2 =T 4 ICHBKT D200 1777 v b

ATERE - HEY T4 —LERMETHZEEZ AR LTS, rawSEC OFEEFIT. &
BESH & PEERZREODIT, EEFICE LI AMEBRT 52 & T,
BIEOERDOF v v Tk 5 Z &

=R Mr. Tahrizi Thareb

AU R—H 3000

BUMHERS & OBIfR | rawSEC 2RIE, v L —3 T HRGUTO A N—tF 2 U T ¢ MR

FHAR Chairman, 20 committee including 6 council of elders

« FI~F : Tahrizi Thareb K
< THIHA N> ) BfEER  EL

BT LIZHURIC T A —tx =2 U7 i8] 2550 L2 RIERERITLT ORI E S M,
(B 4 : JICA Cyber Security Questionnaire)

(1) BT ERE R

rawSEC (X, HHMEX =2V 7T 4 1T Ez AL, ~L— T OV A X=X VT
4 EFRITB W THRRO LA L A RE L EEERORRIZEHES L T\W5bH, £72, rawSEC =
Rl v~ b=y THRITOV A N—t X2 VT 4 HARETHY . EROV —F—2 v T %
o TWND2D, rawSEC TR L OBELRBREZFFD, EERDO=—XZE S TZHY fHA
TERTHENTE D,

(2) thBEFE R

~ L —3 T T, 2010 AFEEAN T — & fRiE1E (PDPA) IXBUERE LMTHONTEY | BN
HE (BU) O—f7 — X A (GDPR) L3S S D RIAZTH 5D, GDPR (XS CThe b ik
LWT —ZREEDO—DTH Y BIEPDPA HRIERICEI L < 70D Z & A THE I L5, GDPR I,
ENT — & 2 « BT HREOMERICK LT, UT2E02 < OBFEZED TN D,
MENT —Z ZWNETHENMEANSREEZSD Z &,
MEANT—F~DT I AB I MEANT — X ZHET DR ORI EITH Z &,

c RIERT 7R, R, BRPOEANT — X 2 RET LD EEZHE LD &

T —HRENDSTGE. AYICEND Z R EANCEmT DI L,

WIER O PDPA (2L, FEROFENEEND Z ENTRIN, ~ b — 7 ORFECHERILH
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TRICHEL T 212027 — 2 R Tt 2 KBS DM EN D D,

5-6. 7 4 U BV

74UV, 18 1600 FALLED AT E 1T AM720 DOEE GDP 2% 8,100 Kl
ASEAN Hithif CEE/REEZ R/ LT D, GCI T 7N 61 (L THY ., 77 KEFEH
BT I3 ALE WV ORISR LTV A, RIS A S —tF 2 U T 4 OFEICERDY
FATWD, BIEDT v 7T — Mt A "=t F a2 U T 4 iEE#bT 5 2 L iIcES%
WCT 3 DDORMRIERORTFNE END, Lo L, FHITFHCBIF > AT AR EEIE
BINZLTe 7 4 v v IRT U AT 2 T L W5 - RER 2 A N—B L Bl> T D,
INLOBMEOF T, 74 VBV EFSEIEFRII 22T A RHRBTANN—EX2 T
AIEENCFEMANICBE G- L, BAEZSZ T T\ 5, R, PH-CERT |%, 2001 4RI S L7 [EN
THRbETWIAN—tX 2T ra3a=7 4L LTEL>TWS, Flo, A=V =T~
WVRET, A NRN—tx 2 VT OFERREELREOm G 2T 2RO RFEE L
THBR 72 E 2 RTI-LTWD, S B, RIRFEAHEK 3 ¢ PICSPRO % 7% — A3 L
7oA =7 F 71, FAEMIT O CTF (Capture The Flag) &7 2@ U T, A 3—%
F2 VT ADOFREREBERL, BERFAN—EX2 VT 4T AT LE2EFRT DL
AIy FAVPERLTND, ZRHOWY AL, 7 1 U BT 24 A N —Eic
KIGT DI, A "=t x = VT 4 OfiftEZRIL L, RE/MELEOE Y MAIZR T LT
HZLERLTND,

= DL
AH 116, 434, 200 (2023 4EHEZ)
— AT RGP CK V) 8,100 (2021 A-HERt)
ASEAN s 1996 4

ICT « A N—FF = U T 4 DR{

B A - [ 7 B 4,884, 608 (2022 FEHER])
Her A 163, 345, 244 (2021 4EHER])
BERIEEFEEE (W 25T) 7

A E =3y MR 5, 830, 000 (2021 4EHEET)

7 a— RN R-[E B 7,936, 574 (2020 AEHERT)
GCL 58 e AR a7 77,00

GCI F6%k #ulsk= o 27 (77 KEPE) 13

GCL ¥5%% AR o7 61

T4V BENIBIF LA N—FX 2V T s aTIa=T 1 (Web WA )

74 VB3 Ea— X REAxHEF— 2L (PH-CERT) : https://www. facebook. com/PHCERT/
T4V A NN—EF 2T ¢ HEFEEE (PICSPRO)
https://www. facebook. com/PICSProfessionals/

7 4 U U ET — X {5#E < (NADPOP) © https://nadpop. org/
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7 4 U ¥ 2E ICT # ¥ (NICP) : https://nicp. org. ph/
T4V s arta—2—4 (PCS): https://philippinecomputersociety. org/

TAZ Ny THFEIZLD ICT » A N—F ¥ 2 U7 ¢ REIFROFEMIGE @IS L0, A 3 —
X o VT 4 BRI OV TORFERERIZLL T ORIRE S,

(B 1 : Survey ICT Organization)

(BI#s 2 : Survey Cybersecurity Private Organization)

(BIJ#s 3 : Desktop Survey on Cybersecurity)

£10: 740y - BHFEERR - @REFYV R b

Philippines | 5 —[EIEIHFEA | 202345 A 31 B (k) ~6 A2 H (&)
K4 Mr. Angel Averia
FHAEA T4 U B ar e —2BExEF—2 (PH-CERT)
1 (el =R
. PH-CERT 127 4 U B> THEMHDOI A X—t X2V TF 1§
BRI, Mr. Averia X JP-CERT Hi[m#kER& U,
K4 Dr. Leopardo Jaime
HERA HOLY ANGEL UNIVERSITY HA R—tF =2V T ¢ 5H
2 Pk TR
. %74vﬁyfﬁmmﬁ4ﬂwt%19%4$%%ﬁ
ELIEKE
K4 Dr. Marlon Tayag
HH kA HOLY ANGEL UNIVERSITY
3 P PAN—tF =2 U7 47 FEE. PICS PRO D 3 Hi
Il SR
. %749?V?%@K%4Nwt%19%4$%%ﬁ
LT R
Philippines | %5 " [BIZRMFEA | 202349 A 18 H (k) ~9 H 20 H (&)
K4 Mr. Angel Averia
FHAEA 74 U B ar e —2BExEF—2  (PH-CERT)
: (il e
fii 5
2 K4 Mr. Samuel Ramon V. Jacoba
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st 74V Erarva—2B8ax5F—24 (PH-CERT),
o 7 4V ¥ ET— 2 2 (NADPOP)

Wik PH-CERT Fl|&>F-. NADPOP & F

eSS

#£11: 740 vy - BEHAKER

KA 74 ) By Ay a— & BAKEF — 2 (PH-CERT)
Web %1 I https://www. facebook. com/PHCERT/

M{ADTEEH NGO

avA:S 2001 4

T4V T —HTTANRY =LA NN—FX=2 T 4
OB CHRMICENT - X —ICEET L2 HEEL
RALERE - B TWb, Iy va s, 7—#R#EHLYE LA N —kF =
VT 4 BHHGEEA L ANRNLT L, DEE2, BRSE, 2L
THELEER D DFEE I 2=T 1 THET D,

=k Mr. Angel Averia

« EZE CERT & L TR SN2 &b D,

- CICT & — 2004 4 ASEAN TELMIN &% 00

BURRERE & o BaR

AR Chairman, Vice Chairman

« A~ : Angel Lito Averia K
- THiH A~ ) BAEEM - A

BT LIZFURIC T A —tx= U7 i) 2550 L2 RIERERITL T ORI E S M,
(BII¥s 4 : JICA Cyber Security Questionnaire)

(1) BHFRERE R

PAN—EX2 VT a3 2=T 41TV OFIET DA, PH-CERT [% 2001 FIZF%SL
Niexbdi A NN—tXxa2 72332 =71Thd,

RV =T Vo VRFAE, 74 VTRV A N—t X2 VT 1 Tr s T 5 (FHF
BIOKRER) 2HTH5KRETHD, £, 2S00 BN THRRO K, ASEAN Institute
for Management (AIM) IZHH A /N—tFX=2UT 470l T LARBBDLN, EHMHIZEH O
Ha T N— 1L T A,

5-7. L HHR—)v

TR —VE, 5,970 TADOANA EFEE— AH720 @ GDP 25 10 /7 6000 R/LtuyH
ASEAN 3k D U — X — L {52 5 ETH 5, ALY A "—t X2 U T ¢ F5FE (GCI) T4
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https://www.facebook.com/PHCERT/

NEEG L, 7UT KR CY by TORN 255 2 0 HR— L, 5l & & A 3 —
X2 VT4 2EBEFHE LTS, REORY AT, A N—T BTz aF o
RER E . VAR F 2 U T A DAFNLT v IO A ) _X—a B EETHA =
TT4T7WNaEND, £, MESNTZHA NN~ FX 2V T 4 (BELE) BERICET DABH
L, H oY A S—Bhff & RIS LT 2 72 OO0 A E R L TN D, v HR—E
FHER e A N— X2 VT 4 A T THHLTNDN, DDoS W, 74w/, T
P AT =T EOBBICIIREEF - TRy, &5, TRXEHH0 EMFEh 57K
¥ U= O EOMEICER L TWD, Ll BEENRY A S—tFx=2 0T 1 71
—IRERMEOM T EHEHE L, TROEOFRy hT—IaIa=T 4 ZHFHLTWH
Do KRT, VUHBR—NYAN—X2 T A F—T Y m—T 3 (SCSIA) 1, 1
WX VT 7v 7y a bt le (ASP) 125 - TN STz, $EkREI oW 88t
L. A=t F 2 U7 1 12T DIRHIRRICER D A TWD,

= DL

AH 5,975, 383 (2023 AEHEET)
— AT RGP CK V) 106, 000 (2021 4F4fit)
ASEAN s 19667 4

ICT « A N—FF = U T 4 DRH

B A - [ 7 B 1,906, 200 (2022 FHEE])
Her A 9, 350, 700 (2021 4EHEZT)
BERIEEFEEE (W 25T) 15

A E =3y MR 53,690, 000 (2021 4EHEE)
7a— RNy R-[E B 1,509, 700 (2020 4EHERT)
GCL a8 B AR T 98, 52

GCI F6%k #ulsk= o 27 (77 KEFE) 1

GCL ¥5%% AR o7 7 4

VUK =MIBTF LA N—FX a2V T s TIa=T 1 (Web WA k)
Bitx2UT 47 v 7xy g7 0WE (AiSP) @ https://aisp. sg/

FAY by THREIZLD ICT » A N—tF 2 U T ¢ BREHAEOFEMER L, A3 —F
F a2 U T 4RI OW T ORERERIILUT OBz 2],

(B 1 : Survey ICT Organization)

(BI¥ 2 : Survey Cybersecurity Private Organization)

(BI#s 3 : Desktop Survey on Cybersecurity)
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#F 12 S UHR—V - BEFKEHFR

Singapore | % —[RIBLHIFHA | 202348 H 17T H (K)
K4 Mr. Tony Low
1 FELAEA HRtx=2V T 4707y gl e (AiSP)
ik FIESS R
e
K4 Mr. Parvitar Singh
FELAEA VUBR—INT v I A H AR Y — (SGTech)
2 P YA R ZAE— N T U T TAT VALY hvF—T %
BT _
e
K4 Mr. Jezerie Lan
; FHAEA VU R—=NT 7 A Z AR Y — (SGTech)
Bk ARNTTFOy s TarTn TR —T % —
e
Singapore | & " [RIELHFHA | 2023 4£10 A 17 B (k) ~10 A 20 H (&)
K4 Mr. Johny Kho
| FELAkA BHtx=2V T 4707y gl e (AiSP)
ik =k
e

#13: VUHR— - BHFAETER

kA Mt x2)7 470 7=y v a) e (AiSP)

Web Y1 k https://www. aisp. sg

RikZND¥E | NGO

FRNAE 2008 4
MWL LT A NRN—t X2V T4 HRTHY ., TR OfF
WX U7 HZEOEEME, ML, B X ORIZEZ(EET 5

T 7elz, EROHINRRE ) & BB OB A B, S,
M ESHETWS, A N—F% 2 U T ¢ Hikds L OBES 55
TroOBRFE, M, HERERET D LIk T, L0k
HERT 5,

&SR Mr. Tony Low

A R—5 2200

BORRERE & o BAR VIR NAY A N—tF 2 VT 1T (CSA)
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https://www.aisp.sg/

Gk Chairman, Vice Chairman, Advisory Council, Executive
. Committee, Secretariat, Executive committee: 42
AR & O RE JNSA

« JF~\ & : Johny Kho K

- THUA X b BAfEEM - L

BE LIZHRIZ T A " —tF% o U7 ¢ i8] 250 L7z BIERERIZLLT ORI AE S,
(BI¥R 4« JICA Cyber Security Questionnaire)

(1) BHFRAERE R

VAR DY A N—t X2 T 4R THD AiISP 1%, BUF CSA (Cyber Security
Agency of Singapore) DFHED E & T, ASEANS # [E D ICT R¥ ¥ — 2 L A MOU Z#65E
L 2022 4F 11 A1Z South East Asia Cybersecurity Consortium (SEACC) Z#ftEk L 7=, AiSP
FETHRERL S 4L72 SEACC 1, BV AR ATFY TH Y, ASEAN DAL LT, 7T VT KED ICT X
VH—DOYAN—EF 2 VT EVRABE L IO TV D 2 E MR TE T, £ B
“ A H OEMFALE T [GovWare Conference & Exhibition 2023] ~&MML7=, LRI DA X
Y MIVANR—F2 T IR LA R P TIZEWCHED 5T, BT 90%8L 1
DY AN—t X2 T 4BERETHY . KOB~OEOE S 2R Lz, Z O/
Fr BCHIL, BETIE (T4 X=XV T DA b ElpoTND,

(2) &FBAEZE - Hfk & DEERIL

2017 4= 9 AIZ AiSP & HAD R[S ToH H INSA 23 MOU ZF5TY, LAk, INSA BN v
A R—=N DRI RS HBRIZ ALSP 3 IFAT DAL TV oA, Covid-19 ARIT, 17X
fe b < B & 7o TV, RERERR—Z2 T, T TICEL O BRBEN Y VA R—/LiE
HAEBME LIiRE 21T o TR, A _"—tx 2V T 1 IR LT BARRZETORRL)
FHNIFERR TE T, AFELE LD INSA WEBICE RSS2 5 E S, [R7 +— 7 4 B
DA HS B S 7z,

(3) thBEFEHR

HNA L N =T OFEN

- BLE, GovWare (X, VYA N_X—EFX 2T 4 IZETATTHEBOL Y 77 L AD—DT
b, UHR=NVEEY A N—T 4 — T D—ETH D, W, A N—tX2U T 458
DEFD LY R, RANTTIT 4 A A ) _"—a ATEEEZLTTND,

- GovWare %, Y'Y HR—IVEEEY A N—7 —7 (SICW) O—BgL LT 1990 EI2hh
Fol, BRFICOIEY, ZOSFITETOHEEEBEMELZHL, 7T THAEHRDOY A —F
X2 UT 4N T 7L AD—DRE L, 2022 £, ZDOA X2 ML 65 END
10,000 AZH 2 DBURBIRE . FAN—bX 2 VF 4 ¥R —¥— FHEF, EEZEDS
mnéd -7,
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5-8. A

X A1, ASEAN LFEMAWN CHEE/RHALZ 5O TS, AL 6900 H AEH L, — A7z
D DI GDP 1L 17,100 Kb, ZA1x. Za—rILP 4 "—t %2 U F ¢ $58 (GCI) T 44
N, TOT RKVEHIR T ONTH DM, EERY A N—tFx 2 U7 ¢ ORBEITHEMmAIIZED
MATOWD, BIIEDOERICEE, VA R_"—kX2 U T 1 OBHMEEZED, 79 Z VEEE T
DEAMMEZENLT D5 Z ITERE YT TS, LinL, Z2A1ET7 080T, 74y
7T — X E ORI e A N —FEICER L TWD, ZOX ) R A R TV
DM, FATFRA BRIl 2 =T 4 RMENTA N—X =2 U T ¢ OIFENTFERIICS I L
TW5, TISA, ISACA N1zt 7 R isc2 Ny a7 ok B+ _EHE, ERNTOW
TR, s, YA X=X 2 VT 4 A =T T ¢ 7 ORI EIE 258 2 R- LT
Bo ZANET VHAMEREDLHIICIB N T, A N— X2 U T ¢ 13T 25O Y fHA
Z FEMAYICAT > TV D,

= DL
AH 69, 794, 997 (2023 4EHEET)
— AT RGP CK V) 17,100 (2021 4FHEt)
ASEAN s 1967 4

ICT « A N—FF = U T 4 DRH

B A - [ 7 B 43,680, 000 (2022 FEHEE])
Her A 1, 264, 140, 000 (2021 4FHEZT)
BERIEEFEEE (W 25T) 16

A E =3y MR 61, 200,000 (2021 4EHER])
7a— RNy R-[E B 1,478,265 (2020 4EHERT)
GCL a8 B AR T 86, 50

GCI F6%k #ulsk= o 27 (77 KEFE) 9

GCL ¥5%% AR o7 7 44

AAZBTEZVANRN—X2T ra3a2=F414 Web¥ A F)
ZAEREX 2T e (TISA): https://www. tisa. or. th/

FAT Ny TREBEICLD ICT - A RX—tF 2 VU T ¢ BREHEOZEMESRP L O, A 3—
X2 U T 4 IR OW T ORERRIZLL T ORRE S,

(B 1 : Survey ICT Organization)

(BI¥ 2 : Survey Cybersecurity Private Organization)

(BI#s 3 : Desktop Survey on Cybersecurity)
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xR 14: 7A- BHRERRE -

HRE Y R b

Thailand | #—[EIBHFRA | 202345 H16 H (k) ~5 A 19 B (&)
1 K4 Mr. Boonchauay Sanguanvorapong
FHA%A B A ICT A »Z A MY —1% (ATCI)
Pk ATCT %8
o ASOCTO =B f¥ # A4 O ICT aHhe., ~Y v 7 V7 Y
Ttk T vy A —
K4 Dr. Prinya Hom—anek
5 FELAE A ZAEREF 2V T 1 e (TISA)
Pk TISA BlIFRE . AT ¥ LT RAAL P — @l (SRAH)
e BADYANR—x= )T 1 HE
K4 AVM Amorn Chomchoey
; A4 EF WA R—Ze2RkEfR  (NCSA)
eIk I5E=S
e BABIFOY A =% 2 T ¢ L85
Thailand | % " [EIFRHFHE | (1) 20234E7TH 14 B (&) ~7TH 158 (1)
K4 Mr. Prinya Hom-anek
. LA ZAEREF 2V T 4 e (TISA)
eIk TISA AIRRE . AT v LT RS — il (SRR
e
K4 Mr. Bunrak Saraggananda
) FHAEA B A ICT A »Z A MY —1% (ATCI)
ek JE ATCT J TF ASOCTO 44 %4>
fi5%& R : ATCT REMRZEA L R—154
K4 Mr. Komain Pibulyarojana
FHAEA T-NET £t
3 P BHREx2 T4 AUy VR b AREER~R—D T
P8k
TALTH—
e
K4 Ms. Jinda Boonlarptaveechoke
A FELA A PIvbharva—4t
ik eSS
e ATCI =B 23
Thailand | % " [EIEMFEAE | (2) 202349 H20H (k) ~9 H 23 H (&)
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K4 Mr. Yanaphon Youngyuen
: HH kA ZAEREX 2 VT 1 = (TISA)
Bk e
{5
K4 Mr. Yos Kimsawatde
2 HH kA Z A GATI =
Bk e
Bk e

£ 15: ¥4 - BEAKER

HHAR A ZAEREX =V T o e (TISA)

Web Y1 k www. tisa. or. th

FIADFH NGO

L AYAC= 2007
EVar AAEREF 2V T A BRIT. Te—VUEES

3 HDIFEE IR D Z &,

BAERE - HEY j:L ?T . e s - —
Tvvay HEMCGED N EERH - ITERES 2 T
4 DTaEAE ANMEBKT D,

=K Dr. Prinya Hom—anek, Honorary Advisor

A R—5 Mr. Police Colonel Yanaphon Yongyuen, President

BURHERS & O BIfR NCSA

Adovisor, Chairmaan, Vice Presidents, Committees,

HL

Executive committee

« 4~ : Dr. Prinya Hom—anek, Honery Advisor

c THHA N2 ) BEER A

BT LIZHRIC T A —tx = U7 i) 2550 L2 RIS RITLT ORI E S M,
(BII¥s 4 : JICA Cyber Security Questionnaire)

(1) BT ERE R

FAICoOe TV AT, ZAITBT DA N~ F% = U T ¢ BEMHKIL TISA DA TH
D2 EPHER S, TISAL, X = U7 « OFMFE, F5eHE . ik, B IOBEER
OHETHY, X2V T A BHEOA RV N, BIF— V=T vayT R TeY
=7 MR EEFBELTHEREX 2 ) 7 4 0 OHEEICHEIRL, ¥ A ENB X OEBE 22T
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http://www.tisa.or.th/

tX a2V T saia=T 0 EOEELRO, SEE LTE, VAR —DIESCT AT =
T, T4 T THIRENS D,

5-9. X hF A

NRFAE, AAR 1E4 THAZELZ, —ANHS720 DOFEE GDP 28 10,600 R/LEv9 |
ASEAN FE[RMAN CTHEE AR ML Z 5O T D, BFREZZT TD— 5T, XM AFEH
WCHERT LA AN—tFX 2 U7 OFEICER LTS, N M FAF, R A A—kF =
U ¢ 58 (GCI) T 25, 7 U7 AEEEHIE Gl 7M1 W ) 3221 TV B8, T o
LAY zTRT 4y TREL WSl EE Y A N—FFICHEE L TW5, RIOE#RT
IE. ZRS OBEICH T D0 DT — 4 T T A R —(REBROE RSN TN D, X
N 2ITITEB OV A N —tF 2 U7 ¢ BEGERE AT 223, NISA 232 DO Tl I
AR TCH D, Ll N R FAITRARE LT TH Y, SiFic LU, A RS
fafRie~ L7 = TG Lie BAZ 10 EICE EN TS, &6, XbFAE27 )V F b
VA= TN 2 TIERE L TV BEOF T 2T V7 STWD, X hFAIK Zh
OB T DMWY A ZED 5 H BUFHEE, A "—tF =2 U7 ¢ ik, £ L TRMH
72—, E OV A N—EREINEZ ] b S YA N e ARG A Rk LT
W ETPRRERD,

= DL
AH 104, 799, 174 (2023 4EHEZ)
— AT RGP CK V) 10,600 (2021 4FHEit)
ASEAN s 1995 4

ICT « A N—FF = U T 4 DRH

B A - [ 2 B 2,390, 671 (2022 4EHER)
Her A 1, 400, 000 (2021 4EHEE])
BERIEEFEEE (W 25T) 5

A E =3y MR 71,780,000 (2021 4EHEE)
7a— RN R-[E B 16, 699, 249 (2020 4EHEEF)
GCL 58 B AR T 94, 59

GCI F6%k #ulsk= v 27 (7 7 KEFE) 7

GCL ¥5%% Ao 7 25

NREFAZBFLANRN—tF 2T ra3I2=7+1 (Web A )

Vietnam Information Security Association (VNISA) : vnisa. org. vn

TAY hy TRBEICLD ICT « A N—tFx =2 U T ¢ BREHEOFEME SIS L O, A 3—
X2 U T 4 IR OW T ORERRIZLL T ORRE S,

(B 1 : Survey ICT Organization)

(BI#s 2 : Survey Cybersecurity Private Organization)
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(BIJ#s 3 : Desktop Survey on Cybersecurity)

£ 16: X+ Fh - BHFEERER -@RED R b

Vietnam | 5—EIEIHIZHE | 20234E5 A 22 H (k) ~5 26 B (K)

KA Ms. Giang Nguyen

: FELAEA REFLAY T by =T - ITH—E2HE (VINASA)
Pk Chief of the secretariat
e ASOCIO & B ¥
K4 Mr. Nguyén Thanh Hung

, FHLAEA RN FAEREX 2 U T B (VNISA)
eIk =k
{5 Ak : 7= s A0 o 7 R ERIRE
K4 Mr. Khéng Huy Hong

; FELAEA RN FAEREX 2T B (VNISA)
ik RIESS R
e
K4 Ms. Tran Kim Phuong

A FELAEA RN FAEREX 2 U T B (VNISA)
eIk AR
e
K4 Mr. Nguyén Ngoc Toan

- FELAEA RN FAEREX 2 U T B (VNISA)
ik A=T A R
e *JICA A 2 /3—
K4 Dr. Phan Tam

; FELAEA AN T afFHuEEE MIC)
ik FIPNED
e
K4 Mr. Nguyen Duc Toan

, LA AN S aERIEEE MIC) [EFEH
eIk
e

Vietnam | %5 "[RIELM#IFEA | 20234E7 H30H (H) ~8 A8 A (k)
1 K4 Mr. Nguyén Thanh Hung
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FHLAEA NREFAEREY 2T S (WNISA)
eIk =k
e [E) S e S G RPN
K4 Mr. Khéng Huy Hong
’ FELAEA NREF AR T S (WNISA)
ik A=k
e
K4 Mr. Nguyen Van Khoa
FHA%A FPT Software
’ (Rt CEO
e VINASA & F

#£ 17 : X+ FAa - BEFAKESR

R4 N M FAEREF 2 VT o e (VNISA)
Web 1 b vhisa. org. vn
RikzND¥E | NGO
BX LA 2007
BB & O 77 il = U 7« BEBE/1EEE (MIC) DHERR,
VNCERT/MIC, VGISC 72 &
B2 T A OHE/ FL—=2 7 0HtE (Fgtx=)F
£ Bt S O L)
o AR, AT 7 VA RFEOT —<IZET 58I B
RALERE - B s o
HZR/ EROBEREX 2V T IR OFE
FAARRCAEZEM OO LM, B L TRE#EX=2U 7 1 O
AL R &7
[l B 15 1 DO HEE
IR/ TTA BT A DB%E
&SR Mr. Nguyen Thanh Hung
AU N—EK 160 24k
BB & OBtk | = U 7 o BEBI/@(EE (MIC) DOHERR, VNCERT/MIC, VGISC
Chairman, Vice Chairman, Secretariat, Executive Committee:
AL -

« JF~\ & : Mr. Nguyén Thanh Hung
< THHA N> b BfEREM AV
BELEFERIC T A =2 )T 4

A & S L 72 B RS RIT LT ORI A 2,
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(BII¥s 4 : JICA Cyber Security Questionnaire)

(1) BHFRAERE R

e 7T U7k, RETACBT YA NN—tX =2 U 7 ¢ BEMKIL VNISA O&
THDHZENMERSNIZ, WISAIX 160 tLOESERELZAFH L, XM T A TR RE 2P A
—t X2 VT A EHAOWETHY, ENOYT A NRN—t X2 U T L OO EHEE R
ANGAVIN

(2) A4 ZE - HifE & oEHERK
JNSA & VNISA IZ MOU % K CThH o 7=, AR OFHR 2 ¥IZF % To MoU & ffims L=,
7o, SENERR L TOBETEA TS, (INCS LTV a—tof)

(3) thBEFE R

« NISC H ASEAN ¥ A /S—% % = U T ¢ Working Group DEREICELE T T+ a—T v 7 A
Ry MEBELTRER, BERSMOA X NER D SIMENE R LT,

* VNISA @ Khéng Huy Hung BGiE AiSP 233% 37 L 7= SEACC (South East Asia Cybersecurity
Consortium) (ZHNEE LT3,

+ ASOCTO R & VINASA O 2 —F ¢ F— M T, X M LAOBIFHER MIC ~5fI L. A
TH—T L] OT VLB EIToT,

s AR, NP FLAICTR2EIT, BADICT DY 7 b =T (DA T 2 = T B%E & DTN
WMRH BT T/ XM FLAD ICT AM O BARSOHEA~ANHEATNDH 2D, FHAIZE N
BRZ ST TV D08, IT4AE Tl oimfdiiicilun iz, X v F AN HETHEIZE A TIIE
LKA~ EZLLTWD, 20RO, TR +—TF L) BT 52 LT, BCK
DHIRLTTOTIWEBT DA =TT 4 7MY RIWRRsE28MGT5, 124
[FliX, ASOCIO LV K7D I4EEZIT b2 &3, HEOHIE A HEE I BN -7,

RC & BIHPEMAR A O S (dH) (3. LT ORI E S,
(BT 5 : 202305 Z A A IHER)

(B 6 : 202305 7 /LA FRAIHEEHR)

(AW 7 : 202305 X k- AR AEHH)

(B8 :202306 7 4 U B E Y « HUARTT « < L—3 7 ifAHEH)
(BIF 9 1 202307 ~ L— 7 _ & A FAEHER)

(%% 10 1 202308 X kb o AR — LA HER)

(RIS 11 : 202310 GovWare2023 FHAHER)

(IS 12 1 202402 F A4 A A IHEH)

5-10. XU T FF v a

FC ASEAN BE & [FERICT A7 by THEEZFER LD A T4 v BlZix, A 3—&
X U7 4 BHEAROEHRICONT, $A4 X3 —F2 7 s REFAKREESLTVD 7 =
AAT I DI N—TNoDHEDOD, EREAFILIL TRl
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E DBEE
N
— ANY720FEH P CKk F)
ASEAN Jinid

ICT « A R—kF =2V T 1 DRI
B A - [ E [T
b 2 s o EE o
BERIEEFEEE (W 2 5T)
A H—F v NRIHE
7 a— RN R-[EERK
GCT f%k #EA a7
GCL #6548 Mk v 7 (7 V7 KFrE)
GCL ¥5%% AR o7

171, 180, 000 (2022 4EHEE)
2,688 (2022 4EHEET)
AR

274,295 (2022 #-HERt)

181, 021, 227 (2021 4E-HERT)
1

6, 630,000 (2021 A4-HEFT)
10, 052, 819 (2020 4E#EF)
81. 27

11

53

FAY by TRBEICLD ICT » A R_N—F X2V 7 ¢ BREIFUROEEMF R L N, A 3—F
X2 U T A FRIEIZ OV T ORI T ORI EZ &,

(B 1 : Survey ICT Organization)

(BI#s 2 : Survey Cybersecurity Private Organization)

(BI#s 3 : Desktop Survey on Cybersecurity)

5-11. >

52 ASEAN & EERERICT A7 by THREZERB LT84 T4 v BiZix, A4 3—%
X T 4 BEEROERIZA Y -5 o T,

E DBEE
N
— ANH720FEH P CKk F)
ASEAN Jinid

ICT « A R—kF =2V T 1 DRI
B A - [ E [T
Bor BRI
BERIBEEFEEE (W 25T)
A H—Fy NRIHE
7 a— R R-[EERK
GCL a8 B R T
GCL #6548 Mk v 7 (7 V7 KFrE)
GCL ¥5%% Ao 7

3, 450, 000 (2022 4EHEE)
5,038 (2022 HEHEE)
AR

475,290 (2022 4EHER)
4,687,304 (2021 FHEFH)
12

27, 720, 000 (2021 4EHEE)
307,166 (2020 4EHERT)
26. 2

22

120
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FAY My TREIZL D ICT « A "=t F 2 U T 4 REHEOFEHFERL O, A —F
F a2 U T 4RI OW T ORERERIILUT OBz 2,

(B 1 : Survey ICT Organization)

(BI#s 2 : Survey Cybersecurity Private Organization)

(BIJ#s 3 : Desktop Survey on Cybersecurity)

5-12. T 4 E—)V
52 ASEAN & EERERICT A2 by THREZERB LT84 T4 » BiZix, A4 3—%
X U7 ¢ BEFROEFRIZIA Y =570 -7,

E DBEE

N E| 1, 340, 000 (2022 4EHERT)
— AN%720 FEHE P CK F) fid7e L

ASEAN Jinid AN

ICT « A NX—FEF =2V T 4 DRH
FERAA A [ E [l
gt A

1,840 (2022 FFHEET)
1,481,007 (2022 FEHEE)

BERIEEFEEE (W 25T)

A H =%y NRIHE

7 a— RN R-[EERK

GCL a8 B AR T

GCL #6548 Mk v 7 (7 V7 KFErE)
GCL ¥5%% AR o7

1

507,000 (2021 4EHEET)
75 (2020 FEHERT)

4. 26

34

173

FAI My THEICELD ICT « A RN—t X2 U T ¢ BREIFKROZERE R L, A R—F
F =2 U7 4RI OV TORER RITLL T ORIIRE S,

(B 1 : Survey ICT Organization)

(BI#s 2 : Survey Cybersecurity Private Organization)

(BI#s 3 : Desktop Survey on Cybersecurity)

5-13. ASEAN &V~ UV — GBEEX—X)
A, EBIFHARL A ASEAN & LTE &7,

(1) ASEAN (4% 9 7 [E) DAL

¥AAO : 635,928,691 (2023 HEHEET)
¥R GDP ¢ 28, 033. 33 2K Kv
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# 18 : ASEAN £E D IE#H

Brunei Cambodia Indonesia Laos Malaysia
Population 484,991 (2023 est.) | 16,891,245 (2023 est.) 279,476,346 (2023 est.) |7,852,377 (2023 est.) 34,219,975 (2023 est.
Real GDP per Capita $60,100 (2021 est.) [$4,400 (2021 est.) $11,900 (2021 est.) $7,800 (2021 est.) $26,300 (2021 est.)
Member ASEAN 07-Jan-84 30-Apr-99 8 August 196 23-Jul-97 8 August 196

Philippine Singapore Thailand Vietnam

Population 116,434,200 (2023 est.) |5,975,383 (2023 est.)  [69,794,997 (2023 est.) [104,799,174 (2023 est.)
Real GDP per Capita $8,100 (2021 est.) $106,000 (2021 est.) $17,100 (2021 est.) $10,600 (2021 est.)
Member ASEAN 8 August 196 8 August 196 8 August 196 28-Jul-95

(2)ASEAN D A N—tF = U F ¢ ORI (4K & i)
(D ASEAN O GCT 5%k

GCI a2y« 71.75

GCI ‘E¥) % BRI [EH . 6 »n[EH

GCI ‘E¥) % TIal B [E %« 3 »n[E
@ ASEAN & AARD GCT DALEDT

150.00
100.00
50.00
0.00

56.70

GCI Index Overall score ASEAN and JAPAN

94.88 97.82

98. 06

98 52 gg.

> > N > N > L <@
& O & RN Q& &
S N >
A & S N PN & B
R TS

# 19

B 1 :GCI Index Overall score ASEAN-JAPAN

50 94.59

1912' I2034I I I II

ASEAN MBAED ICT B LI YA X—tF 2 VT 4 DK<V — ()

Brunei Cambodia Indonesia Laos Malaysia
Telephones user- fixed lines 122,204 (2022 est.) [38,284 (2022 est.) 8,423,990 (2022 est.) 1,300,195 (2021 est.)  |8,452,900 (2022 est.)
Telephones user - mobile cellular 603,486 (2021 est.) [19,899,790 (2021 est.) |365,872,608 (2021 est.) [4,822,973 (2021 est.) |47,201,700 (2021 est.)

Telecommunication Operator (included VNO)

3

6

7

4

16

Internet users

441,000 (2021 est.)

10.2 million (2021 est.)

167.4 million (2021 est.)

4,588,000 (2021 est.)

32.98 million (2021 est.)

Broadband - fixed subscriptions

71,078 (2020 est.)

233,732 (2020 est.)

11,722,218 (2020 est.)

128,000 (2020 est.)

3,358,800 (2020 est.)

GCl Index Overall score 56,70 19,12 94,88 20,34 98,06

GCl Index Regional Rank (Asia Pacific) 16 26 6 25 2

GCl Index Global Rank 85 132 24 131 5
Philippine Singapore Thailand Vietnam

Telephones user- fixed lines

4,384,608 (2022 est.)

1,906,200 (2022 est.)

4.368 million (2022 est.)

2,390,671 (2022 est.)

Telephones user - mobile cellular

163,345,244 (2021 est.)

9,350,700 (2022 est.)

126.414 million (2022 eg

140 million (2021 est.)

Telecommunication Operator (included VNO)

7

15

16

5

Internet users

58.3 million (2021 est.)

5.369 million (2021 est.)

61.2 million (2021 est.)

71.78 million (2021 est.)

Broadband - fixed subscriptions

7,936,574 (2020 est.)

1,509,700 (2020 est.)

11,478,265 (2020 est.)

16,699,249 (2020 est.)

GCl Index Overall score 77,00 98,52 86,50 94,59
GCl Index Regional Rank (Asia Pacific) 13 1 9 7
GCl Index Global Rank 61 4 44 25
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ASEAN

Gov Commitment (AVG)

Community View (AVG)

Legal Measures
50.0

Cooperative Measures Technical Measures

Capacity Development L
Organizational Measures

Measures

X 2:GCIEEBIZRIT D ASEAN A N—tF = U T 1 OB

Legal Technical [Organizational Capacity Cooperative
ASEAN Measures Measures Measures Development Measures
Gov Commitment (AVG) 41,9 34,0 32,5 34,9 35,9
Community View (AVG) 34,4 31,1 28,9 26,7 28,9

@D BE% L~ B%RE FAE
@ A AL B Vi

- B ONK - IERHE . B E

- 33 a2=T 0 DR IERHNE . BirRE
@ WAEAY 2 pl R R

— BURF AR - FHEREIRR, Bl %R

- I a=T7 4 ORME BESIBASE, KRR, W Iru%E R
(6) AR

ASEAN Hidef 1%, B4 2 B E Bk B 720, 7o — P A N—t % 2 U 7 ¢ f5%k (GCT)
DAATIIHMENTND LT, VA NR—FF 2 U T ¢ ORLNE & YEfFREZ T 1T~ 72
LAULR BB, Y HR— LR L —2 7D L ) RELZNBEWGT AT 2Rt — 5T, T
FARLH ARTT DX S eE AT, BOMAII L TWDEN, EIZEZNLEER-> TS, 20
£ BHUED YA N—t X =2 U T ¢ Ot % [ kS 2 70 DIZiE, ASEAN Hulsk N D & [E 723
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LAV, ¥ v 72O LLERD D,

ARG BT, BRI B L OISR R I B W T ERN R B B 2 0 I L, Hh
AR TH A N— X2 VT 0 ORNA EOEESE R L TV D, W, IERRTE TR 72
A& L CHAL TR Y | B OFAHARHIT A T = X L OME R B A RE L TV D, Lo
L. 749 PRIV AT 2 THERY A NN—tXa V7 s DR EZIE L TEBY, &
REZEITHEIR L UTIET D, A%ERIEA D & IEATE~DOEH X, ASEAN INREIC
Lo THAN—EFa VT 4 HNF U REHRILL, FT 2B BRI RHLT 5 Z & T,
MDY A =% 2 U7 ¢ (K ZRESE, BB LRET2HEERES 0D,

(% https://www. cia. gov/the—world-factbook/)

6. FEICBITAMBI A NN—kX=2Y T s BREHS - HiE

6-1. BEM MK L REE [HB~NE]
5. OFAEIZ T/ I3 — b L7z DRARHEIEK] O H/8F 2 2« SEFEEEES STT - DX EE s &
ONNISC &g B, EE LT,

£ 20: BEFAKERREZEIY X b

=4 MR, #fke  RERE

T A Brunei Cyber Security Association (BCSA)
President, Mr. Mohamad Azad Zaki Haji Mohd Tahir

TR TT ISAC Cambodia

Chairman, Mr. Phannarith Ou

A R T Indonesia Network Security Association (idNSA)

Founder and Advisor, Dr. Rudi Lumanto

HA AARy NU—27E8%2U T o5 (JNSA)
=R LR 3 K
~lL—7 Malaysia CyberSecurity Community (rawSEC)

Co—Founder, Mr. Tahrizi Thareb

740 Philippine Computer Emergency Response Team (PH-CERT)

President, Mr. Angel Averia

TR —IV Association of Information Security Professionals (AiSP)

President, Mr. Johnny Kho

A A Thailand Information Security Association (TISA)

Founder & Special Advisor, Dr. Prinya Hom—anek

S NaA Vietnam Information Security Association (VNISA)
Chairman, Mr. Nguyen Thanh Hung
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6-2. BEH B D&M L BEHE M

[ oW, BREEMK] & L CoOREREEEILLTOLEBY,

CMEDOII 2=T A RAUNRN=DFEL, BHOZED A NN—=Z @I AR — FTE T
HAI2=T 4 THDHI &,

C ARETITERTER L TO D EFIFEINH S Z &,

C BUNOREEZITT, B LTS Z &,

- EEAFETHY . ACESTEEFIIAR =GB LRI EZ T TS Z &,

CMMOEBEMEHESC T 2 =7 ¢ LRECHAOWE E TR E (MOU) AR L TnD Z &,

(1) BCSA

ASOCTO DA L N—HETEH D IFBRRBCSA E 28 L, TARA DY A NRR—EF 2 T 1128
THHEMOBEDOREELIT TR, TANRANAFET DA NN—FFX =2 T 2 FHHDOH
213, BCSA Thoi-7-,

(2) ISAC Cambodia

Ministry of Post and Telecommunications (MPTC)® Phannarits Ou K& Ann Kim K &
RUTERER. B AR TIZIZE A RN —tFx 2 VT A EOHBEPNENFERELMER L7, L
L. VA= X2 )T 0 EHOFENE2I 2= ¢+ TH 5 Innovations for Social
Accountability in Cambodia (ISAC Cambodia $S{ERUAEER) . O IEZE Wi LI-MER, £
DRFE D MPTC @ Phannarits Ou K THDHHH 5, ISAC Cambodia & XIREIA L L CTHERE L
7

(3) idNSA

idNSA (X, 4 > RRTTIZBWTIRAKDT A N—t X2 )T s HFOHEKTHY . 1> Fx
VT ETTRYy NU—278Xa V7 0%, BLOMEREX =2V 7 ¢ 0B ICHEBAICED
FHATEY  HRNOH A NN—tX 27 0 ORMMEELORAVEEEZGE L, 1 FRUT
DY AN—t X2 VT ¢ REGEOERFULE LT, 4 FRUTERNIATOAS X k-
2 —DFEME, £7- [CodeBali] 72 & BAL DA N ROl - = EiE 2 HT HHE
ThodHiz,

(4) rawSEC

Cyber Security Malaysia (CSM)® CEO T& % Amirudin Abdul Wahab X 0 #EpE 4252 1) 7=
RIA Mo —aI2=7 4 TASEWNIZB T L2V A NRN—tXx2 VT 4T U—RHLEEL
TWD, —fDOA L NN=0 v L — T ENHATO SOC DEH YR — K 21770 > T D,

(5) PH-CERT

PH-CERT X7 4 VU BB W TRMY A N—t X2 VT 0 AMPEEL T DEHE—D
XTHY M7 1 V) e THEUOHIKIIFEE T BENOY A N—tF 2 U T ¢ ORMHME
¥ L ORIRVEEES F T 5720,
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(6) AiSP

AEHEOHBITH S, ASEAN £ [E DOHHEIZ BT, BUFF CSA (Cyber Security Agency of
Singapore) DXIEDE & T, ASEANS 23E D ICT X ¥ —HEIC L 5 MOU Z#6hsE L 2022 48
11 H1Z South East Asia Cybersecurity Consortium (SEACC) Zf L7=,

[ARA R b IZTASEAN8 2E+ BARDH A N—t %2 U T ¢ W5 - HIAIZTMOU ZFEO
FERENT=T A4 7 AN, EREEICL 2 AB) - 458 - ABZ @ L CTHAE L~ LO5] &
FFEEHET O ITR LT, AISP FE TR5EL S 4172 CEACC 1, BV R ALY TH Y | ASEAN
DI 5T ASTA K E D ICT R KX —DHP A _"—t X2 T 4 BV R AEEEZFEOENT T
W5, ZOBNEFEICHEZR L, ASP O [RA XU N ~OBMPBRE LT,

(7) TISA

TISA U, fHtF =Y 7 0 OFEMFE, HH5ed, Mk, BLOBEEEROHETHY | 1§
WXV 7T A BHEOA R M, EIF— V=T vay S R T e T ey MR EEEL
THREX 2V 7T s BOHEICHE L, ¥ EANBIOEENREREX =27 023
22T 4 EOEELET D, XAICBNTHAN—EFX 2T HEORRKDOA X b
Cyber Defense Initiative Conference (CDIC) DA « i FEiESFo,

(8) VNISA

VNISA (X, 160 ttOSBREEZHET D, XM FAICBNTRROY A NX—tF 2 U7 1§
MO TH D 4k, ERNOY A N—txa U T ¢ ORMEMRIE L ORI EEE N ATFE
A T&H Y . International conference Vietnam Cyber Security Day 2022 72 & A X1 |
DO - EEEBEOFFD, £7-. AiSP 23537 L7= SEACC (South East Asia Cybersecurity
Consortium) @ MOU #if L7HETH H D728,

7. FREFEETEE ORR

7-1. TBUORSEE] o ASBAN M) &A% E)

(1) THEMBEE

BREH] BLOW S#IC T, ERFEERORMTEZFIA L K7+ —TF 5] O
MBI mE—ya & {ToT,

D 6H TIARAITTHED TBIRESE W6 OFEE Pl T IR T +—F A OF5H,
Tae— g rEfrol,
# 21 : DAY1 May 23rd (2023) (PEE FEEIR>EEY

Time Items Speaker

13:30 - Discussion of CA3:
14:30

Japan (lead)
Japan (NISC)
Indonesia

(idNSA) Japan

Joint Government— Industry—Academia
- J-GIA Overview

- Collaboration amongst Industry
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Associations
- Promoting Private—Sector Cybersecurity
Cooperation in the ASEAN and the Indo—

Pacific region

(JICA)

14:30 —
15:30

Discussion of CA4:

50th Year Commemorative Activity
- Proposal for the 50th year commemorative
activities

-Discussion

Japan (lead)
Japan (NISC)
All

participants

@ 8H NXbhFa - XARMED TBORSHEE W6 OEEFEERCT K7 +—F 4] 0
M, IaT— 3 E{ToT,
3% 22 : DAY2 Aug 4th (2023) (PE'E FHEEERSrHEE)

Time Items Speaker
9:30 — 10:00 [Reception Vietnam
10:00 — |CA8_Joint Government— Industry—Academia Japan (lead)
11:00 | - J-GIA overview Japan (NISC)
L Public—Private collaboration in Japan Japan (JNSA)
(JNSA and International Relations)
- Draft report for 2023 Policy Meeting
11:00 - |cA9_50th Commemorative Event Japan (lead)
12:00 | -Finalization of distinguished Japan (NISC)
contributors
- Draft report for 2023 Policy Meeting
12:00 = Closing Remarks Mr. Junichi Sasaki, NISC Japan
12:10 [(Counsellor

@ 2023410 H4H HATBE{EL-

DEMBIORTeET— 3 BT o7,
#% 23 : DAY 2 Oct 4th (2023) (BEEZFEEELRIREY)

(BOREHE) DIEE S

T IR —TF 4]

Session 3: Report of Collaborative Activities in 2023
09:30 - 10:20 | [3-5] Report from Joint Awareness Raising
(50min) - Introduction of video contest entries - Brunei
- Ceremony of Award Winners Darussalam
-Next year’ s plan
10:20 — 10:40 | [3-6] Report from Voluntary Mutual
(30min) Notification Program - Japan
- Report on the results of this vyear's
efforts and future plan
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Short Break (20min)

11:00 = 11:30 | [3-7] Report from Joint Government—
(30min) Industry— Academia - Japan
- Report on the results of this vyear's
efforts and

future plans

11:30 = 12:00 | [3-8] Report from 50th Commemorative Event
(30min) - Results of the selection of Award for | — Japan
Merit Recipients

— Introduction of IC-AJCC

Lunch Break (90min.)

@ 202442 AT H XA CHMEL THIREE) W6 OREE FfEo 'E RG] Uv—7
= v 12T AJCCA DA LT-,
# 24 : DAY2 Feb Tth (2023) (PEEFEEIRSrERER)

Time Ttems Lead Country /

Speaker

09:00 — 09:30 | Reception Thailand
09:30 - 11:30 | [9] Joint Government—Industry—Academia AJCCA (Lead)

- Future Government—Industry—-Academia

Collaboration Initiatives

— Overview of the AJCCA Joint Workshop

— Discussion
11:30 — 11:40 | Closing Remarks Thailand/Japan

— Deputy Secretary General of the National
Cyber Security Agency of Thailand
Major General Teerawut Wittakorn

— Counsellor, NISC
Mr. SASAKI Junichi

(2) TEBIRR

AR &30, 20234E5 H, 8 HD [H ASEAN A N—t X2 UF ¢ W6 &3] LU0
HICHBE SN TBORSHE) 12T [R7 +—F A1 O], WEESBRNED T rE— 3
vERELT, TBOREE] TR TOBRESESINE IR SN,

F7-. 2024 42 HITH A TEIMES L2 TH ASEAN B4 N—t % = U 5 4 W6 &F Tl [
7 F—T L) AT THEIZ MOU Z s URERR S A7z AJCCA 23 E3 L 72 » € "B R | o IL[F]
HetED U —27 v a v 7B S LT,

7-2. TAJCCBC] MitA VT4 v U= Fr—DBfE
(1) A MEE

A X b4 ¢ Online Webinar AJCCBC Conference 2023
FAEH - JICA

Bife HIRE 0 2023 4F 8 A 17T H (K) 14 KF 3043 ~ 16 I 00 4
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ZIMANEL : 68 4

BA{EE 515 + Zoom Online Webinar

SE: A RRY T, A4, ~b—yT7, 7408 AR, BRI T, T
FA TNARA, BAR

Q) FurSsr—% . HEEE
@D 14:30-14:40 (10 %)
F— : AJCCBC DiEE)
AJCCBC DIEENZHOWTIA L, A —% X2 U T 4 OB TOEBEW 105 FHoER
DUZHOW T LT,
A W B2 K ORSATBOE N ERRH MR (JICA) H3F A - SEFIREEE
STT - DX S/ Hj7%)

® 14:40-15:00 (20 4y) -

T~ HEH I E L TOYA N~ F 2T 4 DA

EEPCEEEN T A N—Y X2 T OBUETH AT HEENMICES A Y T, #

B D FEA) 58 U CZ O BARM 2250 & AT REME I W Gl L 7=,

HEEE  BEE B K (BERS A Armoris  FOBEURGE - CTO 7 7 A F v ¥ L ISAC ¥ v
Xy B - CT0)

@ 15:00-15:30 (30 %))

F—v A NRN—t X2 T s AMBRICEHIT D [SECBOK] DOIFMIZ-OWT ISCBOK]  (H
ANR—= X2 VT 0 OHAFRETR) OFRAVEIZ DWW T L. AMBRICBWTED X 95 I12iE
AT DNICHONWTRIBIZE AT NAE AL LT,

A P ol KO (RFPRIFR - Zd%, INSA @5 - HEZESHE)

@ 15:30-15:45 (15 4y)-

T —~ : HASEAN VA R"—tFx 2 U7 4 BERMLEFT +—TF 2 (IC-AJCC) DFH

ASEAN GEE & DY A N—t X 2 U T 4 N EREZ Y T, ERESEOEIMECER

WZOWTRELLSHEN LT,

WEE VT4 M~ K AV RRY TRy U= X2 U T 44 (1dNSA) A%
% ° E,Eﬁﬁ)

Closing Remarks

3) YHZ 7V TF—ar  EE
VHOY = B F—2 52 BT T 272 OBITELZIER LTz, F7-. 5B OSFEIZMEIT T,
BINENS DT 4 — RNy 7 BRI LT,

(4) #FEHIZ DN T

Fo A 2 BT ATV RNEL b T T 2 B —RENIR, B
BET +—2, Web FTVBIW, 77— MEDIENAE LTz, £1-, A I7A4 v 2#T A
T [Zoom) ZIERA LY = F—BEHA L LT Zoom Vo7 2 RAT LT-, A2 T4 TDRH
DT, FrOFIEMII T X CEFHIEm & LT,
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Fr A= —=RMIK ([Zoom] KV A—/LEE)

@AIcCBE

CMLINE WEBINA

AJCCBC conrerence 2023

-4

REGISTER NOW

Hi 7 ~ 1,
This is a reminder that your webinar will begin in 1 day:

[TEST] Online Webinar

e & Time Aug 8, 2023 06:00 PM Osaka, Sapporo, Tokyo

r 10 825 9270 4239

080823

escriptior Webinar Contents

[14:30-14:40) JST(Japan Standard Time)
Opening remarks/ Activities of AJCCBC
SPK: Mr.Masayuki Furukawa

(Senior Deputy Director, Office for STI & DX, Governance and Peacebulding Department of JICA - Japan International

Cooperation Agency)

[14:40-15:00) JST

An Intemational Perspective on Cybersecurity as a Collaboration
SPK: Mr.Keisuke Kamata

(Armeris Inc Executive Director / CTO )

(Financials ISAC Japan, Executive Director / CTO)

[15:00-15:30) JST

Utlization of "“SECBOK" for cyber security-related human resource development
SPK: Mr.Toshihiro Hirayama

(FUniversity Vice dean - Professor)

(JNSA Secretary * Director, Education Committee)

[15:30-15:45) JST

Explanation of “Intemational Conference on ASEAN-JAPAN Cybersecurity Community™
SPK: Dr.Rudi Lumanto

(Founder and Advisor of INSA -

Indonesia Network Secunity Association)

Closing Remarks

X 3: 2354y F—RRNR

@ MG T 4 — I (IZoom] (ZTHEERT +— L1ERKR)

# 25 :AJCCBC AV FA I F—BMBRET7 +—LHE—E

Gk 7 +—LHHA K

First Name

Last Name

E-mail address

Institution

Ol | WD+

Position
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®-1. Web FZ 3 (PC )

ONLINE WEBINAR

AJCCBC CcONFERENCE 2023

THURSDAY

17 auvcust
> TIME

X 4:Web FF 3 (PCH)

@-2. WebF 7 (A~w—Fr7% 2 H)

ONLINE WEBINAR

AJCCBC

CONFERENCE 2023

RUDI - & MASAYUKI - TOSHIHIRO
LUMANTO .. FURUKAWA HIRAYAMA

FOUNDER AND "ARMDRIS INC+ '« " . JAPAN INTERNATIONAL 1SUNIVERSITY
ADVISOR OF IDNSA FINANCIALS ISAC JAPAN « COOPERATION AGENCY VICE DEAN - PROFESSOR
INSA

7 AUGUST / 14:30-16:00(JST)

REGISTER NOW

N

X 5:WebF5 (RA~—h7x+H)
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@-1.

Web 53 v <A (PCH)

Agenda ) 4

17 Auc 14:30-16:00JsT)

On-line Webinar

[14:30 - 14:40]
Opening remarks/ Activities of AJCCBC
SPK: Mr.Masayuki Furukawa
(Senior Deputy Director, Office for STI & DX,

Governance and Peacebuilding Department of JICA
— Japan International Cooperation Agency)

[14:40 -15:00]
Necessity of International Coordination of
Cybersecurity Policy

(W78 SPK: Mr.Keisuke Kamata

(Armoris Inc Executive Director / CTO)
(Financials ISAC Japan, Executive Director / CTO)

15:00 - 15:30]
Utilization of “SECBOK" for cyber security-
related human resource development

SPK: Mr.Toshihiro Hirayama
(i-University Vice dean * Professor)
(JNSA Secretary * Director,Education Committee)

[15:30 - 15:45]

Explanation of “International Conference on
ASEAN-JAPAN Cybersecurity Community”

(8 SPK: Dr.Rudi Lumanto

(Founder and Advisor of IdNSA —
Indonesia Network Security Association)

Closing remarks

B 6:WebF5Y usS5 A (PCH)

@-2. WebF T FursIh (Av—Fr7+ M)

& asean-cbp.org

Language »
ONLINE WEBINAR

AJCCBC

CONFERENCE 2023

AN

7 AUGUST / 14:30-16:00(JST)
REGISTER NOW
Y

Agenda YV

17 Auc 14:30-16:00(J5T)

On-line Webinar

[14:30 - 14:40)
Opening remarks/ Activities of AJCCBC
SPK: Mr.Masayuki Furukawa
(Senior Deputy Director, Office for STI & DX,

Governance and Peacebuilding Department of JICA
~ Japan International Cooperation Agency)

14:40 - 15:00]

An International Perspective on
Cybersecurity as a Collaboration

SPK: Mr.Keisuke Kamata
(Armoris Inc Executive Director / CTO )
(Financials ISAC Japan, Executive Director / CTO)

15 00 - 15:30]
Utlllzatlon of "SECBOK" for cyber sect
related human resource development

B 7:WebFF FurlIh (R~—br7xH)
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® BMFBED 7 Fa— A —)L

ONLINE WEBINAR

AJCCBC CcONFERENCE 2023
THURSDAY

17 aveust -

ey

g 3
4!30-16:00
REGISTER NOW X fodkbin ANboUisoR 0p . i o
SReA A (WBONEAA S |« EXeCUTIVE BIRECTOR /CTO"  SENIOR DERUTY DIRECTOR S Sraseon
NETWORK SECURITY OFFI
R FINANCIALS IEAC 3APAN ausA_secaeTARy -

Vv Cohirree

I-UNIVERSITY VICE DEAN -

Hi 3ZH8sE BiA,

Thank you for attending AJCCBC Online Webinar. We hope you enjoyed our event.
Please take a moment to fill out the online survey.

Please submit your questions or comments to: ajccbc@funtre.com.

Click here for more information about IC-AJCC
https://asean-cbp.org/ic-ajcc/

Yesterday's webinar materials can be found at

Opening remarks/ Activities of AJCCBC
SPK: Mr.Masayuki Furukawa
https://drive.google.com/file/d/1a6H97Fhngr1EtwzUZKpgM3M9arDJ6w3k/view?usp=drive_link

An International Perspective on Cybersecurity as a Collaboration
SPK: Mr.Keisuke Kamata
https://drive.google.com/file/d/1qUaodgFnU61Zm-kGkiC10EdcYd6vMjgs/view?usp=drive_link

Utilization of “SECBOK” for cyber security-related human resource development
SPK: Mr.Toshihiro Hirayama
https://drive.google.com/file/d/1AAWOHsY GkgwnXKjgOjOVbGE3QJ0OvDdeH/view?usp=drive_link

Explanation of “International Conference on ASEAN-JAPAN Cybersecurity Community”
SPK: Dr.Rudi Lumanto
https://drive.google.com/file/d/1sA-4F42d2UTPxDkZAi4NeTJRL jkwGxz4/view?usp=drive_link

X 8:BMEDT7+a—A—)L

® 74—k  ([Zoom| \ZT7T v 4 — MERK)

# 26 :AJCCBCA Y FA I F—T A r—FEE—&

T — NEE

Please tell us how satisfied you were with today’ s seminar.

2 If you have any comments for the lecturers or the contents of the seminar
that were particularly helpful, please give them below.

3 Would you like to participate in future webinars like this one?

Do you wish to participate in the IC-AJCC (International Conference on
ASEAN-Japan Cyber Security Community) to be held in Tokyo in October?

5 Others (questions or concerns)
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(6) T — T EHERE
© 77— FERO R

KU =S —=TiE, $A 13—t x =27 4 pHTORLMBELA 2 RET L & &b,
SN DERRICH W2l E RIS 2 Z L2 AL Lic, 77— FOEIL, 2N DRk
BT 4 =Ry 7 2R L, SBOA X U= T —OHEOM ECHFEFT L5 L%
XI5,

@ Trhr—FOWE
T M UF O/ A IS S A S T O LT,

< U= BT DR S & PR

BN A~OFHT & 7 4 — KXy s

« THASEAN H A R—t ¥ 2 U7 ¢ BRI 7 +—F & (IC-AJCC) | ~DBANE

@ Tvir— hER
& 184

Please tell us how satisfied you were with today's seminar.
(PHOEZF—DHmEEZHA TSIV, )

Satisfied

Very satisfied

K 9:AJCCBCAHYFAvEIF—T o — MER1

Would you like to participate in future webinars like this one?
SEREIDELSBIIEF—IISMUIEWTTHN? )

X 10 : AJCCBC A >S54 I F—T 7 — MER2
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Do you wish to participate in the IC-AJCC (International Conference on ASEAN-Japan Cyber Security
Communi%) to be held in Tokyo in October?

%gﬁw ??ﬁ&énémAmc(E$MDWV{N—t$1U?4%EWE%§§)«@%MEE

IH7?)

No
11.1%

Yes
88.9%

X 11 :AJCCBC A SA I F—T 7 — MERS3

If you have any comments for the lecturers or the contents of the seminar that
were particularly helpful, please give them below.

GHERi~Da A FRE I FT—DONETRICBBIZR ST bR HIUE, U FIZZRHALE
SV, )

«all good

* Nothing in particular, the webinar was detailed.

« All were very insightful, and I appreciated it very much, however, they were
more or less framework matter which was a bit different than I anticipated.

+ Please share or giving the presentation materials to participants

« it would be good if the lecturer can show their presentation in larger fonts for
us to see

« Very Good.

Others (questions or concerns)

Z ot CER & 7213H#)

« Is there any scholarship for me to participate in training in the field of cyber
security in Japan? As I work as a deputy head of the department for the Institute
of Information and -+ Communication Technology, I have found that this course is
very important for my institute and my society.

« Thank you, it was nice especially the timing of the webinar

@ Tohr— MEROME
T — FOFER. 2L OBINMENS T = B F—IkT B ORI Z A S AL, BRI A
Ne=tX 2 T 4 IZBHTDHFBMOEENFIR TCH-TZEDERANSE -T2, F72. 10 AD
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(VBT 41 —T v A X NEBAE

BEFELILTRLO#E Y,

(DIndonesia Network Security Association (idNSA)

@Vietnam Information Security Association (VNISA)

(3The National Association of Data Protection Officers of the Philippines (NADPOP)
@Thailand Information Security Association (TISA)

(2) A X M ERRE

O BfEH AV RRTT Xy hT—7 X2 )T 1 Ha

A X 14 : Cyber Jawara International 2023

AR 20234E7 H 18 B 9:00-17:00

BT « Aston Priority Simatupang Hotel and Conference Center
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1. Usman Abdul Halim K (CJI ZZEZ%) :Cyber Jawara International O RJEEDEER
2. Hamdan Abdul Aziz B (IdNSA) :WhatsApp 7 x4 LT w 7
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Angel Averia K (7 ¢ U Bl CERT #K)

Ahmad Rully K (RREHRZE X =2 U T 1 HF5EH)

Faisal Yahya K (Vantage Point Security ¥ h U —<%—T % —)
Bisyron Wahyudi f#+: (CSIRT. ID EliEE)

Muhammad Salman 1+ (1 > FRI 7 K5 IdCare #HE)

Muhammad Solahuddien E& (CSIRT. ID EliER)
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@ B N M AfEHRExR = U T 1 Hh (NISA)

A X 4 : Enhance Cooperation, Information Sharing for Information Security
and Cybersecurity for Organizations, Government and Enterprises
AFE:20234£8 H 4 A 13:30-16:30

BAfEIGET : Pan Pacific Hanoi

ZIMANEL 70 4
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1. Khong Huy Hung K (VNISA BI&F)
2. Nguyen Xuan Hoang K (MISA Bl&&)

3. Pham Van Duc E& (SAVIS #J/5E)

4. Nguyen Minh Duc K (CycRadar f: CEO)

5. Le Hoang Duong Ik (FPT Ry NU—7tEFxa VT 4 —K)

ARAXRYNME, FANR—EF2 VT a3 a2=FT 4O N L2OHREX 2 U 7 o HE.
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@ Bt « 7«4V EET— X R E  (NADPOP)

A X 4 : CyberSecConPH (The Philippine Leg of the International Conference
on ASEAN-JAPAN Cybersecurity Community (IC-AJCC)
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Rudi Lumanto i+ (£ > KX 7 Fv hU—27 X2 U7 o5 (1dNSA) AlEE)
Jeffrey Tan C. Dy K (IE#E{EHINERE)

Angel Averia K (PH-CERT &)

Engels Antonio X (Advisory Group for Transformation and Development, IT
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Management Service, Philippine National Police &)
7. Mr. Engels Antonio (Advisory Group for Transformation and Development, IT

Management Service, Philippine National Police &)
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Transformation)
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1. Dr. Kawin Boonyapredee, Co—Founder and Advisory Board, Singaporean CIO

Network (SCION)/ Cyber Risk Subcommittee, Singapore FinTech Association (SFA)
2. Mr. Rudi Lumanto, Founder and Advisor of IdNSA,

3. Pol.Col. Yanaphon Youngyuen, President of Thailand Information Security
Association (TISA)
4. Mr. Shuichi Kato, Deputy Counsellor National center of Incident readiness and

Strategy for Cybersecurity (NISC)

5. Mr. Seiichi Ito, Chair of International Relations Committee, Japan Network

Security Association (JNSA)
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1. Mr. AVM Amorn Chomchoey, Secretary General of National Cyber Security Agency

(NCSA)

2. Dr. Siwaruk Siwamogsatham, Secretary General of The Office of the Personal

Data Protection Committee, Ministry of Digital Economy and Society
3. Dr. Prinya Hom—anek, Chairman of the Executive Committee, ACIS Professional

Center Co., Ltd./ Honorary Advisor, Thailand Information Security Association
(TISA)

4. Mr.Narinrit Prem—Apiwathanokul, Vice President, Thailand Information Security

Association (TISA)

5. Dr.M.L.Kulthon Kasemsan, Asst.Prof., Committee and Secretary, Thailand

Information Security Association (TISA)
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Founder & Adviser, Indonesia Network
Security Association (idNSA)

1| 4> FKx>7 | Dr. Rudi Lumanto

Co—Founder, Chairman, Malaysia

21 ~vL—3 . Tahrizi Tah
7 Vir. Tahrizi Tahres CyberSecurity Community (rawSEC)

President, Philippine Computer Emergency
Response Team (PH-CERT)

Founder & Special Advisor, Thailand

3| 74U B Mr. Angel Averia

4 Dr. Pri Hom—anek
s . Prinya fomrane Information Security Association (TISA)
51 ~pFn Mr. Nguyen Thanh Chair@ani Vietnam Information Security
Hung Association (VNISA)

Dato’ Dr. Amirudin | Chief Executive Officer (CE0),
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61~ 7 Abdul Wahab CyberSecurity Malaysia (CSM)

Dr.-Ing. Kalamullah

T A4V FRYT . Professor, University of Indonesia
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9| 74 VB Dr. lon T ) ’ ’
1Y r. Marlon Tayag Computing, Holy Angel University
10| ~FrFn Vir. Khong Huy Hung Vice Chairman, Vietnam Information
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Chairman of CS Chapter, The National Tech

Mr. Alex Loh Association of Malaysia (PTKOM)
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Senior Lecturer, National Advanced IPv6
Centre of Excellence (Nav6)

Dr. Selvakumar
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7 Manickam

President of the National Association of

V. Samuel Ramon V Data Protection Officers of the
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13| 740y Philippines (NADPOP), Vice President of
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Philippine Computer Emergency Response
Team (PH-CERT)
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M| ~b—v7 Dr. Effendy Zulkifly
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Japan Cybersecurity Communities Alliance (AJCCA) MEXSEE#L, FISAA REIZA K
RT LIRE ST, FTo. ASEAN HU & ARG 19 HDRZENR | FEK - R A— R
THREL, SRICORNBIHIBEOESSBXEMTOaI a=r—a UM Tbhiz,

O AU NIRRT TEAR

10A5H OR) 1HB

YA NR—TF 2 )T ¢ Y RERE

BAMRIERE N . TV E COWINFEIRLSHRIZ OV THRIT
Speakers:

WA (MIC)

S 554 (MOFA)

PR PESEE  (METI)

MNZATEOE N [EER )88 (JICA)

— BN JPCERT 2 —F ¢ X —3 3 & % — (JPCERT/CC)

Keynote Panel

F—=< : P A= —T 72 ASEAN-JAPAN 1 X = =F 4 D72 D5

Speakers:

(Brunei) — Mr. Mohamad Azad Zaki Haji Mohd Tahir (President of Brunei Cyber Security
Association — BCSA)

(Cambodia) — Mr. Phannarith Ou (Chairman of ISAC Cambodia)

(Indonesia) — Dr. Rudi Lumanto (Founder and Advisor, Indonesia Network Security
Association — idNSA)

(Japan) - Tl ¥ K (NPO BARR Yy NT—27 %27 1 Hha 2K - INSA)
(Malaysia) — Mr. Tahrizi Thareb (Co-Founder of Malaysia CyberSecurity Community -
rawSEC)

(Philippines) — Mr. Angel Averia (President of Philippine Computer Emergency Resp
onse Team — PH-CERT)

(Singapore) — Mr. Johnny Kho (President of Association of Information Security
Professionals — AiSP)

(Thailand) - Dr. Prinya Hom—anek (Founder & Special Advisor of Thailand Information
Security Association — TISA)

(Vietnam) — Mr. Nguyen Thanh Hung (Chairman of Vietnam Information Security
Association — VNISA)

Panel 1

F—=< 1 HASEAN VA R—t X2 VT 4B HOnNETEZNND
Speakers: IhE D &

Moderator: (Japan) - HEiFLi% bk K CHRKPALBORKFPi% B #d%)
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Panel 2

T~ HETAN—ERREICB TN A =X 2 VT a2 =T 1 O&E
Speakers:

(Brunei) — Mr. Mohamad Azad Zaki Haji Mohd Tahir (President of Brunei Cyber Security
Association — BCSA)

(Indonesia) — Dr. Rudi Lumanto (Founder and Advisor, Indonesia Network Security
Association — idNSA)
(Singapore) - Mr. Johnny Kho (President of Association of Information Security

Professionals — AiSP)

(Thailand) - Dr. Prinya Hom—anek (Founder & Special Advisor of Thailand Information
Security Association — TISA)

Moderator: (Japan) - FnH M5L K (RREEV A N—EFX 2 V7 s ZESTH A N—EF
= U7 4 58 W6 4

Panel 3

T A N—X2 T s BERA ECBT A ANN—t X2V T a3l a=T 41
VAN

Speakers:

(Cambodia) — Mr. Phannarith Ou (Chairman of ISAC Cambodia)

(Malaysia) — Mr. Tahrizi Thareb (Co-Founder of Malaysia CyberSecurity Community -
rawSEC)

(Philippines) — Mr. Angel Averia (President of Philippine Computer Emergency Resp
onse Team — PH-CERT)

(Vietnam) — Mr. Nguyen Thanh Hung (Chairman of Vietnam Information Security
Association — VNISA)

Moderator: (Indonesia) — Dr. Muhammad Salman (Co—Founder and Chairman of TdCARE -

Indonesi a Cyber Awareness and Resilience Center of University of Indonesia)
10A6H (&) 2HH

Keynote 1

7 —~  ASEANHlsid> DX L > REH A _"—tF 2 U T ¢ OifE

Speaker: Mr. Brian Shen (Chairman of ASOCIO-The Asian-Oceanian computing industry
organization — ASOCIO)

Keynote 2

T BEOH A N—tX a2 VT A EBICBIT DV RATEEHE TN U AOHE . EH
DXANT T 7T A

Speaker: (Malaysia) — Dato’ Dr Amirudin Abdul Wahab (CEO of CyberSecurity Malaysia
~ CSM)
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Keynote 3

Fe— YA R X 2 U T ITBIT B

Speaker: (Japan) —-H& Hi— K (ESZHFEBARIEN (HHOBEVIICHE V1 S\—kF =
U7 4 WE9ERT EEMER)

Keynote 4
F—<  ASEAN IZBIF B A N— LY = 2SO
Speaker: (Singapore) — Mr. Tony Low (Vice President of Association of Information

Security Professionals — AiSP)

Keynote 5
T~ BROY A NR—tx 2 U T 4 fiGoIR
Speaker: (Japan) -PAA #HAS K (k&7 v 7 REEFEARE)

Keynote 6

T~ T BHEA T TICBITLIA X2 T ~Dfii 2

Speaker: (Japan) -4 =] K (A HELERFRFRAS TFPERER A7y
Ay M —PRERHPE)

Panel 4

T —< : [oT/T1oT#ge DV A RXR—F X2 VT 4 7L —LTU—7

Speaker:

(Japan) —#EIS BT K (BEZRBRT #d%)

(Malaysia) — Dr Selvakumar Manickam National Advanced IPv6 Centre of Excellence
(Nav6) Senior Lecturer

Moderator : (Japan) - W2 FE_ K (ENZWFZEBRFEIEN (HHudEHI7eitE VA N—k %
= U7 4 WEET EENER)

Panel 5

T Bl A NI KIT B A N— X 2 U T ¢ FRENA

Speaker:

(Indonesia) — Dr.-Ing. Kalamullah Ramli (University of Indonesia)

(Japan) - JF b KIr K (ESZAFZEBHSEIEN IGHBEIIFeHE o1 N— X2 U 7 14
ZERT)

(Japan) - & Fopk K B ENL KPR F BB SEG b 7Eb/ Skl 7 m Sk sehe. %)
Moderator: (Thailand) - Mr. Thongchai Sangsiri (Expert Supervisory Policy and

Standard Center Electronic Transactions Development Agency)

Panel 6
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T P AN—X2 VT 4 AMBERK

Speaker:

(Japan) - JhH 12 K (JICA HEEWHIHME)

(Japan) — “FEl BEL K GUIHEERRRE A /) X— g VEMBRKP2EEAE - 2%, NPO H
Axy FU—=rtF =27 e (INSA)  @F - HFHES BaRK)

(Malaysia) — Mr. Tahrizi Thareb (Co-Founder of Malaysia CyberSecurity Community -
rawSEC)

(Philippines) - Dr. Marlon Tayag (Head of the regional chapter of Philippine
Institute of Cyber Security Professionals — PICSPro)

Moderator: (Indonesia) — Dr. Muhammad Salman (Co—Founder and Chairman of TdCARE -

Indonesia Cyber Awareness and Resilience Center of University of Indonesia)

Panel 7

T Y ANRN—Fa VT T/ O — e a—a

Speaker:

(indonesia) — Dr. Toto Atmojo (Founder & Chief Executive Officer of Defenxor)
(Japan) - BB H— EKGMO ¥ A =t %=V T ¢ by £ =TSt BUTHE 2
I - BURFEEBIFE )

(Japan) — Ak RS K (7 a—F v —HA&th v —tF2 VT 44 /) RX—= a7
N— T REETH)

(Thailand) - Mr. Chaiyanath Chamoraman (e—Cop (Thailand) Co., Ltd)

(Japan) - &M % K (INCS Global AAFEMFE~F—T v —)

Moderator: (Thailand) — Dr. Komain Pibulyarojana (Information Security Specialist,

Founder and Managing Director of T-NET Co., Ltd.)

Panel 8
T AR A A N—E X2 U T 4
Speaker:

(Japan) - $ftH &0 K (LB N4 ISAC BEESPEREE / CTO R4t Armoris Efh
eEH5 / CTO)

(Philippines) Mr. Samuel Ramon V. Jacoba (President of the National Association of
Data Protection Officers of the Philippines — NADPOP)

/Vice President of Philippine Computer Emergency Response Team (PH-CERT)

(Vietnam) - Mr. Khong Huy Hung (Chairman of Vietnam Information Security
Association — VNISA)

Moderator: (Malaysia) — Mr. Alex Loh (Chairman of CS Chapter, The National Tech
Association of Malaysia — PIKOM)

Panel 9
Fe—= AN X2 YT AT MRUSICEBIT A BREOME

65



Speaker:

(Japan) - WH A& K (—AHEN JPCERT 2—F 4 1r—v a ¥ — EHEEH ~
F—=T ¥ —)

(Japan) - #k Zfl K PwC oY rTra o 7HERESL VA MY AT 00T YA
Nt X2 JT 4 &TT AN —)

(Philippines) — Mr. Angel Averia (President of Philippine Computer Emergency
Response Team — PH-CERT)

Moderator: M Ef K ((BK) B HA4EFT Hitachi Incident Response Team (HIRT) I
—7aA—=T 4 x—=varsT¥AT)

EROEA~NEIZX HHEHEOEEHT, ULTORREZR,
(B1#s 13 : Dayl-Keynote Panel-Brunei-BCSA)

(Bl 14 : Dayl-Keynote Panel-Cambodia—ISAC)

(B 15 : Dayl-Keynote Panel-Indonesia—idNSA)

(B1#s 16 : Dayl-Keynote Panel-Malaysia—Rawsec)

(BII¥s 17 : Dayl-Keynote Panel-Philippines—PHCERT)
(B1#s 18 : Dayl-Keynote Panel-Singapore—AISP)
(BI##% 19 : Dayl-Keynote Panel-Thailand-TISA)

(B 20 : Dayl-Keynote Panel—-Vietnam—VNISA)

(B1#s 21 : Day2-Keynote2_Dato_ DrAmirudin)

(¥ 22 : Day2-Keynote4_MrTonyLow)

(BI¥s 23 : Day2-Panel4 Dr. Masaki Umeshima and Dr. Selvakumar Manickam)
(Bl 24 : Day2-Panel5_Dr-IngKalamullahRaml i)

(BI¥s 25 : Day2-Panel6_DrMarlonTayag)

(BI¥s 26 : Day2-Panel8_MRSamJacoba)

@ Ay BMmEEK

- AU A MEINE (178 44)

A —H /T L—H 40 4 (ASEAN : 204 HAK : 20 4)
ASEAN BURH M7 (BURF) 20 4

ASEAN ZERBIfRE (KR[#) 26 4

H AU BIbRE 20 4
HASES BItRE 72 4

s FUTA B (167 4)

@ ASEANS W E & BADORMEEGER LU= I 2=7 412 & % MOU #ifs

MOU BF#5PNZ : “All parties are private and independent organizations related to
cyber security, and all parties agreed to start exchanges between organizations to
deepen mutual understanding and recognition across countries, to exchange

information about cyber security threats, incidents and their solutions in each
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country, and to promote cooperation between organization members in order to
enhance security awareness and capacity building.”

MOU % s L7z 9 e

(Brunei) : Brunei Cyber Security Association (BCSA)

(Cambodia) : Information Sharing and Analysis Center (ISAC—Cambodia)

(Indonesia) : Indonesia Network Security Association (idNSA)

(Japan) : Japan Network Security Association (JNSA)

(Malaysia): Malaysia CyberSecurity Community (rawSEC)

(Philippines): Philippine Computer Emergency Response Team (PH-CERT)

(Singapore) : Association of Information Security Professionals (AiSP)

(Thailand) : Thailand Information Security Association (TISA)

(Vietnam) : Vietnam Information Security Association (VNISA)

o
4

X 12 : MOU %Fﬁﬁ?itﬂﬂ éE)
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Memorandum of Understanding (MOU)
Cyber Security Collaborations

CERT

VNISA

BRUNEL
CYBERSECURITY
ASSOCIATION

ISAC-CAMBODIA

(CYBERSECURTY SUANG PATIO

RN

This Memorandum of Agreement on Cyber Security Collaborations (the "MOU")
is between the following parties :

1

2.

(Brunei): Brunei Cyber Security Association (BCSA), located in Brunei

Darussalam, Brunei

(Cambodia) : Information Sharing and Analysis Center - Cambodia

(ISAC-Cambodia), located in Phnom Penh, Cambodia

(Indonesia) : Indonesia Network Security Association (idNSA), located in
Bandung, Indonesia

(Japan) : Japan Network Security Association (JNSA), located in Tokyo,
Japan
(Malaysia) : Malaysia Cyb ity C: ity (rawSEC), located in
Kuala Lumpur, Malaysia

(Philippines) : Philippine Computer Emergency Response Team (PH-CERT),
located in Manila, Philippines

(Singapore) : Association of Information Security Professionals (AiSP),
located in Singapore

(Thailand) : Thailand Information Security Association (TISA), located in

Bangkok, Thailand

(Vietnam) : Vietnam Information Security Association (VNISA), located in
Hanoi, Vietnam

= i e >
BCSA ﬁﬁﬁk 1SAC-Cambodia iANSA ‘4“
7
4 4
s W |wse D PH-CERT O 7,
/ A y
Aisp %4 msa X VNISA \y

/

All parties are private and independent organizations related to cyber security,

and all parties agreed to start exchanges between organizations to deepen

mutual understanding and recognition across countries, to exchange
information about cyber security threats, incidents and their solutions in
each country, and to promote cooperation between organization members
in order to enhance security awareness and capacity building.

Based on this mutual understanding, all parties agreed to form ASEAN JAPAN
Cybersecurity Communities Alliance or AJCCA.

nm
W

Name: Mohamad Azad Zaki
Haji Mohd Tahir (BCSA)

—~ -
[ &
4 ‘C‘M«./

Name: Hiroshi Esaki
ONSA)
e
Yo

Name: Johnny Kho
(AiSP)

X 13 : MOU ks &

@ PrrERR AJCCA BRI
ASEAN Japan Cybersecurity Communities Alliance (AJCCA) H3E% 7 X iui-. MOU fffs =i
BT ER T, FME A REIXA KR T o7,

® EVRARTyTF IR BRAN—X

i | CawSEC)

|

i

[
/™

Name: Phannarith Ou
(ISAC-Cambodia)

5
Y A

Name: Tahrizi Thareb

Name: Prinya Hom-anek
(TISA)

October 5, 2023
Tokyo, JAPAN

ASEAN Hitsil & H AR D 19 (LD PR « BIRAR—A~DHENRH > 7=,

# 28: BRAR—ZAHEEZY X |

Name: Rudi Lumanto

| (dNsA) '

Come L A DI
Name:’Angel Averia
(PH-CERT)

o

ji3

Name: Nguyen Thanh Hung
(VNISA)

Company No.

Name

Country

Defender Nusa Semesta (Defenxor)

A RRTT

GMO Cybersecurity by Ierae,

AA

NTT TechnoCross Corporation

AA

Future Inc.

AA

Terilogy Co., Ltd.

AA
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6 VNCS Global Solution Technology N A
7 NetPro Academy N A
8 BroadBand Security, Inc. HAR
9 Armis Inc. U H RV
10 Blackpanda Japan K. K. HAR
11 AMIYA Corporation H A
12 Vectra Al Japan U H RV
13 wizlynx group U HIR—v
National Association of Data Protection Officers of the
14 & 15 |Philippines (NADPOP)& Philippine Computer Emergency|” 4 U B>
Response Team — PH-CERT
16 ITPSS Sdn Bhd. TIVFRA
17 Acronis Asia Pte. Ltd. T R—L
Athena Dynamics & BOS Marine & Offshore Engineering L
18 & 19 T R—)V
Corporation (BOSMEC)

(6) 7 v — FELRER
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1. FARY POBREEBATIEZ W,
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—b X2 VT4 DEERFETH L4 AT I AL LEMEDERTE 252 TV D,

ASEAN JAPAN CYBERSECURITY
COMMUNITY ALLIANCE (AJCCA)

ACOA

ASEAN JAPAN CYBERSECURITY
COMMUNITY ALLIANCE (AJCCA)

website : https://ajcca.net
B 19 : AJCCA u =
9-2. B RE#H DHERFT

(1) &84 EREHEVY—Iav)
Q) 7= HF

% 29 : DAY2 Feb. 7 (2023) (PEE I oikEY)

Time Items

Lead Country /

Speaker

09:00 — 09:30 | Reception Thailand
09:30 — 11:30 | [9] Joint Government-Industry—-Academia AJCCA (Lead)

- Future Government—-Industry—Academia

Collaboration Initiatives

— Overview of the AJCCA Joint Workshop

— Discussion
11:30 — 11:40 | Closing Remarks Thailand/Japan

Security Agency of Thailand

Major General Teerawut Wittakorn
— Counsellor, NISC

Mr. SASAKI Junichi

— Deputy Secretary General of the National Cyber
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(3) B®Y:
AJCCA A 2 R—=~DT v /r— M2l L ¢, "B R #HfE o3 2 EfROERLY F
/
waj

[TEBh T ) 52k L7,

(4) HWF:202442 A 7H (JK) 9:30-11:30

(5) PBRAfEIZFT : Pathuwman Princess Hotel, Bangkok, Thailand

(6) AJCCAIBIME :

(A T4 5MM#E) Dr. Prinya Hom—anek from TISA, Mr. Toan from VNISA,
Ms. Yuko Nagano from JNSA
(A A b)) LTF 777Xy MIA

£ 30: BEREBEEY—Z 3 v 7] AJCCAHIBIIMEY X

Name
Mr. Muhammad Hakim bin
Haji Bakri

Org
(BCSA) Brunei Cyber Security
Association

Position

Vice President

Mr. Phannarith Ou

ISAC Cambodia

Chairman

Dr. Rudi Lumanto
AT

({dNSA) TIndonesia Network
Security Association
({dNSA) TIndonesia Network

Founder and Advisor

Association

Mr. Fardan . .. Chairman
Security Association
Dr. Hiroshi Esaki (JNSA) Japan Network Security | .o
Association
. Chair of
Mr. Seiichi Tto (JNSA) Japan Network Security |y oo 0oy

Relations Committee

Mr. Tahrizi Thareb

(rawSEC) Malaysia CyberSecurity
Community

Co—Founder

Mr. Angel Averia

(PH-CERT) Philippine Computer
Emergency Response Team

President

Mr. Samuel Ramon V. Jacoba

(PH-CERT) Philippine Computer
Emergency Response Team

Vice President

Mr. Johnny Kho

(AiSP) Association of
Information Security
Professionals

President

%Dr. Prinya Hom—anek

(TISA) Thailand Information
Security Association

Special Advisor

(AiSP) Association of

Association

Mr. Vincent Toh Information Security Secretariat
Professionals
({dNSA) TIndonesia Network .
Mr. Setyono . L. Secretariat
Security Association
NSA Network S it
Ms. Aki Takemori (JNSA) Japan Network Security Secretariat
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c BT 30 : 2E &} _security_info
* The World Factbook: https://www. cia. gov/the—world-factbook/
« ITU Global Cybersecurity Index Report 2020:
https://www. itu. int/dms_pub/itu-d/opb/str/D-STR-GCI. 01-2021-PDF-E. pdf
+ Asian—Oceanian Computing Industry Organization (ASOCIO) :
https://www. asocio. org/
« Asia Pacific ICT Alliance (APICTA): https://apicta.org/
+ InfoCom Federation Brunei (IFB) : https://www. ifb. org. bn/
« Authority for Info—communications Technology Industry of Brunei Darussalam
(AITT)
https://www. aiti. gov. bn/
« ICT Federation of Cambodia (ICTF) : www.ictfederation. org
* Indonesian Information Technology Federation (FTII) : https://ftii.id/
 Indonesia Telematics Software Association (ASPILUKI) : https://aspiluki.or.id/
* The National Tech Association of Malaysia (PIKOM) : https://pikom. org. my/
« IT And Business Process Association of The Philippines (IBPAP)
https://ibpap. org/
+ Philippine Computer Society (PCS) : https://philippinecomputersociety. org/
+ The National ICT Confederation of the Philippines (NICP)
https://nicp. org. ph/
+ Singapore’ s tech industry (SGTech) : https://www. sgtech. org. sg/
+ The Association of Thai ICT Industry (ATCI) : https://www.atci.or.th
* Vietnam Software And IT Services Association (VINASA)
https://www. vinasa. org. vn
* Lao ICT and Digital Association (LIDA) : https://lida.la/
* Myanmar Computer Industry Association (MCIA) : https://mcia—yangon. org. mm/
« Timor-Leste ICT Association (ICT-TL)
https://digitalreview. org/uploads/files/pdf/2009-2010/chap—41_timor-leste. pdf
* Mongolian Software Industry Association : https://www. slideshare. net/MGL_MOSA
+ Bangladesh Computer Samity (BCS) : WWW.BCS. ORG. BD
* Brunei Cyber Security Association (BCSA) : https://www. itpss. com
+ Information Sharing and Analysis Centers (ISAC Cambodia)
https://www. facebook. com/groups/242965532481324
+ Cambodia Digital Technology Association (CDTA)
https://web. facebook. com/CambodiaDigitalTechAssociation
* Indonesia Network Security Association (idNSA) : https://idnsa. id
* Indonesia Cyber Security Forum (ICSF) : https://www. facebook. com/ICSF. or. id/
* Indonesia Digital Forensic Association (AFDI) : https://www.afdi.or.id/
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* Indonesia Cyber Security Independent Resilience Team (CSIRT. ID)
https://csirt. id

+ Indonesia Cyber Awareness and Resilient (IDCARE) : https://idcare. ui.ac.id/
+ Lao Hacker : https://www. lachacker. com/

+ The World Factbook : https://www. cia. gov/the-world-factbook/countries/laos/
+ LaoseSIM : https://laosesim. com/operators/

+ Malaysia CyberSecurity Community (rawSEC)
https://www. facebook. com/rawsec. my/

+ Nano Security Conference (NanoSec) : https://nanosec.asia/

+ Philippine Computer Emergency Response Team (PH-CERT)

https://www. facebook. com/PHCERT/

+ Cybersecurity Association of the Philippines (CAP)
https://www. facebook. com/PICSProfessionals/

+ Information System Security Association (ISSA) Philippine Chapter :
https://www. facebook. com/issaphilippines/

« Philippine Institute of Cyber Security Professionals (PICSPRO)
https://www. facebook. com/PICSProfessionals/

« The National Association of Data Protection Officers of the Philippines
(NADPOP) :  https://nadpop. org/

* Association of Information Security Professional (AISP) : https://www.aisp. sg
+ Cloud Security Alliance Singapore (CSA)

https://circle. cloudsecurityalliance. org/singapore/home

+ Singapore Cybersecurity Consortium (SGCSC)

https://www. nrf. gov. sg/tech—consortia/cybersecurity-consortium/

+ Information Systems Security Association (ISSA) Singapore :
https://www. issa. org

* Thailand Information Security Association (TISA) : www. tisa.or.th

+ Vietnam Information Security Association (VNISA) : vnisa.org.vn

« Bangladesh Cyber Security Community :
https://www. facebook. com/groups/bdcybersec/

« Brunei : https://www. brucert. org. bn/

+ Cambodia : https://www. camcert. gov. kh/en/

« Indonesia : https://idsirtii.or.id

« Laos : https://laocert. gov. la/Home

* Malaysia : https://www. mycert. org. my/

« Philippine : https://www. ncert. gov. ph/about-us/ncert/

« Singapore : https://www. csa. gov. sg/

« Thailand : https://www. thaicert. or. th/

« Vietnam : https://vncert. vn/

* Bangladesh : https://www. cirt. gov. bd/
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+ Mongolia :

* Timor Leste :

https://mncert. org/#/mn
https://tlcsirt. org/

84



ICT Organization

Counts

Brunei

| Information from desktop survey.

[mformation from hearings with the local association

[0 information

InfoCom Federation Brunei (IFB)

https://www.ifb.org.bn/

Reference:

Each Organization's website

Asian-Oceanian Computing Industry Organization (ASOCIO): https://www.asocio.org/

Asia Pacific ICT Alliance (APICTA): https://apicta.org/

CyberSecurity chapte

No

Keyman

Year of Estal

2007

hment Background of Esta

hment

The formation of the InfoCom Federation Brunei was an initiative by then the BAG Networks Sdn Bh
realising the need for Brunei Darussalam to have an ICT Federation that could look after its industry
players. BAG Networks hosted a gathering comprising Infocom organisations on May 30, 2007 at the
Business Centre, Empire Hotel, to pitch the idea which had garered good support at the time. This was
then followed up by an informal discussion chaired by the then chairman of BAG Network, Dato Seri Setia
Haii Ali Anona who was

alsn the Permanent Secretary at the Ministry of Finance at the time

Name

Ms. Pengiran Sarimah Binti Pengiran HJ Abdul
Latiff, Chairwoman, IFB

Number of members

29

Number of Community

(m:

)

Brunei

Authority for Info-communications Technology Industry of
Brunei Darussalam (AITT)

https://www.aiti.gov.bn/

2003

We aim to propel the nation towards achieving the vision of a Connected Smart Nation.
+ To develop towards a thriving digital industry

- To develop digital capacity for all

- To enable conducive regulatory environment

- To enable organisational excellence through its people, processes and technology

Yang Berhormat Pengiran Dato Seri Setia
Shamhary bin Pengiran Dato Paduka Haji
Mustapha

Cambodia

ICT Federation of Cambodia (ICTF)

www.ictfederation.org

No

2016

In April of 2016, the ICT Federation of Cambodia (ICTF) was relaunched with a new Board of Directors,
represented by industry leaders, and a new vision was set forth: "Empowering Cambodia's Digital
Economy.” For the first time, Cambodia's top ICT companies have united with a common cause:
empowering small to large ICT related businesses to expand Cambodia’s digital economy into a multi-
billion dollar industry.

Mr.Steven Path, CEO of Pathmazing, Software
Development

Indonesia

Indonesian Information Technology Federation (FTIT)

https: //fii.id/

Mr. Andi Budimansyah,Chairman

Indonesia

Indonesia Telematics Software Association (ASPILUKI)

https://aspiluki.or.id/

1990

- Helping the government to condition the right atmosphere for the development of Copyright Works in
the field of software and computers, namely by supporting and implementing consequently the Copyright
Law.

- Organizing and or participating in scientific activities such as education, training, seminars, lectures,
workshops, discussions and so on related to the field of Information Technology and Software industry.

- Collact_manane and develan library materials in accardance with existing canahilities

Djarot Subiantoro

Malaysia

The National Tech Association of Malaysia (PIKOM)

https://pikom.org.my/

Mr. Alex Low, Chairman of CS Chapter

1986

As a non-profit organization, PIKOM is managed by a council elected by its members every year during its
AGM.

PIKOM works to improve the business climate in the interests of all of its member companies and to
promote industry growth in line with national aspirations.

Mr. Ong Chin Seong
PIKOM Chairman

Over 1000 companies

Philippines

IT And Business Process Association of The Philippines (IBPAP)

https://ibpap.ora/

No information

2004

With over 400 members and six partner associations—the Animation Council of the Philippines, Inc.
(ACPI), Global In-House Center Council (GICC) Philippines, Contact Center Association of the Philippines
(CCAP), Game Developers Association of the Philippines (GDAP), Healthcare Information Management
Association of the Philippines (HIMAP), and the Philippine Software Industry Association (PSIA)—IBPAP.
plays a pivotal role in sustaining the growth of the IT-BPM industry by working with stakeholders in the

Jaovernment and academe tn ensiire an endirina sinniv of winnart service innavation

Jack Madrid
President and CEO

Philippines

Philippine Computer Society (PCS)

https://philippinecomputersociety.org/

1967

lahor &
The Philippine Computer Society (PCS) is the longest-existing professional association of computing and
information technology professionals in the country. From its special interest groups (SIGs) have spun off
today’s more specialized computing and IT-related organizations, many of which have evolved into
national organizations themselves.

Philippines

The National ICT Confederation of the Philippines (NICP)

https://nicp.org.ph/

Singapore

Singapore's tech industry (SGTech)

https://www.sgtech.org.sg/

Parvitar Singh (Parv)

1982

SGTech is the leading trade association for Singapore's tech industry. Representing over 1,000 member

ranging from top rporations, large local enterprises, vibrant small and medium-
sized enterprises, and innovative startups, it is the largest community in Singapore where companies
converge to advocate for change and drive what enables tech innovation and accelerates tech adoption to
spur greater sustainability in the sector.

Mr Wai Meng Wong, Chairman

Over 1000 companies

Thailand

The Association of Thai ICT Industry (ATCI)

https://www.atci.or.th

Dr. Komain Pibulyarojana, Chairman of CS
Chapter

1998

The Association of Thai ICT Industry (ATCI) is Thailand's first Information Technology professional
association. Its members include computer hardware and software manufacturers, distributors and
service providers, together representing over 80% of Thailand's Information and Communication
Technology market. With such strong representation, ATCI plays a significant role in the development of
National ICT Policy and the ICT Master Plan.

Mr. Supak Lailet, President

Vietnam

Vietnam Software And IT Services Association (VINASA)

No

Ms. Giang Nguyen

2002

Vietnam Software and IT Services As (VINASA) is a professional society organizations, non-profit activities,
representing the software industry and IT services in Vietnam. Established on 4/27/2002, VINASA active
role as a bridge between the government and business community of software and IT services; between
local communities and international companies; support and promote the development and ensure
benefits for members thereby promoting the development of the software industry and IT Vietnam.

Mr. Nguyen Van Khoa

300

Lao ICT and Digital Association (LIDA)

https://lida.la/

No

Mr. Thanousone Ka, President

LIDA (Lao ICT and Digital Association) is a business association under the supervision of the Ministry of
Technology and Industry; It is a national level organization that is linked with all parties both domestically
and abroad to promote the use of digital technology and innovation in economic-social development in a
progressive and sustainable manner.

Mr. Thanousone Ka, President

Myanmar

Myanmar Computer Industry Association (MCIA)

https://mcia-yangon.org.mm/

No

Myo Naing

1998

To Organize ICT- related business owners within the Yangon Region. To strive toward goals, defined by
the Myanmar Computer Science Development Law. To perform domestic, regional, and international
activities, lead by MCIA for the Development of ICT

Mr.U Myint Zaw, President

268




East Timor

Timor-Leste ICT Association (ICT-TL)

https://digital-review.org/uploads/files/pdf/2009-
2010/chap-41_timor-leste.pdf

2007

Timor-Leste ICT Association (ICT-TL) was founded in November 2007 by a group of ICT activists to
develop the pro- fessional skills of its members, to promote ICT applications to support the national
development process, and to promote the interests of consumers in the ICT sector in Timor-Leste.

Mongolia

Mongolian Software Industry Association

https://www.slideshare.net/MGL_MOSA

No information

2007

The Mongolian Software Producers Association was established on January 15, 2007 with the mission of
bringing the development of the software industry to an international level and developing it into a leading
economic sector of Mongolia and contributing to the creation of an economic structure based on
intelligence and knowledge.

B. Uuganbayar

Bangladesh

Bangladesh Computer Samity (BCS)

WWW.BCS.0RG.BD

No

Abdullah H. Kafi

1987

Bangladesh Computer Samity, popularly known as BCS, was formed three decades ago with a vision to
become the guiding light of the Bangladesh ICT sector and safeguard the interest of all industry
stakeholders. With its relentless and sincere service since its inception in 1987, BCS has established itself
as the apex ICT business and trade industry association of organization of the country. After becoming the
first registered ICT trade association of Bangladesh in 1992 with 15 member companies, BCS now has
2,630 ICT comnanies as its memhers. BCS has 10 hranches— Rarishal_ Chattoaram. Cumilla._lashore

ENGR. SUBRATA SARKAR
President, BCS
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Cyber Security Organization List

Information from desktop survey
Information from hearings with the local association
No information
Reference: Each Organization's website
Country No. Website NGO/NPO Year of ment Background of Establishment Keyman Chairman's Name Number of members Government structure Cooperation with Japanese Companies
Brunel [y Brunei Darussalam Information Security Association (BDISA) NGO
In the pursuit of the growing demand for cybersecurity professionals in Brunei Darussalam, it is
my pleasure to announce the official establishment of the Brunei Cyber Security Association
(BCSA) as of the 14th of August 2023, and we have outlined our objectives within our
constitution the values and mission needed to undertake in order to improve our cybersecurity Chairman, 2 Vice President, Secretary,
2 Brunei Cyber Security Association (BCSA) ttps:/ /v NGO 2022 workforce. Mohamad Azad Zaki Haji Mohd Tahir{ Mohamad Azad Zaki Haji Mohd Tahir 20 Cyber Security Brunel (CSB) | Assistant Secretary, Treasury, Assistant
gan with a shared . , that Treasury, Executive committee: 18
would bring tog h interestin
Insha'Alah, We shall process 3
program to prospective members both individual and corporat in 2024
Cambodia | Khmer-Cambodia Vulnerability Research Team (KVRT)
« Sharing best practice and know-how on cybersecuriy related matters
« Conduct sharing session, training and workshop. Ministry of Post and
2 Information Sharing and Analysis Centers (ISAC Cambodia) hitps: /v facebook.com/groups/242965532481324 NGO 2016 « Local and international cooperation on cyber related issues & emerging Phannarith Ou Phannarith Ou 80000 Telecommunications (MPTC)a> | Chairman
technologies. ousras
« Industries and partners collaboration programs.
3 Cambodia Digital Technology Association (CDTA) htps://web.facebook.com/CambodiaDigitalTechs:
Tndonesia
Started as Indonesia Cyber Security Research Circle (ICyReC in 2011)
Established as IdNSA in 31/8/2017, Ministry of Law and Human Right Registration Number
AHU-0013508.AH.01.07.TAHUN 2017
o Advisary Board, Expert Board, Chairman,
ree purposes :
Sexretary, Head of Capacity Dev, Head of
1 Indonesia Network Security Association (idNSA) https://idnsa.id NGO 2011 to know, learn and engage in the development of network security which is growing rapidly | Rudi Lumanto FARDAN, Chairman 800 e e INSA (2017)
i, eadiness, Head of RnD. Executive
committee: 10
Improving community security awareness
to contribute and take a part on building a safe and secure network environment through a
The various ICSF activities include matters relating to the cyber world or cyberspace, actively
2 Indonesia Cyber Security Forum (ICSF) hitps: /v facebook, com/ICSF.or.d, NGO 2017 promoting increased security and resilience in the cyber world, as well as encouraging the Ardi Suteda K
a Socety in using ,safely and ethically.
The Indonesian Digital Forensic Association, hereinafter referred to as AFDI or in English also.
called the "Indonesian Digital Forensic Association", was founded on November 17 2015. The
3 Indonesia Digital Forensic Association (AFDI) ttps:/ /v afd.or.id/ NGO 2015 aim of forming AFDL is to gather and and digital
Association forum so as to produce benefits for the progress of the Association members
themselves as well as for the nation and state
Background
The rapid development of technology, the Internet, and industry 4.0 resulting in the
transformation of the human lfestyl in the cyber era. It was impacted by increasing threats and
risks within various sectors that are essential and strategic or a country A Advisory Board
Afailure to prevent cyberatacks will disrupt a wide range of services, resulting in social and 8. Oversee Committee
economic losses of unprecedented severity. Thus, the abily to detect cyber threats and attack, . Board of Executive
with early warning capabilties n place is strongly needed. - Chairman of CSIRT.ID
Effective and effcient countermeasures to respond to an incident will reduce risks and impacs. - Deputy of CIP and Resilience
4 Indonesia Cyber Security Independent Resilience Team (CSIRT.ID) | htps://csirt.d NGO 2020 = & puty
Then synergic cooperation between communities, professionals, experts, and academia s - Deputy of Operation and Security
needed to raise public awareness, build cyber resiliencies, and to protect national cyber - Deputy of Research and Development
resaurces and assets continuously. - Deputy of Interagency Collaboration
History D. General Secretrary / Secretariat
CSIRT.ID Intiatives were founded on June 1st, 2020 by professionas, experts, and academia as €. Department / Division / Staff
an association organization. Registered as a legal entity at the Ministry of Law and Human Rights|
of Indonesia, under the (forma) name "Perkumpulan A Keamanan Siber Independen
Indonesia” with known abbreviation as "Perkumpulan AKSI Indonesia”.
Indonesia Cyber Awareness and Resilience Center (IGCARE. UI) is established under Faculty of
Technology University of Indonesia (FTUI) in 2020 to provide the following actvities:
5 Indonesia Cyber Awareness and Resilient (IDCARE) https://idcare.ui.ac o/ NGO 2020 Postgraduates Program in Cybersecurity
Cybersecurity Related Research
Collaboration and Partnership
Capacity Building and Certifications
Laos
s platform is apen to those interested in security t train their sils in solving cyber secur
1 Lao Hacker hitps: /v Jachacker.com/ s pe ¥ Sl 2 s14
problems, or simply called CTF play.
Malaysia
In a summary, rawSEC i a non-profit community effort in Malaysia which intends to provide a
strong platform for local d ige to The chairman of rawseCisa | 20 committee incuing 6 counci
1 Malaysia CyberSecurity Community (rawSEC) ttps:/ /v facebook.com/rawsec.my/ NGO 2017 the community. rawSEC existence is to address the current industry gap by bridging the. Tahizi Thareb M. Tahrizi Thareb 3000 chairof cyber securty i Bank [ 127 2
education sector and industry through a series of meetups and discussion session which would Negara Malaysia
produce relevant talents for the industry.
2 Nano Security Conference (Nanosec) https://nanosec.asia/ 2018 NaroSecis a newly created things M. Kamal Himi 1Al Boss
security for Asia Pacifc region based in Kuala Lumpur, Malaysia.
Philippines
Once Recognized as the National
Giobal for Data Privacy and e JPCERT: 1RT Creation and .
1 Philippine Computer Emergency Response Team (PH-CERT) hitps://www facebook.com/PHCERT/ NGO 2001 Cybersecurity. Mission: Inspire, Empower & Prosper Data Protection Officers and Cybersecurity | ANGEL S. AVERIA, JR. ANGEL S. AVERIA, JR. Chairman, Vice Chairman L
« VIA the CICT - 2004 ASEAN (2009,2011), Secure Coding (2010)
Proffessionals, then nurture and develop them within a Vibrant Community of Practice.
TELMIN Conference
2 Cybersecurity Association of the Philippines (CAP) ttps:/ /v facebook.com/PICSProfes NGO PICSPros 2 o fora




1554 PH is of cholce for share
3 Information System Security Association (ISSA) Philippine Chapter | hitps://uviv.facebook.com/issaphiippines/ NGO F
information
4 Philippine Institute of Cyber Security Professionals (PICSPRO) | htps://wrw. facebook.com/PICSProfe:
s The National Association of Data Protection Offcers of the Philipind hrtos.//nsdsop ore/ NGO Financial Management of PH-CERT Mr. Samuel Ramon V. Jacoba President, Vice president
Singapore Wearean Supporting as el
the
integrity, status and Interests of Information Security Professionals in Singapore. Chairman, Vice Chairman, Advisary Councll,
1 Association of Information Security Professional (AISP) hitps: /v aisp.sq NGO 2008 Tony Low Jonnny kno 2200 csa Excautive Committee, Secretariat Executive. | INSA
We believe that through promoting the development, increase and spread of cybersecurity CRo=el 2
knowledge, and any we help shape
Vice President
2 Cloud Security Alliance Singapore (CSA) hitps://circle.cloudsecurityalliance.org/singapore/home global chapter 2008 ROy Jim Lim
3 Singapore Cybersecurity Consortium (SGCSC) https://vwwve.nrf. gov.sa/tech-consortia/cybersecurity-consortium/ | NGO 2016 Professor Abhik Roychoudhury
Dr. Shawn Murray
4 Information Systems Security Association (ISSA) Singapore: https:/ /v issa.org global chapter 1984 o promote a secure digital world. oot
Thailand [ Cybersecurity Thailand NGO 2019
2 Thai Ethical Hackers Club (TEHC) NGO
Information Security
Dr. Prinya Hom-anek, Honer M. Police Colonel Yanaphon Yongyuen, President, 3 Vice Presidents, Committees,
3 Thailand Information Security Association (TISA) o tisa.or.th NGO 2007 information P and personnel to accepted & ad L e NCSA &
Advisor president Honorary Advisors,Executive committee: 14
standards.
Vietnam VNISA has the task:
Cooperate with Government Agencies: Authority of InfoSec/MIC, VNCERT/MIC, VGISC,
Promote petitions, )
Organize events, conferences, seminar of special subjects M enE
n M. Nguyen Thanh Hung - Deputy Minister of | more than 160 Chairman, Vice Chairman, Secretariat.
1 Vietnam Information Security Association (VNISA) nisa.org.vn NGO 2007 Survey on National/Industry information security status Secretary: Dr. Vu Quoc Thanh iUy 9 - Deputy Mic 5
Lead up to the meetings among the organizations, businesses, help and Cooperate to deVEIOP | Crieror offics Tran Thi Kim Phuong| "ot 2nd Communications. M BRI Eh 2
applcation of information security
Promote International Cooperation
Develop standards/quidelines.
A community who are already working in information risk and cyber security field and for those
Bangladesh |1 Bangladesh Cyber Security Community nitps/ s facebook.com)groups/bieybersec/ Who are nterested to become onel Share, exchange, learn and grow together to make safer IT 7,426 followers
Infra in Bangladesh
Mongolia |1 No information _(Government only)

Timor Leste

No information_(Government only)
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Cyber Cybersecurity Questionnaire 2023

Brunei

Answer

Cambodia

Answer

Indonesia

Answer

Laos

Answer

Malaysia

Answer

Philippines

Answer

Singapore

Answer

Thailand

Answer

Vietnam

Answer

(1) Are there any big chances in cyber security
environment in the country within this 1-2 year, for
example new law, new regulation, new agency etc.?

Yes there are few in the pipeline.
“Introduction scam protection center
lead by bank

-Standardize CII guideline
-Strengthening data protection law

Governance structure will be established to
coordinate nation-wide approach on cybersecurity
Cybersecurity law will be endorse
Personal Data Protection law
Cybercrime law
Cybersecurity Strategy
Digital Security Committee is going to be
in the next few months

yes there are. Data Privacy Protection Law is
enacted in 2022 and will be effective 2024

There are still very few companies
operating cybersecurity service. Public
awareness is still very low and the
demand to pay for such service is low,
partly is because of the digitalisation is
still at the entry level

Yes, since Malaysia is currently will be
finalising the new cybersecurity bill 2024
and will be tabled out in parliament in Q2
2024,

Three pending bills on cybersecurity

Cyber Professional Accreditation; Research
and Innovation

Public Consultation on the Proposed
Cybersecurity (Amendment) Bill

Issue of Cyber resilience and Cyber
Dominance

Data privacy protection policy has been in
placed

(2) Is there any big threats or cyber-attacks that
bothering the people? What are current popular cyber-
attacks?

Phishing , identity fraud, scam

Phishing attack, Ransomware, Scam and Fraud,
APT and Supply chain

Big data leak, malware, ransomware,
phishing, scam and fraud

Big threats are scams, virus infection
and data got stolen.

Ransomware, Rootkit still dominance
threats

Phishing and ransomware; govt
systems are being hacked

DDOS, Phishing, Ransomware, Increased in
Scam campaign - Unseen Enemy

Ransomware , phishing and data
leaks

Ransomware and phishing is biggest issue in
Vietnam.

Information from Department of Cybersecurity
and High-Tech Crime Prevention (Ministry of
Public Security) also said: that Vietnam is in
the top 10 countries suffering from cyber-
attacks and dangerous malware infections,
ranked 7th in the number of victims of
cyberattacks, and ranked 2nd among countries.
most infected with crypto-mining malware

(3) Are there communities or association involved in
cyber security activities in the country? How many?

Currently one official Brunei Computer
Emergency Response Team (BruCERT)
and one non-government entities BCSA

As of now, there is no official cybersecurity
community to do it. ISAC-Cambodia is a virtual
platform in Cambodia to serve as a cybersecurity
community.

There many cybersecurity communities
involved in cyber security activities and also
more than 100 CSIRT have been launched
nationally initiated by government

Public sector has set up one department
specifically looking after cyber security.
From the private sector, there are only
two companies within our association
focusing on this subiect.

There are multiple community funded
organisation in Malaysia. rawSEC is among
the active community which always holding
monthly event for the community.

There are several. PH-CERT is the
oldest cybersecurity community
founded in 2001

Yes, Local Chapters of International Groups,
Cybersecurity Chapters of Sectoral
Associations. AISP forms a local community
called Singapore Cyber Security Inter
Association (SCSIA) with like-minded aroups

TISA, ISACA Bangkok chapter , isc2
Bangkok chapter

few like VNISA and other associations

(4) How s the acceptance of the people to cyber
security solutions?

Need improvement and assurance

N/A

very good, but depend on the sectors.

Currently, not so many people in Laos
are aware of the importance of cyber
security and prepare to spend some of
they money to pay for the cybersecurity
solution. Many large companies are still
keeping their sentive data offline or in a
private cloud.

Malaysian currently has high cybersecurity
hygiene and awareness on cybersecurity
due to proactive awareness campaign by the!
private and government entities.

Awareness is high but solutions are
still expensive for MSMES

This is gaining awareness but still needing
more awareness and appreciation of value
for adoption to increase

Moderate but it needed

very good

(5) Who is the famous or popular person or institution
in the country if we are talking about cyber security ?

Cyber security Brunei

Mr. OU Phannarith

BSSN (National Cyber and Crypto Agency )

For private side is Mr. FRANK, FOR
PUBLIC SECTOR SIDE IS Mr. KHAMLA
THE DG in ministry of technology and

Dr Amirudin Abdul Wahab (CEQ
Cybersecurity Malaysia)

Government officials of course; Lito
Averia of PH-CERT; Engels Antonio of
Bluepoint

Cyber Security Agency of Singapore is most
prominent.

Dr Prinya (TISA) and Gen Amorn
(NCSA)

can't tell as there are many
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PERGRE - AN BT DA =X =2 U7 ¢ 1T 2 ERERSE
ATCI (Association of Thai ICT Industry) Mr.Bunrak Mr. Boonchuay
TISA (Thailand Information Security Association) Dr.Prinya

NCSA (National Cyber Security Agency) Mr.Amorn

FRATE B ORE R
= M ORI
ATCI (ASOCIOR ' R—1F<) Mr.Bunrakf, Mr.Boonchuayk
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ELTHRADEZML, #WEHITI., HETEEZHERT S,

FEE (TISA OB IMTx L)
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&5 —[a] H PRI A~ b T

FRLDOFZHOWT TROMY RELEML £ L72OT, fReHELET,

A HEY © ASOCIO Board Meeting, DX Summit 2023 |2 U T, X hFLADF—< 2 LHS
L., X TFAZBTLHAN—tFx 2 VT 1 ICBHT 2 ERHEORNZE T U
YT HELBIT, 10 ADONISC [H ASEAN H A N—t % 2 U7 ¢ 50 JAFEA
¥ b OBBALT, ZIMEEZ T 5,

AA I - 20234F6 H22H (k) ~26H (K)

AT - BIHA~JERE A

AHAEY o PRI, KEF

PERIGE - XM TF LB T LA NN—tFX 2 U T ¢ IZBT 5 ER RS

[1] VNISA (Vietnam Information Security Association) 2023/5/25

[2] MIC (Ministry of Information and Communications) TH#GH#IEA 2023/5/25

[3] PIKOM, The National ICT Association of Malaysia 2023/5/23

[4] CISA, Information Service Industry Association of R.O.C.2023/5/23

[5] ATCI, Association of Thai ICT Industry 2023/5/24

A A A
[1] VNISA (Vietnam Information Security Association)
ASOCTOA > /3—"T % HVINISARIE K TH H6iangRIC L D2 —F 4 F— FZ T, WISARE
FLomEE LI,
<BNE >
Ms. Nguyén Thu Giang — Vice chairwoman cum President of VINASA
Mr. Nguyén Thanh Hung - Chairman of VNISA (&)

— Deputy Minister of Information and Communications

Tr e B2 T ANFRIBEEEIRE,

Mr. Khéng Huy Hung — Vice chairman of VNISA (BI&&)
Ms. Tran Kim Phuwgng — Chief of Office of VNISA (ZFHR)
Mr. Nguyén Ngoc Toan — Coordinator
* VNISA: 20074 |Z5% 5L
HAN—EX 2 VT L OB L H D0 E LR, N T AT LE LTV DD
[FVNISAD 7,
- Authority of InfoSec/MIC, VNCERT/MIC, VGISC, &%/
- X EHC 160 (BUFHERS, [EIRGAE - BE5. ST - GmEE. @1E - ARFEE. FRtFxa



U7 4V Va—var, arrizy b BHEZRIET 50E, Fktx=2 )7 0 HME)
« 10 ONISC [HASEANH A N—t X =2 U7 4 50JEHFA X~ OFBIEZ L, WISAZED
Mr. Nguyén Thanh Hung~ZShKEAZ L=, HETHEMBH D,  (EHEERR)
- NISC HASEANH A S—t% % = U T ¢ Working GroupZ38H T~ k- LA TRBETE, % DI
G TT7 4+ —7T v A X hOBEEERE,
BEESD, (RAIHBFBERBE LW
¥ HARFNINISMZR LT, 8A DA X O BARR e, &8, B, sgH5m %
FOEE L7 HBRRRIR 2 R, 0%, VWNISMIMICIZIRE L, FFr %155,
c HENCEE L2EMEE BRKD (2o T, %HRBIZEZWZ72<, (WNISAIZEN -
FEEROEREX 2V 7 RMOREZFEMML T, ZH 53K L= 005132
DFBEFERICTHAR=TED LD L)
« AiSP23ER ST L 7=SEACC ( South East Asia Cybersecurity Consortium) (Z-2V T
CASFNARRERN NP ARN—tX 2 VT 0T 4 (A2 h) &R
CEREEEX 2T a7 A MER (RIZX M ATEBINLD)
- JNSA DFEST - T

WEE. (VNISA Oz %t L0)
SEHIZBE LT oK
Txa—7 v T A MK LT 0K




[2] ASOCIO FHH5 )Ry & VINASA D 2 —F ¢ F— NI T, X M A OBEUFHEEI MIC 5,
MIC (fE#mE4)
Deputy Minister, Dr. Phan Tam (8| &E)

Official Multilateral Cooperation Department of International Cooperation,

Mr. Nguyen Duc Toan
['H ASEAN HA N—t X 2 U7 1 50 JAFA X2 ) O

« Authority of Information Security(E#tx =V T 4 —&) D by 7T DI~ KE
L7-WEIRZ D,

c R ENFAICTRETED NISC Efie [H ASEAN B A N—t X2 U F 1 W6 OEEZHER



L. TEEY OBIEAEE LT,

[3] PIKOM, The National ICT Association of Malaysia/ Mr.Ong Kian Yew& I H &b+
[HASEANY A N—% %2 U T 4 50/EFEA N b OFBAKLY, BHMKHE, 500/ 2 %

— MKz LTz,

- Mr. Ong Kian Yew ®D##£% : CYDES Malaysia O 7 11 275 A THARBF INISC) =2 [JICA] @

AT HECR T D DIT E D D

*THI0H~THI3RIZ T~ L—3 7 TS D A~ [CYDES Malaysia] (I A /X—

X2V T AIFHEL TWABRERANR N THD, hitps:/Jwww. cvdes. my

TR —=T v T AR NP A RARU R E L TERMTE D D,

[4] CISA, Information Service Industry Association of R.0.C. ¥ H5 b4
<BE >
CISA, Chairman Mr. Brian Shen
CISA, Secretary General Mr. Lucas Lim
CISA, Deputy Secretary General Ms. Ivy Chang
CISA, Project Manager Ms. Louise Li
[HASEANY A /S—t % =2 U T 50JE4EA > b OBiAZ L, ASOCIOD A > /3—T
ASEANHII D &2 KB W72 < KO RIE LT,
« Chairman Mr. Brian Shen, A B —H—I ¥ 572 (ASOCIO)

[5] ATCI, Association of Thai ICT Industry / Mr.Bunrak & O¥HEHH
- S RE R, AE—I—EE R, e A NV EZITED,
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- FHERAME : 2023F5H31H~6H2H
- WERE  RANEMAE

- RAENRE
1. JaUE>THOHTHA/\—tF1 UFT 0 ERNEEESN/ZHOLY ANGEL UNIVERSITY
2. JaVUEY—K (PHCERT) =&
- AEMER
1. HOLY ANGEL UNIVERSITY:hR :
— Dr Leopardo Jaime (President) . Dr Marlon Tayag (Cybersecurity and IT Program Chair) &MDHEZ=.
- ) HAMBRRDKRE,
- JaqUETHSHTHAN—tFaUFTsTOTS L (FEEXRFR) ZFHEUZASF. ASEAN Institute for Management (AIM)(CEH
N—=tCF1 U4 TOTSLNHDN. FMPEFOTOTS AR
- BAN\—tFa2 U7 TOTSAIFUSAIDICK D THR— hENTULS,

- PICSPRO (4 UE> - A>AFT4FTa21—bTJA— - HA)\—tF21UFy - JOTTYVIa3F)L) EFEENDIHA/I\—tF1 T+ DR
M D, Dr. Marlon(Z. PICS PROD3MIs (T« UE> (C(F12iigHNH D) U —5F—,

- BN CEERITOYA/N\—tF1UTr AR N (CTFZE0 ) Z2F ML TLS.

2. Philippine Cert (PH-CERT)3AR] :
- J+aUE>CERTOSEMr Lito&EDER.
- CERTI(E. T+ UESTRMICEFRESNIZIFEFIEIR,
- JaUEHAFE. EZRCERT & U TCERT-Philippine (CERT-Ph) %3&%37,

- JaUE>I(CIE. NADPOP (National Association of Data Privacy Officer of the Philippines) . NICP (National IT Confederation of
the Philippines) . &L TPCS (Philippine Computer Society) 7% 3.

- PH-Certl&. NADPOPKUN PCS (D VUE>OZEI1—FHR) LEHELTLD,
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SHEHARE 1 2023F6H3H~6HA7H
HEE | IRMANEMREE
HENRE

1. Mr. Phannarits Ou , Director of Cybersecurity, Ministry of Post and Telecommunication
2. Mr. Oknha Chin Ken, Chairman of CDTA (Cambodia Digital Technology Association)

SHEER

1. Phannarits Ou K 35[0 :

MPTdPhannarits OuEK EKimEK & DHE=.

HRSTICETAI/IN—tF 1 U4 BEFIDBEEIR,

Mr Phannaritsih‘') —4 — & 3ISAC Cambodiac WS YA /N\—tF 1 UFsBEEDODIZT 1 =571 H'HD
CER(C[EFBFRSNTULVRL, JEBNEILTLD) &

10A DA > hAISAC Cambodia& U TEMNL. MoUfifEICE R,

10BDANXR MMCHNTD. 10BDANR bDXDIREDZE. BEHET D EZIRER.

CDTAICEZIEEIMUTIZELLY,

2.  Mr. Oknha Chin Ken (CDTA)K 55R3 :

CDTASE Mr Ken&. CDTABEDA R EOHES.
A= (FFECITERTHDIN. HA/N—tF1UFFFIDA>)I\—EULB,
10BDANRY MASIIFE, RS THSSINEEEN TS,
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D7 SIV>T—)LahkE
SHEHAE : 2023F6H7H~6H9H
B | IRMANEREE

AEXNRE
1. Mr. Tahrizi Tahreb, Rawsec Cybersecurity Community Malaysia®DgIE%& T D . Bank Negara Malaysiaddt-1/\—tz=+
1Y« B8R
2. Dr. Datu Amiruddin (CEO Cyber Security Malaysia)
3. PIKOM
AERER

3. PIKOM:AR] :

1. Rawsec:isi] : - 8H HBBEE OngKk&Leaik

- Tahrizi TahresK5 S HS, HA)I\—tF1UFsFv+T45 ALEXKESH
- =I5
FRERIEIEE. o - 10A586H}, YL—SFTHFONBWCIT (BRAL) KX NE
- 10ADANZ MASIIL. MoUfffEICaR. DIzHASOCIODEE L DRFENEF D, EAPIKOMA >/ (— (&,
— 10BDARY NCBHT B, WCIT(CH DA, Y1/ —tFa1 U7 EZREFGRECE. TOE—
oS S —_ 7— oS S = > %3_50
- BIFEOBRELGREAYASDY. BISRITEREORNYNH D, i\
: m/J1= - 2E®m0ng Chin Seon&X (33715 . WCITASHIE 3 EEBR0\.
- Mr Datu Amiruddin (CSM®DCEQ) &ODH=. - FEK(EHDINWCITEERD TLBEeH. FREL., ERZESHICF
- BEEREVERINE. AE—H—&E U TS, L,

- BAN\—tF+a1UF/DI=Z2=57r&ULT.
yayasan kesalamatan&E WL\ D EDMNH B,

10H PIKOM XA2)\— (O—AILB—EXRZSF—) 10&ERE
FIR(EHDMWCITEERD TLWDEEH. F]'ERGWL, BRZESHCEULY.
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July Executive Summary Report

— Attending CYDES
— Some Information : NACSA Announcement, Brunei CSB promotion on SEA-CC

— Meet with key person in cybersecurity community in Malaysia
— Nanosec
— Rawsec
- CSM CEO
— Mr Effendy (Block Chain, 10T asscociation)
— Meet with Mr Prinya and Mr Bunchai, Mr Komain
— Community Speaker Confirmation and plan about event promotion
— Business Solution Representative and speakers
— Preparation of Event Promotion in Indonesia and CJI, and welcoming Guest from
Philippine

— Indonesia Event Promotion Seminar Report
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August Executive Summary Report

I
— Attending ASEAN WG, VNISA Seminar, AlS Visit and Local Company Visit in
Hanoi
— Some Information : a question from NACSA about rawsec.

— Update from CyberDSA conference Malaysia

— Meet with SG Tech Security Chapter and AISP Board in singapore
— Promoting and presenting IC-AJCC to SG Tech board
— Inviting and asking for support of SG Tech in term of local solutions
— Promoting and presenting IC-AJCC to AISP board
— Confirmation about day 1 attendance and day 2 keynote

— Attending Hack in Taiwan Conference (HITCON) by Taiwan Hacker Association
Community.

— How Community make some contribution — Taiwan team rank top 3 in the world (DEFCON+
2023)

— Students get all benefit
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ASEAN - JAPAN

2023 3%° ASEAN - JAPAN CYBERSECURITY

WORKING GROUP MEETING

01 - 04 August 2023 Ha Noi, Viet Nam
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Malaysian Data Protection Act is Expected to be Aligned with the General Data Protection Regulation

The Malaysian Personal Data Protection Act 2010 (PDPA) is currently being reviewed and is expected to be
aligned with the General Data Protection Regulation (GDPR) of the European Union (EU).

The GDPR is one of the strictest data protection laws in the world, and it is expected that the revised PDPA will
be similarly strict.

The GDPR sets out a number of requirements for businesses and organizations that collect and process
personal data, including:

Obtaining consent from individuals before collecting their personal data.

Providing individuals with access to their personal data and the right to have it erased.
Taking steps to protect personal data from unauthorized access, use, or disclosure.
Notifying individuals of data breaches without undue delay.

The revised PDPA is expected to include similar requirements, and it is likely that businesses and organizations
in Malaysia will need to make changes to their data protection practices in order to comply with the new law.
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. GovWare history

* GovWare is one of Asia's premier conferences on
cybersecurity and is part of Singapore International
Cyber Week. It typically focuses on the latest trends,
best practices, and innovations in the field of
cybersecurity.

 GovWare, as part of Singapore International Cyber
Week (SICW), began in the 1990s. Over the years, it
has grown in stature and significance, evolving into
one of the premier cybersecurity conferences in
Asia.

* GovWare provides various programs and topics so
everybody can take benefits for their needs.

* in 2022, The event concluded with unprecedented
participation from over 10,000 policymakers,
cybersecurity leaders, and cyber practitioners across
65 countries!
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GovWare Program Map

Agenda Overview sonfe Program Tech Talk Programme SICW 2023 Open Sessions

Conference Programme
Breakout Track Legends

Refer to the colours below for the corresponding breakout track title.

Track1 @ Track2 @ Track3

2023 Keynote SICW 2023 Open Session CLOUDSEC @GovWare 2023 Developments in the Zero Trust Environment
® Cybersecurity Ops Centre @ Recent Developments in ML/Al Engines How Can Collaborative Partnerships Forge Impactful Synergies In Cybersecurity?
® Endpoint, Mobile & Network Security @ Governance and Assurance in Al Cybersecurity and Digital Transformation

@ Organisational Cybersecurity Culture; The Role of Leadership and Management @ Managing Crossroads of Data Security, Data Privacy and Al Adoption
@® Developing the Cybersecurity Ecosystem, Talent Pipeline and Professionalism @ Security by Design: Risk Assessment, Avoidance and Mitigation
Cyber Threat Landscape & Intelligence @ Darkweb, Cybercrime, Cyberwarfare @ Operational Technology Threat and Vulnerabilities Landscape
@ Building Resilience: Securing Critical Infrastructures and IT Supply Chains @ Cloud Native Security

18 Oct 2023 19 Oct 2023




GovWare 2023 Programme Highlights
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What is the benefit
for the government?

* Knowledge Sharing: GovWare provides a
platform for governments to share best
practices, strategies, and learnings with
their counterparts.

* Global Networking: It's an opportunity to
form partnerships and collaborations with
other nations.

* Insights into Industry: The government
can gain firsthand knowledge of the latest
technologies and solutions in
cybersecurity.

* Ecosystem for strengthen national security




What is the benefit for
private industries,
especially local
industries?

* Business Opportunities: Private industries can
showcase their products and solutions to a
global audience.

* Collaboration: They can forge partnerships
with other businesses or governments, leading
to potential joint ventures or projects.

e Staying Updated: Industries can stay abreast of
the latest threats, technologies, and solutions,
ensuring they remain competitive.




What is the benefit for
the communities?

* Awareness: Communities become more
informed about cybersecurity threats and the
importance of staying secure online.

* Education: Through various events, there's an
opportunity for community leaders and
members to be educated about best practices.

* Resilience: As communities are more informed,
they can better defend themselves against
cyber threats, leading to a more resilient digital
society.




What is the benefit
for the people?

* Education and Awareness: People gain
knowledge about personal cybersecurity,
leading to safer online behaviors.

e Opportunities: Many events associated
with GovWare and SICW offer training,
workshops, and certifications, leading to
potential job opportunities in the
cybersecurity sector.




What is the benefit for
national and regional
security?

» Strengthened Defenses: With knowledge
sharing and collaboration, nations can fortify
their cyber defenses.

* Regional Collaboration: Through GovWare,
regional countries can form collaborations to
collectively defend against cyber threats,
enhancing regional security.

* Response Mechanisms: The event helps in
formulating better incident response
mechanisms through joint exercises and
simulations, ensuring quicker and more efficient
responses to cyber threats.




GovWare and GCl

1990s 2014: Singapore was ranked 19th.
|
2023 2016: Singapore was ranked 6th.
2017: Singapore achieved 1st place.

2020: Singapore retained its position at 1st place.



GovWare and GCI
relationship

Interrelated and mutually reinforcing.

Relationship and relevancy between the two:

Demonstration of Commitment
Platform for Collaboration
Policy and Strategy Formation
Promotion of Capacity Building
Showcasing Technical Prowess
Boosting Confidence

While the event showcases and reinforces the nation's

commitment to cybersecurity, its high GCI rank affirms the
effectiveness of its efforts, including the significance of
such events.
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Cyberwarfare threat
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Survey Report on the Current Cybersecurity
Landscape in Laos.

Date: 13 Feb 2024
Prepared for: JICA
Prepared by: Rudi Lumanto and Ito Seiichi (JTEC)

(1) Public and Private View Comments

(1.1) Interview with Mr Thanousone Phonamat, Vice President, Lao National Chamber of
Commerce and Industry and President, Lao ICT and Digital Association (LIDA)

- Mr Thanousone also the owner of ALO company (E-commerce), Planet (the first ISP for
enterprise,broadband), and four more other company. Planet is only focus to enterprise and
SME providing broadband through Fiber (FTTH).

- Lida have around 50 member (company) and security chapter is only one company : cyberus
- have three monthly meeting called Digital Forum, included cybersecurity as one of the theme.
- Based on the Law in Lao, to establish association need min 40 member (company)

- E-commerce grow slowly because people still like using socio commerce (direct chat)

- Mr Thanousone also very busy this year preparing ABIS (ASEAN Business Investment Summit)
that will be held on October this year, in conjunction with ASEAN leader’s summit.

- open cyber security business is easy in Lao, as it is allowed to foreign people to build even
100% share. But the other sector like telecommunication may be restricted by government.

(1.2) Interview with Frank Sengxay Xayachack: Founder and CEO of Cyberus Company

1. Cyberus company already running 2 years. owned by Frank himself and now have 10
employees.

2. Core business is security assessment, before he already made a company with same core
business but not running well. Now he owns this business alone and fortunately since last year
the business is growing very well. more than 10 clients from bank, telecom operator to SMEs.
Security assessment cover mainly web applications not yet to cloud or other.

3. Frank have his own community called Lao Hacker Club, which have gathering meeting every
month. Many university students become member of this club, but come and go, and active
members are around 40. This community also help government in making infrastructure for
annual CTF competition.

4. Via Lao Hacker Club, they also supervising Student Cybersecurity Club in Lao University and
Soutsaka College.

5. Frank and the other 3 member of his company has OSCP certification, they can afford the
exams and also sometime attending course using scholarship program of BAF (Europe, help 50%
donation of the cost)



6. Frank is independent and self-funded, not rely on government in his community activities,
really happy if his community can join AJCCA.

7. He does not know about number of cyber incidents or big cyber incidents in Lao because he
said most of the incident does not publish, and maybe controlled by government.

8. In case of ransomware, he suggests his customer to prepare back up and give guidance about
how to do back up. if ransomware happen, then they just must accept the consequences.

(1.3) Interview with Mr Khamla Sounnalat, Director General of Lao CERT of Ministry of
Technology and Communication, LAO P.D.R

1. Cybersecurity in Lao is under his department which included Lao CERT.

2. Now his department is located in LaNIC building (Lao Network Internet Center). LaNic as it
serve for public, their office also then easily can be accessed by public and make them think it is
not good for them as operating Lao Cybersecurity Services. Kamla think it is better if they can
have annother financial support to have their own building separate from public services.

3. Total Empoyee he has around 20-30 people included in Lao Cert is 5 people. most of them
does not have professional cyber security certification so certification is important needed right
now. He would like to get JICA support in training his staff in JICA program with Ul in Indonesia.
4. Regarding the community that can be recommended to join to AJCCA, he would like to get an
email inform the need, criteria, and benefit so he can ask permission to department to
recommend or supervising the local community to AJCCA

(2) KEY FINDINGS

- There is a cybersecurity community in Laos called LAO HACKER

- There is an increase demand of cybersecurity assessment in last two years from bank,
telecommunication and SMEs

- Lack of cybersecurity capacity both in public and private

- Socio Commerce is still dominant

- Laos will host ASEAN LEADERS Summit with many other events in conjunction that. This open
Laos many opportunities to speed up Country Development included in Cybersecurity

(3) RESULT ON CURRENT STATUS OF CYBERSECURITY IN LAOS
Public and Private View on Five Important Issues

no | Questions Public (DG Private (LIDA)
Cybersecurity
MTC)
1 | Are there any big chances in cyber | Yes There are still very few
security environment in the companies operating
country within this 1-2 year, for cybersecurity service. Public
example new law, new regulation, awareness is still very low and
new agency etc. ? the demand to pay for such
service is low, partly is because




of the digitalisation is still at
the entry level.

2 | Isthere any big threats or cyber- Doesn’t have yet | Big threats are scams, virus
attacks that bothering the people? infection and data got stolen.
What are current popular cyber-
attacks?

3 | Are there communities or Commonly no Public sector has set up one
association involved in cyber department specifically
security activities in the country? looking after cyber security.
How many? From the private sector, there

are only two companies within
our association focusing on
this subject.

4 | How is the acceptance of the Need more Currently, not so many people
people to cyber security solutions? | awareness in Laos are aware of the
importance of cyber security
and prepare to spend some of
their money to pay for the
cybersecurity solution. Many
large companies are still
keeping their sensitive data
offline or in a private cloud.

5 | Who is the famous or popular Suggest to have For private side is Mr. FRANK
person or institution in the country | meeting with FOR PUBLIC SECTOR SIDE IS
if we are talking about cyber teamiin Mr. KHAMLA THE DG in
security? Department of ministry of technology and

cybersecurity communications
6. SUMMARY

The survey findings underscore the emergence of a nascent cybersecurity community in Laos,
exemplified by the presence of LAO HACKER, indicative of growing grassroots interest and
expertise in combating cyber threats. Over the past two years, there has been a noticeable surge
in demand for cybersecurity assessments across key sectors such as banking,
telecommunications, and SMEs, reflecting heightened awareness of cyber risks and the
imperative to fortify digital defences. However, these aspirations are hampered by a glaring
deficiency in cybersecurity capacity, both within public institutions and the private sector,
highlighting an urgent need for concerted efforts to enhance expertise and infrastructure.

Furthermore, amidst the prevailing socio-commerce landscape, characterized by the fusion of
social media and e-commerce platforms, Laos stands at a pivotal juncture poised to leverage
digital advancements for economic development. The upcoming ASEAN LEADERS Summit and
associated events present a unique opportunity for Laos to accelerate its cybersecurity agenda
and broader national development objectives. By capitalizing on these platforms to foster



collaboration, knowledge exchange, and resource mobilization, Laos can position itself as a
regional leader in cybersecurity, catalysing sustainable growth and resilience in the digital age.
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